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Administration Guide

This guide provides the basic information needed for configuring a Weave server. It provides an introduction to the way the Weave server
works and a reference to the items required to configure the server.

The configuration reference provides a reference for the items that you can use to build up a functional server, along with examples showing
the typical usage of those items. Configuring the Weave server primarily involves a single configuration file that requires no previous
knowledge to edit. The configuration is stored as an XML file however, so knowledge of XML could be an advantage. The examples
presented with the configuration items, while valid, are not based on a single data set. Their purpose is only to provide a reference
implementation for the configuration item and not to build up a working system. It is assumed that the Weave administrator will have enough
knowledge about the systems that Weave is intended to integrate with so as to be able to adapt the provided examples and to construct a
meaningful configuration.

Weave is made up of many different components which contribute to the entire system. As can be seen in Figure 1.1, “Weave Topology”,
Weave provides many ways to connect and consume data without being reliant on vendor specific technology. This is accomplished by
using Open, State of the Art components that allow Weave adapt to your internal data requirements instead of you having to go down a path
of 'Vendor lock in'.

We invite you to think about the possibilities available now that you are running Weave. No longer are you required to move along a path
that is either not necessary or that you are not ready to take. Your data can come from a variety of sources, be it Open Source or
Proprietary. You can pick and chose the best software that meets your needs and be assured that Weave can integrate with it. You also
have the freedom to extend Weave to suit your needs. With Weave it is now possible to think in other dimensions when looking at ways to
expose data to your users and how to best manage that process.

Weave Internet Weave Intranet
Clients Clients

T

Sevlet Container

Weave

Spatial Engine

ArcSDE
WMS Oracle Spatial Oracle
P SQLServer
ArcIMS
ArcGIS Server postol> Postgresql
SQLServer Spatial ODBC

Oracle Spatial

Key Features of Weave
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Openness

Weave makes use of open, non-proprietary APIs and SDKs as well as support for multiple database and spatial engines.

Integration of Map Services

The system will simultaneously work with many map services such as Gaia, Apollo, ArcIMS, ArcGIS Server, AutoCAD Map, MapXtreme,
MapServer and others.

Integration of Spatial Data

Weave provides powerful data integration from multiple spatial data sources such as Oracle Spatial, ArcSDE, Shapefiles, PostGIS, WFS,
GML and others.

Integration of Non-Spatial Data

Weave provides powerful data integration from multiple non-spatial data sources through JDBC or ODBC connection.

Insulation

The data complexity is hidden from the end users. Users do not need to know SQL or database schemas (only the administrator does).

Simple Configuration

The system is configurable through a simple XML file providing open access.

Web/Browser-Based

Weave has browser-based clients using JavaScript and HTML. No browser plugins are required.

Stateful System

Weave works like a local application despite being based on a freely available web browser. Weave allows users to interact with the data in
several steps without cookies (maintaining the state for every user at any point in time), unlike ordinary (stateless) Internet based products.
Users can perform individual searches (textual and spatial) and spatial operations (spatial joins, buffers, etc.) and combine the results at will,
exploiting the flexibility of the system.

Customisable/Extensible
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The system can be customised and expanded by third parties. Weave has been built with its own open software development kit which is
supplied with the product at no additional cost.

Minimal Footprint

There are minimal requirements needed to integrate data sources (i.e. no selection tables, no forced schemas).

Scalable

The system is portable and scalable to accommodate the future changes in user numbers, hardware, software, networking. The licencing of
Weave does not restrict the number of configurations or users served by Weave.

Security

Role based access control is provided to control user access to functionality and information in a secure and easy manner.

High Quality Reporting

Weave includes advanced business intelligence reporting tools with embedded map and image integration out of the box.

Integration With Third Party Applications

Weave provides integration capabilities at the application (browser) level (provided the browser used is IE7+) and also provides integration
capabilities at the server side (integrating with other server applications) like SAP, ArcGIS Server, Business Objects, etc.

Cost Effective

The Weave Business Integration Framework provides a low cost, rapidly configured and deployed, client-server solution.
Architecture

Overview

Weave is a Business Integration Framework with many features and functions that can help drive business decisions and solve problems
that may not be possible or be too time consuming (and costly) to solve. Weave is implemented as a Client/Server system and may also be
described as having a Services Oriented Architecture (SOA).

In order to understand how to configure and get the most out of Weave it is worthwhile having a close look at this architecture.

The server side component of Weave is written in the Java programming language. Java provides Weave with the flexibility and
predictability that is required to run a state of the art Business Integration System and which is designed to be independent of vendor
specific technology. Another advantage to using Java, is that it enables Weave to run on multiple operating systems. This provides the
administrator more flexibility when deploying, customising, and maintaining Weave.

) The process of handling requests from a client can be written in either JavaScript or Java. It is also possible to have .Net based
applications communicating with Weave using WebServices.
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Products based on open, state of the art technology
Non vendor-specific technology

® Open Services Gateway Initiative

® Eclipse development platforn

® Java 2 platform enterprise edition

® Open GIS Consortium

. Compliance with Open Systems
. A scalable Multi-Tier Architecture

® Supported on Unix, Linux, and Windows

. Integrate data from multiple sources

® spatial and non-spatial

. Custom configuration by site administrator

® Flexible enough to meet many needs

. Insulate user from data complexity

® User doesn’t care where data is located

. Role base access control

® Control data access in standard manner

. No browser plugins

® No proprietary add-ons required for browser
Minimal footprint

® Minimise requirements for clients
Sophisticated reporting capability

® BIRT out of the box
Rapid implementation

® |nitial implementation can grow as required
Choice

® Wide support for standards
Customer driven product road map

® We develop the framework, users develop the product

Advantages

1.

A business integration framework providing
® Rapid incorporation of data held in standard data sources
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Connection to multiple mapping and spatial engines
Querying and reporting of non-spatial layers not stored inside a spatial engine
Role Based Access Control
Full set of business intelligence reporting tools
Server side application integration capabilities through Web Services
Support of multiple client applications from a single server instance
Extensible architecture based on OSGi standard model
Continuous Improvement
® Customer Driven
2. Supports BOTH ArcIMS and ArcGIS Server
® Lower your risks
® Migrate as and when you please without redevelopment
3. Supports Open GIS
® PostGIS, MapServer, GeoServer, WMS, WFS
® Intergraph GeoMedia WMS Data Server
4. Second generation product
® Mature (over 10 years), proven, many users
5. No client plug-in
® Faster, and better support on different Web Browsers
® Al HTML, CSS and JavaScript on client
6. SDKincluded
® Self sufficient
® Many developers
7. Business Integration Framework
® Not just a GIS Viewer

Concepts

Weave is designed to be as flexible as possible. Key to this flexibility is the notion of separating out the various components into their own
features. The three concepts that need to be understood before moving on are

® Mapping Engine
® Spatial Engine
® Data Engine

Mapping Engine

The Mapping Engine is used to communicate with the underlying mapping interfaces supported by the organisations Mapping Software. Its
job is to ask the Mapping Software to generate a map of a particular size (in pixels), at a particular location (in metres, feet, degrees, etc)
and with a given set of map layers turned on (the layer may actually not be visible at the actual scale selected due to Scale Dependant
Renderers that have been applied to the map service).

The Mapping Engine will return either a URL to the generated image or a binary stream of data containing the requested image format. The
image is then sent to the client directly from the Weave server. This approach allows the Mapping Engine Software to remain within the
bounds of the secure network as the Weave client does not need to know how or where to get the map. It (the Weave Client) asks Weave
and Weave will do all the communications with the Map Engine.

Selection Layers

We did not mention the concept of user selections or acetate information being rendered on the map. The process of
rendering selections is taken care of by Weave when the map is requested. Weave generates a second image with just the
selections and acetates on them and combines or fuses the two images together to form one and then passes it to the

client. If you are migrating from EView, this is important to note as EView required that if a layer was to be a Selection Layer,
it had to be included in the ArcIMS service. With Weave this is not required as Weave handles the selection rendering itself.
This an advantage as it enables sites to produce a cartographically correct static image of the area of interest and serve that to
a particular set of users for viewing whilst still enabling the user to select any defined Entity.
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Map Engine
WME Map ArciME Map ArcGIS Server
Engine Engine Map Engine

Spatial Engine

The Spatial Engine is used to communicate with the underlying Spatial Database (this does not have to be a physical RDBMS, it could be a
file based Spatial System like shapefiles) to request geometry and undertake spatial operations (e.g. buffer, intersect, etc). The Spatial
Engine does not do any rendering of maps. It is a datastore that provides the information needed to execute spatial functions and render
selected features. Different types of Spatial Engines suit different requirements. File based systems are good for small organisations where
data is only edited infrequently and by no more than one or two people. If however you have multiple people editing the underlying spatial
data and it is changed on a regular basis, then a enterprise system that supports concurrent editing, versioning and role based access would
be required.

Most of the time, a link between the Spatial and Mapping Engines is setup by the organisation. The Weave Map Engine requires this link in
order to render the selected features on the map when requested.

Weave
Map Images geometry

Mapping Engine geometry Spatial Engine

There can be circumstances where there is no link between the Mapping and Spatial Engines. For example, if you were serving static
images or have a Mapping Engine that serves static images ( e.g. Image Web Server) then there is no need for such a link to be defined. If
the Entities are setup correctly in the Weave configuration, then a user can select features on the map, either spatially or a-spatially and
have Weave render them on top of the image that is then sent to the Weave client.
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Entity

An entity provides a basic reference to an item that will be searched and report on within Weave. Its relationships within Weave are shown in
the diagram below.
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Search Engine
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For searchable
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Relationships

All the building blocks of Weave can be brought together and their relationships shown in the diagram below.
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Data Concepts

Basics of data handling in Weave

Selections

The concept of separation of searching and reporting is an important concept in Weave.

For example, think of search engines like Google where users search for something and get back the results. The only way to search is by
typing something in the box, and one type of result displayed; a page of top search results.

In contrast, with Weave there are multiple ways of searching for things and a multitude of ways of displaying the search results. “Searching”
could be preformed by drawing a polygon on a map to find all the things that fall within that polygon, or by typing in an address to search a
database find the matching properties, or even by having a third party system sending a list of unique identifiers. And “Reporting” could be
as simple as displaying a list of the owner names of the found properties, or generating a PDF report describing the history of the property,
or sending a list of unique identifiers to another third party system.

Because of this separation and the use of a current selection, searching can be combined or split across multiple systems. For example, a
user may be working in a property management system and may have selected a number of properties. They then send this selection to
Weave (searching by third party system) which updates the current selection for properties. They then perform a spatial intersection
operation in Weave to refine the selection of properties to only those that fall within a flood zone (searching via spatial operation), then
perform an attribute search to further refine the selected properties to those that are listed in the residents database as being over 65 years
old (searching via SQL). Then they display the textual list of owners of the properties (reporting from SQL) before finally generating a flood
warning mail merge based on the final list of selected properties (reporting from document) and send those to the residents advising them to
evacuate.

To facilitate this Weave uses the concept of a current selection, where each entity you want to work with in Weave is associated with a list of
unique identifiers that represent the entities that the user has searched for and is reporting on. This list of identifiers can come from
anywhere and as long as each system Weave connects to uses the same identifiers to represent the same entity then Weave can work with
those systems to perform searching and reporting.
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In summary, a central principal in Weave is the entity, which is nothing more than an internal id and a user facing label. A selection is simply
a list of identifiers that belong to an entity.

Spatial Operation

Before spatial operations (select by polygon, zoom to on a map, etc) can be performed against an entity, a spatial engine must be
configured telling Weave of the relationship between the layer/table and the entity and a table column (the key column) must be specified to
uniquely identify items under each entity. This is done by creating a spatial mapping configuration.

Once a spatial mapping is in place, spatial operations such as select by polygon, boundary intersection and buffer operations result in key
column values being written to the current selection under the relevant entity. Conversely, zoom to current selection and highlight selection
on a map causes the unique identifiers in the current selection to be used as the basis for performing a query in the spatial engine for

a geometry that matches the list of id's.

It is not always required to specify a spatial mapping to work with an entity in Weave, but this is necessary to display the entities'
location on the map or select the entities using spatial operations. It's in fact possible to setup an entire Weave client without a map
or any spatial entities and have the user work purely with the textual attributes of the entities.

The spatial operations on the client are represented with the "select/reselect/unselect by point/line/polygon/circle/rectangle” tools, along with
various buffer and spatial intersection tools and setup using the Spatial Mapper configuration item.

Attribute Display

If you want to display textual attributes for an entity you create data definitions and link those to an entity for display with a data tag. Data
definitions are a tabular representation of textual data that can come from any source, but generally will come from a database and be
generated by executing SQL. They can be used for populating drop down lists, generating content for a BIRT report or most often for direct
display of attribute data for the user.

To allow a data definition to be used to display attribute data related to a selected entity the data tag is used to link an entity to a data
definition and provide a label for displaying to the user. This way there can be more than one set of attribute data that can be displayed to
the user for each entity and the user can choose between which attributes to display be selecting the from list of available data's based on
the label.

For database/SQL based data definitions which will be used for displaying textual data relating to an entity for the user the data definition
must be configured with a key column. In the same way that the key column in the spatial mapping links the currently selected entity to a row
in a table in the spatial engine, the key column in a data definition links the currently selected entity to a row in a table in a data source (as
data source is a connection to a database). This way when it comes time to display the attributes for a selected entity to the user an SQL
statement can be generated that only selects the rows that match the id's from the current selection.

Basing the generation of the attribute data on the unique identifiers related to an entity means that the attribute data to be displayed to the
user can come from a number of different databases, including the database underlying the spatial engine (if it has one), and does not
require that the data that's displayed to the user is even in the same database as the spatial layers, let alone is directly attached to the
spatial records in the spatial database.

Attribute display on the client is represented using the data grid view and created using the Data Definition configuration items.

The spatial identify tool is a shortcut between the previous two items, the spatial mapping and the data definitions, that bypasses the
updating of the selection tables and simply takes the list of identifiers returned by the select by polygon operation and uses that list
to select the record from the data definition to display back to the user.

Page 13


https://cohgawiki.atlassian.net/wiki/spaces/weavedocs1/pages/3248878/Spatial+Mapper
https://cohgawiki.atlassian.net/wiki/spaces/weavedocs1/pages/3248878/Spatial+Mapper
https://cohgawiki.atlassian.net/wiki/spaces/weavedocs1/pages/3248847/Data+Definition

Copyright © 2022, Cohga Pty Ltd.

Attribute Searches

Data definitions take care of generating textual attribute data for displaying to the user, attribute searches provide the reverse. They allow
the user to enter text values which are sent to a database, via an SQL statement, to generate a list of unique id's that match the user entered
values, which are then uses to update the current selection for the entity that the search is associated with. This is again done by specifying
a key column for the search, and it's this column who's values will be extracted and placed into the current selection for the list when a
search is performed.

From the above you can see that by ensuring that spatial mappings, data definition and attribute searches all have the same concept of what
value represents a given entity it's possible to combine all three, even if the actual source of the values (i.e. A specific column in a database
table) isn't the same in all three cases.

Attribute searches are represented on the client using the search view and created using the Search configuration items.

Reports

Beyond the basic data display generating a Report can allow the user to produce a more formatted form of output beyond just the tabular
display of the data. The reports can contain data generated by Weave data definitions or can pull in data from any data source available to
the BIRT reporting engine.

Virtual Entities

While it's possible to perform joins when working with data definitions and attribute searches, for example to allow you to list all of the
animals registered at a selected property, sometimes you want to work with individual entities that don't have a spatial components.

Continuing our animals example if you wanted to select all of the German Shepherds in a given neighbourhood a naive approach would be
to create an attribute search that started with the animal registration table (perhaps selecting all the rows containing the animal code for
German Shepherds) then join that table to the property table (assuming the animals table has a foreign key into the property table) allowing
us to get the unique property id for the property that the animal is located at. Weave then uses those property id's to update the current
selection for properties and now we have a list of all the properties that have registered German Shepherds. But, when we then try and
display the information related to the dogs we've just searched for using a data definition that does the reverse of when the search did (that
is we start with the property table, selecting just those rows that match the property id's in out current selection, then join that table to the
animal registration table to get a list of the animals for each property) we see that there are dogs other than German Shepherds listed.

This occurs because what we've done is to select all of the properties that have German Shepherds, we haven't selected all of the German
Shepherds which is what we actually wanted to do. So when it come time to display the animal information we're displaying information
about all of the animals that are registered at each selected property, which will more than likely include more that just the original German
Shepherds.

If you want to work with entities that don't have a spatial representation you have two choices, either the user works with the entities using
just attribute searches and data definition and has no way of selecting or viewing the entities via the map display, or you create a spatial
view for the non-spatial entity and create a new entity to represent the newly "spatialized" entity. For example with our animals search we
create a spatial view in the underlying spatial database that joined the animals registration table to the property spatial table, allowing us to
represent each animal record by the property boundary of the property it's registered at and then we create a new animals entity and set up
a spatial mapping using the spatial view and setting the key to be the animals registration number rather than the property id.

Then when we create an attribute search to find the German Shepherds the list of id's we end up with are the dogs registration numbers,
which are unique for each dog, rather than the property id which isn't unique for each dog. We'd also need to switch out attribute search and
data definition so that they now use the animal registration number of the key field rather than the property id. Of course we can also keep
the animal property attribute search for time when we do want to locate properties based on the animals that are registered there.

Note that we could also add the newly created animals layer to our map engine as a new layer so that we can display just the animals using
their property boundaries on the map, but this isn't necessary.

About OSGi
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The Weave server utilises OSGi (Open Services Gateway Initiative) to provide its internal infrastructure. The specific OSGi framework being
used with the default Weave installation is the Eclipse Equinox implementation. In this section we attempt to explain "why OSGi?"

The Problem

Software complexity is increasing at an alarming rate. Today, a large part of this complexity is caused by shortened product cycles,
requirements for drastically increased functionality, and an increasing

number of variations of the same product (e.g. different hardware and operating systems). These trends have caused software costs to
become a larger percentage of almost any manufacturer’'s

development cost.

For an organisation it is now typical for software development to largely consist of adapting existing functionality to perform in a new
environment. In the last 20 years, a large number of standard building blocks have become available and they are heavily used in today’'s
products. A prime example is the success of open software. However, the use of these libraries is not without problems. Integrating many
different libraries can be daunting because many libraries have become complex and require their own libraries to function, even if that
functionality is never needed for the product. This trend requires monolithic software products to undergo a heavy testing cycle. Add
unsynchronized evolution of the different libraries and it becomes clearer why software development is so costly today.

A key issue is that today’s software environments focus on writing new software, instead of integrating existing software into new systems. In
reality, integrating existing code has become a large part of

the work of software developers. Therefore, there is a need for tools that standardise the integration aspects of software so that reusing
existing components becomes reliable, robust and cheap.

OSGi technology is the dynamic module system for Java. The OSGi Service Platform provides functionality to Java that makes Java the
premier environment for software integration and thus for

development. In turn, Java provides the portability that is required to support products on many different platforms. The OSGi technology
provides the standardised primitives that allow applications to be constructed from small, reusable and collaborative components. These
components can be composed into an application and deployed.

The OSGi Service Platform provides the functions to change the composition dynamically on the device of a variety of networks, without
requiring restarts. To minimise the coupling, as well as make these couplings managed, the OSGi technology provides a service-oriented
architecture (SOA) that enables these components to dynamically discover each other for collaboration. The OSGi Alliance has developed
many standard component interfaces for common functions like HTTP servers, configuration, logging, security, user administration, XML and
many more.

OSGi technology enables improved time-to-market and reduced development costs because OSGi technology provides for the integration of
pre-built and pre-tested component subsystems. The technology also reduces maintenance costs and enables unique new aftermarket
opportunities because components can be dynamically delivered to devices in the field.

The OSGi specifications are so widely applicable because the platform is a small layer that allows multiple Java based components to
efficiently cooperate in a single Java Virtual Machine (JVM). It

provides an extensive security model so that components can run in a shielded environment. However, with the proper permissions,
components can reuse and cooperate, unlike other Java application

environments. The OSGi Framework provides an extensive array of mechanisms to make this cooperation possible and secure.

The presence of OSGi technology-based middleware in many different industries creates a large software market for OSGi software
components. The rigid definition of the OSGi Service Platform

enables components that can run on a variety of devices, from very small to very big. Adoption of the OSGi specifications can reduce
software development costs as well as provide new business opportunities to expand Weave in places never previously thought.

Weave and OSGi

Weave is built using the Eclipse Framework. The Eclipse Framework is an implementation of the specification set out by the OSGi alliance.
Eclipse moved to the OSGi at version 3.0 to help consolidate

their plugin architecture and help future proof the underlying system. In doing so, a sub project called Equinox was created which deals only
with implementing the OSGi specification.

The Equinox Framework also provides utilities and helper classes that enable Weave to easily embed other frameworks and systems on top
of it. An example of this is Business Intelligence Reporting

Tool (BIRT). Using a plugin approach enables Weave to be a truly modular application made up of smaller parts that contribute to make the
entire system.

Embedding BIRT inside Weave was made easier due to the fact that BIRT itself is built on top of Eclipse and as we have mentioned, Eclipse
is built on top of OSGi. A more generic example of
embedding a third party system into Weave is allowing the ActiveMQ to be run as a service within Weave.

ActiveMQ is an open source implementation of the JMS (Java Messaging Service) specification. ActiveMQ allows for both synchronous and
asynchronous communications to be sent and received from a variety of sources. These messages can be sent via a variety of protocols, e.
g. TCP, STOMP, etc. Weave was able to use the embeddable nature of ActiveMQ to create a bundle to start ActiveMQ on a defined port,
and have other bundles listen for messages via the way defined in the JMS specification. The main usage for this has been to
asynchronously update vehicle locations on a map without the need to refresh the map.

) From now on the terms plugin and bundle are interchangeable. The OSGi specification uses the term bundle and Eclipse uses the
term plugin which was used before Eclipse adopted OSGi.

Getting Started

Basic Functions
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Show Active Map Tool

Weave currently displays the active tool as a depressed button. It follows the standard user interface conventions that most desktop
applications adhere to.

Zoom (infout X2, full, multiple previous, selected features)

Weave provides the ability to zoom in and out using the standard rubber banding method. Zooming in and out by a fixed amount is also
supported. Zooming to the previous extent is supported and is designed to emulate the browser back button. When an extent is changed the
previous extent is pushed onto a stack. If the user selects the Previous Extent button the extent at the top of the stack is read and rendered
on the map. The extent prior to moving to the previous extent is pushed onto the Next Extent stack and is thus enabled to move to at any
stage. Weave also provides the ability to navigate around the map using the arrow keys and the plus and minus keys to zoom in and out.

Zoom to scale (preset or free text)

Weave provides the functionality out of the box to allow the user to select from a list of predefined scales or allow the user to type in a given
scale. Depending on the configuration of the client, the map interface may also be restricted to a series of predefined scales (i.e. Fixed
Scales). This provides the user with a familiar interface which resembles Google Maps and Virtual Earth styled browser applications. In this
mode the user can select from a list of predefined scales. When predefined scales are configured, the free text mode where the user can
zoom to any scale is disabled. This type of setup works well for internet facing Weave clients which serve cached maps.

Zoom to Named Area/Bookmark (e.g. hardcoded list with extents or pre-configured spatial query)

Weave can be configured to have an entity which has a search containing a list of locations taken from a database. The administrator can
create a data definition and the results of that would populate a combo box component on the client.

Pre-configured bookmarks for Users and or Groups are also available via the ‘Bookmark Tool'.

Pan (drag as well as map border arrows)

Weave provides the standard method of panning out of the box whereby the user selects the pan tool and then drags the map, moving it to
the desired location. Another method of panning that is available is for the user to click on one of the 4 arrow button at the top of the zoom
slider. This option is dependant on the user being given access to the map control.

Locality Map (includes navigation)

An overview window may be configured in the client. In the example shown here it is placed in the bottom right corner of the Map View.
When hidden, a small arrow is used to indicate where to click and a panel containing the overview map then pops out. The map that is used
for the overview map is configurable and can be either a map setup using the Weave mapengine or it may reference a WMS map service
that bypasses Weave altogether. The Overview map adjusts its extent as the user changes extents so as to give a better context to the user
when looking at datasets that cover a large area.

A red rectangle is rendered on top of the Map to indicate the current map window extent. The user may change the extent of the Map View
by either a single click at a desired location on the overview map, or by dragging the rectangle to a new location, at which point the Map
View and Locality Map will then update.

Set active layer for Identify

The active layer for an Identify is set using the Weave Active Entity combo box. All selections or operations also involve setting the active
entity.

Identify with/without popups (active layer)

The standard identify is displayed within a ‘html div’ that avoids creating new browser windows. The corresponding internal window can then
be dragged around the screen allowing the user to position the window in the desired location. It is also possible for the user to minimise the
window, thus enabling the ability to view data or maps behind the window.

Weave does not popup the identify dialog in a new window. As all modern browsers now block popups it is desirable not to require the user
to unblock specific urls

The Identify tool works on the active entity and will not work on other entities unless the active entity is changed. Changing the active entity

does not require that the user re-execute the identify operation, the data is automatically requested for the new data definition using the
current shape.

Drill Identify With/Without Popups (all Visible Layers)

Weave out of the box provides a spatial identify button that enables the user to identify and drill down through all entities visible to the user.
This provides the user rapid access to aspatial data for a range of entities.

Scale Bar

To aid the user in interpreting distances and areas on the map display, a dynamic scalebar is provided that has the ability to have its display
units adjusted interactively by the user if required (e.g. feet, metres, kilometres, miles)

Show Current Mouse Co-ordinates
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Weave does not make use of the Browser status bar for mouse coordinates as it may either be hidden by the end user or not available in
different browsers. Instead, Weave provides a Map Control that displays the current map coordinates (in the configured projection) directly
on the map. The location of the Map Control is set during configuration of the client.

Show Current Mouse Co-ordinates (Projections)

Weave also has the ability to show the current mouse position in various configured Map Projections. The projected values update as the
mouse is moved across the map display.

In the above example the client shows four coordinate systems simultaneously. Another example may be where the user is viewing an area
on the edge of an MGA zone and requires the two adjacent MGA Zones to be displayed. The number of, and type of projections displayed
for the current mouse location are set during configuration of the client.

Display Tabular Presentation of Data

By default, Weave displays aspatial data as a tabular report (Grid). Multiple database queries can be setup by the administrator and access
given to different Users and Roles. The grid employs a paging interface where only a subset of information is ever retrieved from the server
(e.g. 10 records at a time). Other features of the Grid are

. Filter elements in that grid

Remote Sorting

Zoom to selected feature(s)

. Pan to selected features(s)

. Refine the selection based on the selected feature(s) in the grid
. Remove the selected feature(s) in the grid from the selection set
. Reorder the columns

. Hide or show particular columns

ONOUAWN R

Online Help

Weave has a fully customisable Help system that allows a site to completely change the content of the online help in order to suit the needs
of that site. Using standard HTML and CSS (JavaScript can also be used if required) a site can add custom HTML to the help bundle. On the
left side of the window is a tree which allows a site to group related help items. The help tool can also be configured to make use of images,
and can link to other documents or systems such as voice or video recordings.

Spatial Bookmarks

Weave can save bookmarks for registered users. This enables bookmarks to be configured for particular users or groups and a user may
also create and persist bookmarks of their own. In creating a new bookmark, the current Map View extent is used. An anonymous user may
use pre-configured bookmarks and create bookmarks of their own however their custom bookmarks will not be persisted.

The user may use any name for the bookmark (e.g. ‘Wind Farm Boundary’). If the user defaults the name, then the system applies the name
in the format Bookmark-‘n’

Measure distance and area

Weave provides the ability to measure areas and polylines. Weave supports interactive segment lengths, segment bearings and total areas.

Table Of Contents

The Weave client can be configured to display a table of contents. Some aspects of the Table of Contents are:

1. {*}Turn layers on/off{*}: The Table of Contents provides the ability to turn on and off layers

2. {*}Turn labels on/off for layer{*} : The table of contents provides for a label entry in the Table of Contents under the required layer.
That way it is a child and directly related to the layer and may be turned on or off, independent of the parent layer.

3. {*}Group multiple physical layers{*}: The Table of Contents View within Weave provides the ability to group multiple layers into a
single virtual layer. (e.g. Roads: Major Roads, Minor Roads)

4. Create folders for layers: Layers can be grouped into folders as well as having the Group used as a checkbox to control the
children beneath it. The table of contents supports the cascading of layers and may have multiple levels of folders within folders.

View Metadata (based on URL with ID)

The Weave client has support for metadata via a right click menu option it the Table of Contents.

Ability to resize the map and browser

The map will automatically resize itself if the browser window changes size or a View is hidden or shown that changes the size of the Map
View.

Timeouts for process > x seconds

By default, on the client side, all Post requests to the server have a timeout of 60 seconds and various other timeouts are available on other
configuration entries.

Ability to configure the number of returned features.
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The map engine has the ability to limit the number of selected features. As Weave renders its own selections, this process is across all map
engine implementations.

Legends

There a great many map engines that Weave can use. Each map engine may have its own implementation to generate a legend and not all
of these map engines support generating legends in which case a static legend is created and configured for the client.

Search Functions
Quick Search

Using a standard Weave search it is possible for the user to select any number of named features. The Search is setup at an administrator's
level providing combo boxes which help the user find the information quickly and easily.

Multi Parameter Search

This is standard Weave functionality where a Search is created by the administrator to allow users to select various parameters that will
execute a search of the server. The selected entities can then be zoomed to and highlighted.

Subcategories can be emulated using cascading list boxes where, as the parent list box is updated, the linked child list is refined to only
show values that belong to the parent.

Dynamic List of attributes in pulldown menu for queries.
Using the standard Weave data definition, the administrator is easily able to setup both dynamic and static combo boxes.

1. Database datadefintions are created by using the standard Weave xml configuration defining a ‘Distinct’ query that will retrieve all
values from a database table(s).

2. A static data definition allows the administrator to create a virtual table mirroring an actual table in a database. Values can be
updated on the fly.

Type Ahead in Search Entry

The existing combo box allows users to type the start of the word to refine the list of values that the user can select from or enter.

Search all datasets - what data is available at a point, line or polygon? Including integration with aspatial attributes
See item in "Basic Map Functions" regarding Spatial Identify.

Selection functions

Set active layer for select

The active layer (or entity) in Weave is set using the Active Entity combo box. Icons to the left of the Entity label indicate whether it is a
simple database entity or a spatial entity backed by a spatial engine.

The entity name may be entered via the keyboard using the type ahead capability, or point and click with the mouse to choose an entity from
the drop down list. The number of elements that are currently selected is also provided (shown in brackets) next to each entity in the combo
box.

Select features using radius from point

The Weave client has the ability to select a set of features by drawing a circle interactively on the map.

Select features using a point, line, box and polygon

The Weave client supports using a point, circle, polyline, polygon and rectangle to interactively select, add to selection, and remove from
selection, features on the map.

Select features based on a query

Weave uses the term Search instead of query and provides a rich set of functionality to search for features. The Administrator has full
control over what entity is searchable, what searches have been defined for the entity and who will see the searches.

The following attribute types are supported for searches:

. String

Numeric

. List (either from a database query or hard coded values)
Date

Time

. Date/Time

oA wNPE

Select features based on a query and filter
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Weave allows a user to query and only show those features that are returned from the query. Weave controls the rendering of the selection
itself.

Select features based on the selection of another layer

Currently Weave has two methods of selecting features based on a selection in another entity.

1. Using the spatial search whereby the administrator sets up a Search that allows the user to select an attribute from a particular
layer, the bounds of the extent of the feature is then intersected with the features in the current entity.

2. Using the buffer tool, setting a distance of 0 and selecting a different entity in the combo box would select features that intersect the
features in the entity selected in the combo box.

Select features based on a buffer/distance from currently selected feature

The buffer tool gives the user the ability to select features in the current entity or intersect features in another entity by placing a value in the
distance parameter textbox. The selection is then updated drawing the outline of the buffer selected and refreshing the map with the
selected features.

Display simple report based on configured fields and alias names

Weave provides the Grid action to allow the user to view Grid (or report) based data on the client. The Administrator can define the columns
to be presented and apply aliases to those columns.

Filter on Selected Features

The ability to refine and or filter selected features is provided by Weave via the Map window or Data Grid.

Clear Selections and Markup

Clearing the selected features in either the active entity or all entities is done as an independent operation. Weave also allows the user to
delete all, or a single Markup element using the redlining toolbar.

Ability to select large feature datasets

As Weave uses paging on the server when requesting attribute data, limiting the number of results returned is not an issue. Even with a very
large dataset and large selection, raw database performance is excellent. It may sometimes be required that the selection set when
rendering the selection on the map be limited to certain values. Within the MapEngine configuration it is possible for the administrator to set
the maximum value to be rendered by Weave.

Reporting Functions

Weave is integrated with, and provides the BIRT system as its default reporting tools.

The Report Engine of Weave is designed to be as generic as possible. BIRT is an implementation of the Reporting Engine and adds value to
the BIRT Ul designer by adding a map component and an ability to reuse data definitions created in Weave.

BIRT is an Eclipse-based open source reporting system for web applications, especially those based on Java and J2EE.
BIRT has two main components:

1. areport designer based on Eclipse (see below), and
2. aruntime component that you can add to an app server. BIRT also offers a charting engine that lets you add charts to your own
application.

The BIRT Project currently supports two releases 2.2.2 (Included in many commercial applications) and 2.3.2 (Latest).
BIRT enables a rich variety of reports to be added to or used by Weave. Some of the capabilities are as follows:

1. Lists: The simplest reports are lists of data. As the lists get longer, grouping can be added to organise related data together (orders
grouped by customer, products grouped by supplier). If the data is numeric, then totals, averages and other summaries can be
added.

2. Charts: Numeric data is much easier to understand when presented as a chart. BIRT provides pie charts, line & bar charts and
many more. BIRT charts can be rendered in SVG and support events to allow user interaction.

3. Crosstabs: Crosstabs (also called a cross-tabulation or matrix) shows data in two dimensions: e.g. sales per quarter or hits per web
page.

4. Letters & Documents Notices, form letters, and other textual documents are easy to create with BIRT. Documents can include text,
formatting, lists, charts and more.

5. Compound Reports: Many reports need to combine the above types into a single document. For example, a customer statement
may list the information for the customer, provide text about current promotions, and provide side-by-side lists of payments and
charges. A financial report may include disclaimers, charts, tables all with extensive formatting that matches corporate color
schemes. BIRT reports consist of four main parts: data, data transforms, business logic and presentation.

6. Data: Databases, web services, Java objects all can supply data to a BIRT report. BIRT provides JDBC, XML, Web Services, and
Flat File support, as well as support for using code to get at other sources of data. BIRT'’s use of the Open Data Access (ODA)
framework allows anyone to build new Ul and runtime support for any kind of tabular data. Further, a single report can include data
from any number of data sources. BIRT also supplies a feature that allows disparate data sources to be combined using inner and
outer joins.
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7. Data Transforms: Reports present data sorted, summarised, filtered and grouped to fit the user's needs. While databases can do
some of this work, BIRT must do it for "simple" data sources such as flat files or Java objects. BIRT allows sophisticated operations
such as grouping on sums, percentages of overall totals and more.

8. Business Logic: Real-world data is seldom structured exactly as one would like for a report. Many reports require business-specific
logic to convert raw data into information useful for the user. If the logic is just for the report, it can be scripted using BIRT’s
JavaScript support. If an application already contains the logic, it can be called into existing Java code.

9. Presentation: Once the data is ready, a wide range of options for presenting it to the user are provided that include tables, charts
(see following example), text and more. A single data set can appear in multiple ways, and a single report can present data from
multiple data sets.

Extended Map Functions

Complex Markup ability
Weave has the ability to add markup to the current map being used. It supports the following features:

. adding points, polylines and polygons

. attaching text to each of the above

. modifying the vertices of a geometry element

. rotating a geometry element

. resizing a geometry element

. changing the fill and line style of a geometry element

. changing the opacity of a geometry element

. changing the weight and style of the lines of a geometry element

. deleting either a selected geometry element or all geometries in the redline layer.

©CoO~NOOOA~AWNE

Spatial Analysis.
The following functions are supported.

1. Intersection of selected features in another entity
2. Buffer selected features in the current entity
3. Buffer features in current layer using the selected features in another entity

Export Layer(s) to Shapefile

Weave supports exporting the current selection of an entity or entities out to a Shapefile using the ‘Zip and Ship’ tool. This provides a rapid
spatial data extraction and export capability. The resulting zip file can be opened or saved at the user desktop.

Extraction of selected features and/or associated data

Weave supports the ability to extract the current selected features from a data definition into HTML or CSV format. The function is a plugin
that can be extended to any type of file format.

Produce plots - based on simple and complex templates

Plots are produced as part of the built-in reporting capability. Maps are embedded on a report ‘page’ and linked to the current map window.
Vector, and raster representations are supported and map reports may make use of parameters and scripts to provide override options to
default map templates.

Both tabular and map output can be included in the production of written and printed reports. The reports may simply include the content
(raster and vector) of the current map display and/or it may include predefined map layers that are mandated for inclusion in the report. In
addition the report can be configured to generate a zoomed in map for each of the selected spatial entities.

The reports can be configured to use templates that provide appropriate marginal information to the map along with mandatory departmental
clauses and statements. A wide variety of output formats are supported.

Include WMS layer(s)

Weave has the ability to add multiple WMS Services and WMS Layers to a Weave client. The current versions of WMS and 1.1 and 1.3 of
the OGC WMS Specification are supported.

Apply security to tools, reports, data, print templates.
Weave provides Role Based Access Control. Users can be restricted to spatial and aspatial datasets via a client that is configured for a

particular User or Group of users. The Weave administrator has the ability to configure Roles and apply them to different user interfaces,
reports, entities, and data, etc.

Integration with Google Earth

Weave has a Google Earth plugin that allows the draping of a WMS service over the Google Earth service.
Natural Language Geocoding

Organisations today fight an ever increasing problem and that is information overload. How do you enable users to find correct information
quickly, easily and in a familiar way?

A core capability of Weave that is proving to be of significant value to Weave users is the Weave Natural Language Geocoding Engine.
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This capability is quite unigue to the Weave Business Integration Framework and Cohga has found that sites such as Melbourne City
Council, Melbourne Fire Brigade, and North shore City Council for example are already gaining in productivity through the use of this
capability.

The Natural Language Geocoding Engine provides a more intuitive method for a user to query or search for useful data that may reside in a
multitude of systems at a user site without the training and experience of knowing where or how to gain access to that data.

Typical Geocoding engines rely on well defined structured data to allow geocoding to undertaken on a dataset. e.g. House Number, Street,
Street Type, Suburb and PostCode. There are several disadvantages that arise with this type of geocoding:

. What if your data is not structured in this way?

. What if you do not know the structure of the data and it is just unformatted text?

. What if you are not interested in Address information.

. What if you need to search across multiple datasets each with a different structure or from a different GIS dataset.

A WNPE

Typical geocoding engines require that the user types the Address in it's full format. e.g. “4 Smith Street, Yarraville”
What if the user is unsure about the street name? It would be nice to allow the user to start with “Yarraville” then “Smith” then “4”.
Note that the word street was not entered nor is a delimiter required to distinguish the suburb.

Weave provides the tools to harvest and create indexes of user data and it is through these linked indexes that a user may search their data
using free format queries and be provided with dynamic feedback of results as the query is being entered.

The Natural Language Geocoding Engine has the ability to rapidly search through textual based information much faster than Database
Queries. It employs an indexing scheme to pre-index the textual and spatial data associated with a feature and store it in a binary format on
the disk. Generally an index is ~1/3 the size of the original dataset, however this depends on the amount of information contained within the
index. There are two steps to working with the Natural Language Geocoding Engine and these are harvesting, and searching .

The data harvesting and indexing process is totally separate to the interactive searching of the index where the user enters a query.
Searching can also be performed on the indexes while they are being updated. Once the index is updated, the new version is used on the
next search. This capability allows for the service to remain up for long periods. Weave also has the capability to schedule the updating of
indexes so that the indexes are maintained automatically.

Searches can be done across all indexes with merged results or specific ones with or without the user needing to know neither where the
data resides nor how to gain access to it. Weave provides ranked searching which enables the best results to be returned first.

The indexing process is rapid with current users able to index more than 3 millon features in approximately 9 minutes. This indexing can be
performed as a background, batch or incremental process. Incremental harvesting is as fast as batch harvesting and index size is roughly
20% to 30% the size of data being harvested

By making use of the Natural Language Geocoding Engine that is provided with Weave, a user site can expect a typical search to take
between 3 to 30ms for more than 3 million records to be searched.

Like all data displays in Weave, search results can be requested in pages to help minimise bandwidth. i.e. only get 10 or 20 results at a time.
In summary, some key aspects of the Weave search capability are as follows:

. ranked searching with best results returned first

many powerful query types: phrase queries, wildcard queries, proximity queries, range queries and more
. field based searching (e.g. title, author, contents)

. date-range searching

. sorting by any field

. multiple-index searching with merged results

. simultaneous index update and searching

Configuration

NoOUAWNPR

The Weave configuration is stored in an XML file, config.xml, and it describes the items that Weave should use to do things like connecting
to databases, laying out a Table of Contents or defining access control.

The basic configuration file contains a standard XML header, a root config tag that defines the namespaces for the items that will be defined
within the config file, and the tags within the root config tag that define all of the configuration items that setup the Weave server for
operation.

The following example shows the bare minimum require of the config.xml file, including the xml header, the root config tag and the setting of
the default namespace.

<?xm version="1.0" encodi ng="UTF-8"7?>
<config xm ns="urn: com cohga. server. confi g#l1. 0" >

<l-- configuration itens defined here -->
</ confi g>
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Character Encoding

The xml header shown above defines a default character encoding for the file as UTF-8, which is indicating that the config.xml file is
actually saved using the UTF-8 character encoding. This is important if you're using non-latin characters in your config.xml file, for
example those with umlauts, since they're represented differently depending upon what character encoding the file is saved in. If
you're using a different character encoding, for example "ISO-8859-1" or "windows-1252" then the encoding should be set to that in
the xml header to ensure that Weave reads the file using the correct character encoding.

The configuration of the Weave server involves adding configuration items to this basic config file until all the parts that are required to build
a running systems are in place.

Before we can start adding configuration items to the config.xml file we need to familiarize ourselves with namespaces, which is used to join
configuration items to the server components that are responsible for implementing them.

Namespaces

The Weave configuration file uses namespaces to provide flexibility in the configuration. Rather than having a single monolithic pre-defined
configuration format the Weave server uses plugins to process different parts of the configuration file and the namespaces are used to
indicate to the server which plugins should be used to process which parts. In this way new components can be added to the system and
can include their own configuration options in config.xml without having to make any changes to the core Weave infrastructure.

The namespaces for internal Weave plugins follow the format urn:pluginid#version, but there are situations where other namespaces can
used in the config file for example when referencing XMLSchema elements.

The configuration file outlined above is of little use in its current form as it doesn't define any configuration items for the server to use so let's
expand the configuration to include an example configuration item.

The first thing that we need to do is add a namespace for the plugin that will be processing our new configuration item. For our example we
will use a dummy plugin with the id com cohga. weave. exanpl e. We will be using version 1.0 so the namespace we will need to add is ur
n: com cohga. weave. exanpl e#1. 0

<?xm version="1.0" encodi ng="UTF-8"7?>

<confi g xm ns="urn: com cohga. server. confi g#l. 0" xmnl ns: exanpl e="urn
com cohga. weave. exanpl e#1. 0" >
</ confi g>

What we have done here is to create a namespace place holder called example, that is used later in the configuration file to reference the
actual namespace, ur n: com cohga. weave. exanpl e#1. 0.

Adding the namespace is not enough to create a new configuration item. It simply tells the configuration file reader that anything referencing
the namespace should be handled by the particular plugin, but more on that later.

For now we'll use the namespace to create the new configuration item. Normally this is where you would consult the Configuration Reference
to find out the structure/content of the item, since each plugin has its own requirements for what needs to be included within it.

For this example we will we'll just make something up and add the item.

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xmn ns: exanpl e="urn
com cohga. weave. exanpl e#1. 0" >

<exanpl e: greeting id="greeting.english">
<text>Hel | o Worl d</text>
</ exanpl e: greeti ng>
</ confi g>

Here we've created an example configuration item.

Now we have a working configuration file that will create an example item when the server starts. But what is actually happening here?
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Parsing

The important things to note in our example are the use of the namespace to enclose the configuration of this particular item, the setting of
the configuration item type (in this example it's greeting), the unique identifier given to the item (greeting.english), and the actual content of
the configuration item.

The id, in this example (greeting.english), is used to uniquely identify individual configuration items, and should be unique for each
combination of namespace and type. That is you can have the same id for an example:greeting configuration item, an example:message
configuration item and a test:greeting configuration item, but you can have the same id for two example:greeting configuration items.

The item needs to be uniquely identified for two reasons, the first one is that if the content of the configuration item is changed the
configuration file reader can notify the system that this particular item has been changed, the other reason is so that the item can be
referenced by other configuration items.

Not all items actually require an id however, if there will only ever be one instance of the particular object that the configuration item is
supposed to represent, and the item never needs to be referenced by other configuration items, then it may be possible to not use the id. An
example of this would be the configuration of a mail server. Since there is only a single mail server required for Weave to send email and no
other configuration item will be required to reference that particular configuration, then only one configuration item is required.

When the configuration file reader parses the config.xml file it looks at all of the top level items (i.e. those immediately below the root config
tag), and determines the namespace for those items. For each of these items it locates a plugin registered against that namespace and
passed the entire contents of the configuration item to the plugin, along with the version number used in the namespace definition and the
configuration item type.

It is up to the plugin to examine the item passed to it to extract the information that it requires. In the above example, the plugin will extract
the id, greet i ng. engl i sh, and the text, "Hel | o Wor| d", and do whatever is appropriate for the plugin.

Other configuration items can refer to this particular greeting, using its id, and the system will link the two items at runtime.

In this manner, adding required namspaces and configuration items, the configuration file is built up to compose a working Weave server
using only those components that the server requires.

The Configuration Reference details what core components are available for you to use as part of your configuration and what the
appropriate contents should be for each.

Processing Instructions

When processing the configuration file, Weave provides a couple of processing instructions that may help to make your life a little easier.
They are i ncl ude and set . These instructions provide a means to alter the configuration items before they are processed.

The Processing Instructions page outlines the use of these instructions.

Null Values

Occasionally there are times when you need to un-set a value, you do this using a null.
The Null Values page outlines how to include 'null in your configuration and why you would do this.

Configuration Null Values

Within a configuration item you can set a value to explicitly be nul | . What that means in terms of configuration is dependent upon the
context of where it is set.

To set a value to nul | you need to add a special namespace to the confi g tag, ht t p: / / www. w3. or g/ 2001/ XM_Schena- i nst ance,
and then use that to set the value ni | to t r ue for the value you want to set to nul I .

So in the example below the over f | owToDi sk value will explicitly set to null

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: xsi ="http://ww.
w3. or g/ 2001/ XM_Schena- i nst ance"

<dat a: datadefinition id="...">
<dat asour cedat aconnecti on dat asource="..
key="...">

tabl e="..
<cache i d="exi sting.cache.config">

<overfl owloDi sk xsi:nil="true"/>
</ cache>
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</ dat asour cedat aconnecti on>
</ dat a: dat adefiniti on>

</ config>

Initially you may think that setting the value to nul I would appear to be the same thing as not setting the value at all, but as the example
above shows what we're doing with the cache tag is to override the settings in the cache definition, which is defined elsewhere, for this
particular dat asour cedat aconnect i on.

So in this example the dat asour cedat aconnect i on will use the cache definition supplied by exi st i ng. cache. confi g but with the ov
erfl owToDi sk value reset to its default. The default will be used because that's the normal handling for a cache definition where a value
isn't set. Other configuration items may have different interpretations of what nul | means for a specific value and this is outlined in the
configuration reference for that item.

Configuration Processing Instructions

When processing the configuration file, Weave provides a couple of processing instructions that may help to make your life a little easier.
They are i ncl ude and set . These instructions provide a means to alter the configuration items before they are processed.

include

When the i ncl ude processing instruction is used, the contents of the file specified are read and inserted into the configuration tree at the
location where the include tag was specified.

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn: com cohga. server. confi g#l.0"..
<?include client_main.xm ?>

</ config>

the cl i ent _mai n. xni file could contain

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="urn: com cohga. server. config#l. 0" xmns:client="urn:com
cohga. htm . client#1.0">

<client:config id="nmin">
<def aul t >t rue</ defaul t>
<debug>f al se</ debug>
<t hene>gr ey</t heme>

</client:config>

</ confi g>

One other thing to note about that last example is that the included cl i ent _mai n. xni file uses two conf i g tags, but these are different
tags because they have different namespaces.

The i ncl ude processing instruction can be particularly useful when moving a development configuration to a production server. The
development and production servers can have a different version of the included file(s) but with the main configuration file remaining the
same between the two systems.

It could also be used when repeated elements are required. For example, definitions of connection pools, and the same file used with
multiple include instructions.
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The name of the include file can be just the file name in which case the file is searched for in the same directory as the config.xml file
However it could also be a fully qualified file name which specifies an exact location for the file or it can also reference a URL, allowing for
the contents to be fetched from another server.

If the include reference points to a file then the system will also monitor the included files for changes.

set

The set instruction can supplement the i ncl ude instruction by providing support for variable substitution within the configuration file.
A variation on the previous example can be used when only the hostname needs to change between the development and production
servers, so this time config.xml could contain

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn: com cohga. server. confi g#l.0"..

<j dbc: dat aSour ce i d="dat asour ce. mai n" >
<driver>oracle.jdbc.driver.O acl eDriver</driver>
<ur | ><! [ CDATA[ j dbc: or acl e: t hi n: @{ HOSTNAME} : 1521: A S]]
></url >
<user nane>r eader </ user nane>
<passwor d>0hnOw3r dun</ passwor d>
<pool : pool >
<maxAct i ve>15</ maxActi ve>
<m nl dl e>2</ m nl dl e>
<maxl| dl e>2</ max| dl e>
<t est OnBor r ow>t r ue</t est OnBor r ow>
<t i nreBet weenEvi cti onRunsM | | i s>60000<
/ti meBet weenEvi cti onRunsM I | i s>
<m nEvi ctabl el dl eTineM | | i s$>1200000<
/ minEvictableldl eTimreMI1is>
<whenExhaust edAct i on>gr ow<
/ whenExhaust edAct i on>
</ pool : pool >
</j dbc: dat aSour ce>

</ confi g>

Then the dat asour ce. xri file on the development server could contain

<?set HOSTNAME=devel opnent . exanpl e. con?>

and the dat asour ce. xri file on the production server could contain

<?set HOSTNAME=pr oducti on. exanpl e. con?>

The ${HOSTNAME} portion of config.xml would be replaced with the appropriate hostname. Also, note that the value substituted is taken
verbatim as everything following the = up to the ?>, which includes white space and case is important.

Of course set can also be used to locate commonly referenced items in a single location at the start of the config.xml file to allow them to be
easily changed later. For example passwords that are updated every month or defaults for functions such as connection timeouts.
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Externally defined values

In addition to the set processing instruction, the value for a substitution variable can also come from system properties or from a property as
defined during the startup of the Java Virtual Machine (JVM option). ${property_name} notation can then be used to substitute the values in
place.

Adding custom projections

As of Weave 2.5.28 it's possible to include additional EPSG definitions via an epsi . properti es file included in the wor kspace directory.

The file contents should include a single line definition per-projection in the format of <code>=<def i ni t i on>, where <code> is the
numeric EPSG code and <def i ni ti on> is the OGC WKT projection definition. e.g.

3111=PRQICS[ "GDA94 / Vicgrido4", GEOGCS["CDA94", DATUM "Geocentric
Dat um of Australia 1994", SPHERO D[ "GRS 1980", 6378137.0,

298. 257222101, AUTHORI TY["EPSG', "7019"]], TOAGS84[0.0, 0.0, 0.0, 0.0,
0.0, 0.0, 0.0], AUTHORI TY["EPSG',"6283"]], PRI MEM "G eenw ch", 0.0,
AUTHORI TY[ "EPSG', "8901"]], UNI T["degree", 0.017453292519943295], AXI S
["Geodetic |ongitude", EAST], AXIS["Ceodetic latitude", NORTH,
AUTHORI TY[ "EPSG', "4283"]], PRQIECTI O\ "Lanbert_Conf ormal _Coni c_2SP",
AUTHORI TY[ "EPSG', "9802"]], PARAVETER] "central _mneridian", 145.0],
PARAMVETER] "I ati tude_of _origin", -37.0], PARAVETER

["standard _parallel 1", -36.0], PARAMETER]"fal se_easting",

2500000. 0], PARAMETER[ "fal se_nort hi ng", 2500000.0], PARAMETER

["scale factor", 1.0], PARAMETER "standard _parallel 2", -38.0], UNIT
["m', 1.0], AXI S["Easting", EAST], AXIS["Northing", NORTH, AUTHORI TY
["EPSG', "3111"]]

3857=PRQICS[ "WGES 84 / Pseudo- Mercator", GEOGCS["WES 84", DATUM "Wbrl d
Geodetic System 1984", SPHERO D[ "WGS 84", 6378137.0, 298.257223563,
AUTHORI TY[ "EPSG', "7030"]], AUTHORI TY["EPSG', "6326"]], PRI MEM
["Greenwi ch", 0.0, AUTHORI TY["EPSG', "8901"]], UN T["degree",
0.017453292519943295], AXI S["Geodetic |ongitude", EAST], AXI S
["Ceodetic | atitude", NORTH], AUTHORI TY["EPSG', "4326"]], PROJECTI ON
["Popul ar Visualisation Pseudo Mercator", AUTHORI TY["EPSG', "1024"]],
PARAMETER] "sem _minor", 6378137.0], PARAMETER[ "Il atitude_of origin",
0.0], PARAMETER]"central rmeridian", 0.0], PARAMETER "scale factor",
1.0], PARAMETER]"fal se_easting", 0.0], PARAMETER "fal se_northing",
0.0], UNIT["nf, 1.0], AXIS["Easting", EAST], AXlI S["Northing", NORTH,
AUTHORI TY[ " EPSG', "3857"] ]

Security

#) When trouble-shooting security issues it's often useful to confirm who the user is and what, if any, additional information is
associated with that user.

Previously this was possible (to a limited extent) by starting a client in debug mode and viewing the page source, which would
contain information about the user in a comment at the bottom of the page. But as of Weave 2.6.5 there's also a link that will return
all the available information about the user in a single response, that link is / weave/ whoami . If you open that page you will see a
response that provides all of the details for the user.

If the user is not logged in the page should indicate that the user is an anonymous user but will still provide some additional details,
such as their IP address. If the user is logged in it will show their username and roles along with the other details. This can be
particularly useful to verify that the roles that are associated with a user are the same as the role names that are being used in an
ACL, or that the IP address being returned for a user is actually the users IP address and not something else, for example the IP
address of a reverse proxy.
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Overview

The front line for security in Weave is Acegi security (now Spring Security). Acegi security system is a formidable, easy-to-use alternative to
writing custom security code for Java enterprise applications. Weave utilises the plugin nature of the Acegi to provide a highly customisable
authentication mechanism while minimising the amount of security-specific code.

Starting with Weave version 2.5, a newer version of Acegi security, known as Spring Security is supported (at the time of this writing,
Spring Security version 3.2). For more information on Spring security configuration, refer Spring Security.

Authentication and Authorisation

Authentication and authorisation are multi-stage processes. Firstly the user must be identified. By default they are an "anonymous" user, but
this can be changed by users going to the login page (either directly themselves or being forced to by Weave) or by enabling Windows
integrated authentication (which uses their Windows login username). Third-party authentication systems can be configured for this purpose
via an Acegi security plugin.

Secondly, we need to determine what Roles the user has, again this can be done a number of ways, one of which is going to Active
Directory (AD) and determining what AD Groups the user is a member of. In fact, any user attribute that's associated with a user in AD can
be used to determine their role but group membership is the most common.

Thus, determining a user's identity and their roles occur outside of Weave and is handled by Acegi security.

Specifics of Windows authentication are covered here

Weave Access Control Lists

Once a user is authenticated and their roles are known, Weave Access Control Lists (ACLs) come in to play. ACLs provide a way of
attaching an access decision to an object.

E.g. a) for object A: users with ROLE_X will be denied access but users with ROLE_Y will be allowed
b) for object B: anonymous users and users with ROLE_X will be denied access but everyone else will be allowed access
As well as roles, a user's userid can also be used in an ACL when a specific users need to be targeted, either to remove access or grant it.

Refer to the section on Access Control List for more information.

Acegi Security System

The following sections describe details about how Acegi security works internally.

Acegi security system uses security filters to provide authentication and authorisation services to enterprise applications.
The framework offers several types of filters that you can configure according to your application requirements.

You can configure security filters for the following tasks:

. Prompt the user for login before accessing a secure resource.

. Authenticate the user by checking a security token such as a password.

Check whether an authenticated user has the privilege to access a secure resource.

. Redirect a successfully authenticated and authorised user to the secure resource requested.

. Display an Access Denied page to a user who does not have the privilege to access a secure resource.

Remember a successfully authenticated user on the server and set a secure cookie on the user's client. The next authentication can
then be performed using the cookie and without asking the user to log in.

. Store authentication information in server-side session objects to securely serve subsequent requests for resources.

. Build and maintain a cache of security information in server-side objects to optimise performance.

. When the user signs out, destroy server-side objects maintained for the user's secure session.

. Communicate with a variety of back-end data storage services (like a directory service or a relational database) that are used to
store users' security information and the ECM's access-control policies.

oA wNPE
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As this list suggests, Acegi filters allow you to do almost anything you might require to secure enterprise applications.

Architecture and components

This section introduces Acegi's components; next, you will learn how the framework uses inversion of control (IOC) and XML configuration
files to combine components and express their dependencies.

The Big Four

Acegi consists of four main types of component: filters, managers, providers, and handlers.
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Filters - These mostly high-level components provide common security services like authentication processing, session handling, and
logout. Filters are only a high-level abstraction of security-related functionality: managers and providers are used to actually implement
authentication processing and logout services.

Managers - Managers manage lower-level security services offered by different providers.

Providers - A variety of providers are available to communicate with different types of data storage services, such as directory services,
relational databases, or simple in-memory objects. This means you can store your user base and access control policies in any of these data
storage services and Acegi's managers will select appropriate providers at run time.

Handlers - Tasks are sometimes broken up into multiple steps with each step performed by a specific handler. For example, Acegi's logout
filter uses two handlers to sign out an HTTP client. One handler invalidates a user's HTTP session and another handler destroys the user's
cookie. Having multiple handlers provides flexibility when configuring Acegi to work according to your application requirements. You can
select the handlers of your choice to execute the steps required to secure your application.

Inversion of control

Acegi's components are dependent on each other to secure enterprise applications.
For example, an authentication processing filter requires an authentication manager to select an appropriate authentication provider. This
means you must be able to express and manage the dependency of Acegi's components.

An IOC implementation is commonly used to manage the dependencies of Java components. I0C offers two important features:

1. It provides a syntax to express which components are required in an application and how they depend on each other.
2. It ensures that the required components are available at run time.

The XML configuration file

Acegi uses the popular open-source IOC implementation that comes with the Spring framework (see Resources) to manage its components.
Spring uses an XML configuration file to express the dependency of components, similar to the following:

<beans>
<bean id="filterChai nProxy" class="org.acegi security.util.
Fi | t er Chai nPr oxy" >
<property name="filterlnvocationDefinitionSource">
<val ue> val ue here </val ue>
</ property>
</ bean>
<bean i d="aut henticati onProcessingFilter"
cl ass="org. acegi security. ui.webapp.
Aut henti cationProcessingFitler">
<property name="aut henti cati onManager" ref="aut hManager"/>
<l-- Oher properties -->
</ bean>

<bean i d="aut hManager"
cl ass="org. acegi security. providers. Provi der Manager" >
<property nanme="providers">

<l-- List of providers here -->
</ property>
</ bean>
<l-- Oher bean tags -->
</ beans>

As you can see, the Spring XML configuration file used by Acegi contains a single <beans> tag that wraps a number of other <bean> tags.
All Acegi components (that is, filters, managers, providers, etc.) are actually JavaBeans. Each <bean> tag in the XML configuration file
represents a Spring security component.

Further notes about the XML configuration file
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The first thing you will note is that each <bean> tag has a class attribute that identifies the class that the component uses. The <bean> tag
also has an id attribute that identifies the instance (Java object) acting as a Acegi component.

For instance, the first <bean> tag of the above example identifies a component instance named filterChainProxy which is an instance of a
class named org.acegisecurity.util.FilterChainProxy.

The dependency of a bean is expressed using child tags of the <bean> tag. For example, notice the <property> child tag of the first <bean>
tag. The <property> child tag defines values or other beans on which the <bean> tag depends.

So in the example, the <property> child tag of the first <bean> tag has a name attribute and a <value> child tag, which respectively define
the name and value of the property on which the bean depends. Likewise, the second and third <bean> tags of the example define that a
filter bean depends on a manager bean. The second <bean> tag represents the filter bean and the third <bean> tag represents the manager
bean.

The <bean> tag for the filter contains a <property> child tag with two attributes, name and ref.
The name attribute defines a property of the filter bean and the ref attribute refers to the instance (name) of the manager bean.

The next section shows you how to configure Acegi filters in an XML configuration file.

Security filters

As previously mentioned, Acegi uses security filters to provide authentication and authorisation services to enterprise applications. You can
use and configure various types of filters according to your application requirements. The following sections introduce the five most
important Acegi filters.

Session Integration Filter

Acegi's Session Integration Filter (SIF) is normally the first filter you will configure.
SIF creates a security context object, which is a placeholder for security-related information.
Other Acegi filters save security information in the security context and also use the information available in the security context.

SIF creates the security context and calls other filters in the filter chain.

Other filters then retrieve the security context and make changes to it.

For example, the Authentication Processing Filter (which is discussed next) stores user information such as username, password, and e-
mail address in the security context.

When all the filters have finished processing, SIF checks the security context for updates.
If any filter has made changes to the security context, SIF saves the changes into a server-side session object. If no changes are found in
the security context, SIF discards it.

SIF is configured in the XML configuration file as follows:

<bean i d="httpSessi onContextlntegrationFilter"
cl ass="org. acegi security.context.
Ht t pSessi onCont ext I ntegrationFilter"/>

Authentication Processing Filter

Acegi uses the Authentication Processing Filter (APF) for authentication.
APF uses an authentication (or login) form, in which a user enters a username and password and triggers authentication.

APF performs all back-end authentication processing tasks such as extracting the username and password from the client request, reading
the user's parameters from the back-end user base, and using the information to authenticate the user.

When you configure APF, you must provide the following parameters:

® Authentication manager specifies the authentication manager to be used to manage authentication providers.

® Filter processes URL specifies the URL to be accessed when the client presses the Sign In button on the login form. Upon receiving
a request for this URL, Spriong security invokes APF.

® Default target URL specifies the page to be presented to the user if authentication and authorisation is successful.

® Authentication failure URL specifies the page the user sees if authentication fails.

APF fetches the username, password and other information from the user's request object. It then passes this information to the
authentication manager. The authentication manager uses an appropriate provider to read detailed user information (such as username,
password, e-mail address and the user's access rights or privileges) from the back-end user base, authenticates the user, and stores the
information in an Authentication object.

Finally, APF saves the Authentication object in the security context created earlier by SIF.
The Authentication object stored in the security context will be used later to make authorization decisions.

Configure APF as shown in the following example:
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<bean i d="aut henticati onProcessingFilter"
cl ass="org. acegi security. ui.webapp. Aut henti cati onProcessi ngFilter"
>
<property nane="aut henti cati onManager"
ref ="aut henti cati onManager" />
<property nanme="filterProcessesUrl"
val ue="/j acegi _security_ check" />
<property nanme="defaul t Target Url"
val ue="/protected/ protectedl.jsp" />
<property name="aut henticationFailureUrl"
val ue="/1ogin.jsp?login_error=1" />
</ bean>

You can see from this code that APF depends on the four parameters discussed in "The Big Four".
Each parameter is configured as a <property> tag in the example.

Logout Processing Filter

Acegi uses a Logout Processing Filer (LPF) to manage logout processing. LPF operates when a logout request comes from a client. It
identifies the logout request from the URL invoked by the client.

LPF is configured as shown in the following example:

<bean id="logoutFilter" class="org.acegisecurity.ui.logout.
LogoutFilter">
<constructor-arg val ue="/I1ogout Success. jsp"/>
<constructor-arg>
<list>
<bean cl ass="org. acegi security.ui.l ogout.
Securi t yCont ext Logout Handl er "/ >
</list>
</ constructor-arg>
</ bean>

You can see that LPF takes two parameters in its constructor: the logout success URL (/logoutSuccess.jsp) and a list of handlers. The
logout success URL is used to redirect the client after the logout process is complete. Handlers perform the actual logout process; | have
configured only one handler because it is enough to invalidate the HTTP session.

Exception Translation Filter

The Exception Translation Filter (ETF) handles exceptional cases in the authentication and authorization procedure, such as when
authorization fails. In these exceptional cases, ETF decides what to do.

For example, if a non-authenticated user attempts to access a protected resource, ETF serves the login page inviting the user to
authenticate.

Similarly, in case of authorization failure, you can configure ETF to serve an Access Denied page.

ETF is configured as shown in the followign example:

<bean i d="exceptionTransl ationFilter"
cl ass="org. acegi security. ui.ExceptionTransl ationFilter">
<property nanme="aut henti cati onEntryPoi nt">
<bean
cl ass="org. acegi security. ui.webapp.
Aut henti cati onProcessingFilterEntryPoint">
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<property nanme="I| ogi nFormr|" val ue="/1ogin.jsp" />
</ bean>
</ property>
<property nane="accessDeni edHandl er" >
<bean cl ass="org. acegi security. ui.AccessDeni edHandl er| npl ">
<property nanme="errorPage" val ue="/accessDenied.jsp" />
</ bean>
</ property>
</ bean>

As you can see from the above example, ETF takes two parameters named authenticationEntryPoint and accessDeniedHandler. The
authenticationEntryPoint property specifies the login page and the accessDeniedHandler specifies the Access Denied page.

Interceptor filters

Acegi's interceptor filters are used to make authorization decisions. You need to configure interceptor filters to act after APF has performed a
successful authentication. Interceptors use your application's access control policy to make authorisation decisions.

Later we will show you how to design access control policies, how to host them on a directory service, and how to configure Acegi to read
your access control policy. For the moment however, we will stick to showing you how to configure a simple access control policy using
Acegi.

You can divide configuring a simple access control policy into two steps:

1. Writing the access control policy.
2. Configuring Acegi's interceptor filter according to the policy.

Step # Writing a simple access control policy

Start by looking at the next example, which shows how to define a user and the user's role:

al i ce=123, ROLE_HEAD OF ENG NEERI NG

The access control policy shown above defines a user named alice, whose password is 123 and whose role is
ROLE_HEAD_OF _ENGINEERING.

Step 2. Configuring Acegi's interceptor filter

Interceptor filters use three components to make authorisation decisions, which | have configured in the next example:

<bean id="filterlnvocationlnterceptor"”
cl ass="org. acegi security.intercept.web. FilterSecuritylnterceptor">
<property nanme="aut henti cati onManager" ref="
aut henti cati onManager" />
<property nanme="accessDeci si onManager" ref="
accessDeci si onManager" />
<property nanme="obj ect DefinitionSource">
<val ue>
CONVERT_URL_TO LOWERCASE BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
[ prot ected/ **=ROLE_HEAD_OF_ENG NEERI NG
[**=1'S_AUTHENTI CATED ANONYMOUSLY

</val ue>
</ property>
<l-- Mre properties of the interceptor filter -->

</ bean>
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As the example shows, the three components you need to configure are the authenticationManager, accessDecisionManager and
objectDefinitionSource:

The authenticationManager component is the same as the authentication manager discussed when we introduced the
Authentication Processing Filter. The interceptor filter can use the authenticationManager to re-authenticate a client during the
authorization process.

The accessDecisionManager component manages the process of authorization, which will be discussed further later.

The objectDefinitionSource component contains access control definitions according to which authorization will take place. For
example, the objectDefinitionSource property in the example contains two URLs (/protected/* and /) in its value. The value defines
roles for these URLs. The role for the /protected/ URL is ROLE_HEAD_OF_ENGINEERING. You can define any roles you like,
according to your application requirements.

Recall from the previous example that you defined ROLE_HEAD_OF_ENGINEERING for the user named alice. This means alice will be
able to access the /protected/* URL.

How filters work

As you have learned already, Acegi's components are dependent on each other to secure your applications. Later you will see how to
configure Acegi to apply security filters in a specific order, thus creating a chain of filters. For this purpose, Acegi maintains a filter chain
object which wraps all the filters you have configured to secure your application.

The following steps describe the life cycle of the filter chain:

1.
2.

A browser client sends an HTTP request to your application.

The container receives the HTTP request and creates a request object that wraps information contained in the HTTP request. The
container also creates a response object, which different filters can process to prepare an HTTP response for the requesting client.
The container then invokes Acegi's filter chain proxy, which is a proxy filter. The proxy knows the sequences of actual filters to be
applied. When the container invokes the proxy, it passes request, response, and filter chain objects to it.

. The proxy filter invokes the first filter in the filter chain, passing request, response, and filter chain objects to the filter.
. Filters in the chain do their processing one by one. A filter can terminate its processing at any time by calling the next filter in the

chain. A filter may even choose to not perform any processing at all. For example, APF might terminate its processing upon
discovering that an incoming request did not require authentication.

. When authentication filters have finished processing they pass request and response objects to the interceptor filter configured in

your application.

. The interceptor decides whether the requesting client is authorized to access the requested resource.
. The interceptor transfers control to your application. For example, the JSP page requested by the client in case of successful

authentication and authorization.

. Your application writes contents over the response object.
. The response object is now ready. The container translates the response object into an HTTP response and sends the response to

the requesting client.

To help you further understand Acegi filters we will give you a closer look at the operation of two of them: the Session Integration Filter and
the Authentication Processing Filter.

How SIF creates a security context

How SIF creates a security context:

1.

2.

~No o

Acegi's filter chain proxy invokes SIF and passes request, response, and filter chain objects to it. Note that normally you will
configure SIF as the first filter in the filter chain.

SIF checks whether it has already processed this Web request or not. If it finds that it has, it does no further processing and
transfers control to the next filter in the filter chain (see Step 4 below). If SIF finds that this is the first time it has been called during
the given Web request, it sets a flag, which will be used next time to indicate that SIF has been called.

. SIF checks whether a session object exists and contains a security context. It retrieves the security context from the session object

and places it in a temporary placeholder called security context holder. If the session object does not exist, SIF creates a new
security context and puts it in the security context holder. Note that the security context holder exists in the application scope so that
it is accessible to other security filters.

. SIF calls the next filter in the filter chain.

. Other filters may edit the security context.

. SIF receives control after the filter chain processing is complete.

. SIF checks whether any other filter changed the security context during its processing. For example, APF may have stored user

details in the security context. If so, it updates the security context in the session object. This means that any changes made to the
security context during filter chain processing now reside in the session object.

How APF authenticates a user

How APF authenticates a users:

A WOWNPE

[eé)]

. The previous filter in the filter chain passes request, response, and filter chain objects to APF.

. APF creates an authentication token with the username, password, and other information fetched from the request object.
. APF passes the authentication token to the authentication manager.

. The authentication manager may contain one or more authentication providers. Each provider supports exactly one type of

authentication. The manager checks which of its providers support the authentication token it received from APF.

. The authentication manager passes the authentication token to the provider suitable for authentication.
. The authentication provider extracts the username from the authentication token and passes it to a service called user cache

service. Acegi maintains a cache of users who have been authenticated. The next time the user signs in, Acegi can load his or her
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details (such as username, password, and privileges) from the cache instead of reading from back-end data storage. This improves
performance.

7. The user cache service checks whether details of the user exist in the cache.

8. The user cache service returns the details of the user to the authentication provider. If the cache does not contain user details, it
returns null.

9. The authentication provider checks whether the cache service returned details of the user or null.

10. If the cache returned null, the authentication provider passes the username (extracted in Step 6) to another service called user
details service.

11. The user details service communicates with the back-end data storage (such as a directory service) that contains details of the user.

12. The user details service returns details of the user or throws an authentication exception if it cannot find details of the user.

13. If either the user cache service or the user details service returns valid user details, the authentication provider matches the security
token (such as a password) supplied by the user with the password returned by the cache or user details service. If a match is
found, the authentication provider returns the details of the user to the authentication manager. Otherwise, it throws an
authentication exception.

14. The authentication manager returns details of the user back to APF. The user is now successfully authenticated.

15. APF saves the user details in the security context created in Step 3 shown in the previous section.

16. APF transfers control to the next filter in the filter chain.

A simple Weave configuration

You have learned quite a bit about Acegi so far, so we will now have a look at what you can do with what you have learned so far.

Securing Weave requires protecting certain resources, and if a user attempts to access any of the protected resources they will be
presented with a login page. When the user signs in using the login page, the application automatically redirects to the requested protected
resource.

The user can go directly to the login page, in which case the application presents the login page where the user can sign in. After signing in,
the application redirects the user to a start page which is the default resource presented whenever the user signs in without requesting a
particular resource.

Configuring Weave

For Weave the XML file that contains the beans used to configure Acegi is called security.xml and is stored in the same directory as the
main config.xml file.

The following shows a simple security.xml file that secures Weave with information contained directly within the security.xml file itself

The above example is a fairly basic security filter that stores user information directly in the file but one thing to note here is that only one clie
nt is actually protected, pri vat e.

If there is more than one client configured for Weave then a user could have access to that one because from the above configuration the
user will be logged on anonymously unless they have previously gone to the login page, or if they accessed the ‘private’ client directly.

So what is actually going on then? Well the important parts here are the two lines in the obj ect Def i ni ti onSour ce:

[ private. ht M =ROLE_USER
[**=1'S_AUTHENTI CATED ANONYMOUSLY

Taking the second line first, this specifies that any resource (not previously matched) requires that the user be (at least) an anonymous user,
but because of the first line any request for a resource matching pri vat e. ht nl require that the user be part of the ROLE_USERS group,
which means that they'll have to login to get the the pri vat e client since the user must access pri vat e. ht m to get to the pri vat e client.

Obviously there is more to the first line than meets the eye. It turns out that this URL is interpreted by the server as being requests to load a
specific client configuration (called pri vat e in the above example) from confi g. xni .

So for our above example we can assume that the confi g. xm file contains at least something similar to the following:

<?xm version="1.0" encodi ng="UTF-8"7?>
<config
xm ns="urn: com cohga. server. confi g#l1. 0"
xm ns: client="urn:com cohga. htm .client#1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" >
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<client:config id="private">
<client:default>true</client:default>
<cl i ent: debug>f al se</cli ent: debug>
<client:title>Wave Private HTM. Client</client:title>

</client:client>
</client>

Further, if we wish to provide a public and private client then we could add an additional client configuration, as follows:

<?xm version="1.0" encodi ng="UTF-8"7?>

<config
xm ns="urn: com cohga. server. confi g#l. 0"
xm ns: client="urn:com cohga. htmi .client#1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" >
<client:config id="private">
<client:default>fal se</client:defaul t>
<cl i ent: debug>f al se</cli ent: debug>
<client:title>Wave Private Cient</client:title>
</client:client>
<client:config id="public">
<client:default>true</client:default>
<cl i ent: debug>f al se</cli ent: debug>
<client:title>Wave Public Cient</client:title>
</client:client>
</client>

Now the user has two different client configurations available, pri vat e and publ i c, and they can access pri vat e using the URL / weave
/private. htm and publ i c using/weave/ public.htnm .
And, because of the way we have setup Acegi they will be asked to login to access pri vat e but will have direct access to publ i c.

Of course this can be extended to provide multiple clients, both secure and un-secure, but creating different client configurations in config.
xml and adding additional lines to the obj ect Def i ni ti onSour ce.

Note that in future this may change and the security information provided in th obj ect Def i ni t i onSour ce will be provided to Acegi based
on the ACLs configured in config.xml rather than having to duplicate the information (see Access Control Lists later for more information).
And, if fact by using ACLs in config.xml you can get by with just the IS_AUTHENTICATED_ANONYMOUSLY line and leave the config.xml
file to determine who can access the client config, the disadvantage to this is that currently if the Weave server determines that the user
does not have access to a client config then it will redirect the user to the login page, whereas if Acegi performs the access control then it
may try perform the user authentication through some other means, for example using NTLM.

Roles

By using different roles, different users can be granted access to different client configurations.

For example, assuming we have three clients configured in client.xml, publ i c, i nt ernal and pri vat e, and we want anyone including the
public to have access to publ i ¢, we want anyone except the public to have access to i nt er nal and we only want a small group of people
to have access to pri vat e, then our obj ect Def i ni ti onSour ce would be:
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[ private. ht M =ROLE_ADM NI STRATCOR
/internal.htm =ROLE_USER, ROLE_ADM NI STRATOR
[ **=1'S_AUTHENTI CATED ANONYMOUSLY

Then we would update our user Det ai | sSer vi ce to include the new USER_ADM NI STRATORS role for those users who should get access
to the pri vat e client (note that we have also given administrators access to the i nt er nal client).

<bean i d="userDetail sService" class="org. acegi security.userdetails.
menory. | nMenor yDaol npl ">
<property name="user Map" >
<val ue>
al i ce=123, ROLE_USER, ROLE_ADM NI STRATOR
bob=passwor d, ROLE USER, di sabl ed
car ol =secret, ROLE_USER
t ed, abc, ROLE_USER
</val ue>
</ property>
</ bean>

Access Control Lists

As mentioned in the introduction, the second half of the security system requires the configuration of Access Control Lists (ACL) to restrict
access to items you wish to protect.

When a process initiated by the user attempts to access a restricted item (which is anything with an ACL attached) the groups that the user
belongs are checked against the ACL to determine if the user should be given access to the item.

ACL's can be setup to either deny access to everything and selectively enable access, or to allow access to everything and selectively deny
access. The former is more secure and recommended.

An ACL provides a list of groups that can either be denied access or allowed access and are processed linearly until there is a match that
positively denies or grants approval. Also, there is a special group, anonynous, that can be used to allow or deny access to users that are
logged in anonymously.

Additionally, ACL's can reference other ACL's to provide a hierarchy with recursive checking performed to determine accessibility.

ACL's can be setup either in-line, that is included directly in the item they're guarding access to, or can configured individually and
referenced by an item.

IMPORTANT NOTE
THERE IS NO ACCESS CONTROL AT ALL UNLESS AT LEAST ONE ACL IS DEFINED
This means that a default installation will provide no access control to any items until at least one ACL is defined, even if it is def aul t . acl .

Once at least one ACL is defined then access control restrictions will be enabled. This mean that if you are creating a public (or non-
sensitive) installation then you do not need to worry about access control lists at all.

It is recommended that if you are going to have any sensitive information then the default ACL should be enabled first and set to deny
access to everyone.

Authentication via URL parameter

While the security implications should be obvious, it's possible to setup the Acegi security configuration so that the user is authenticated via
a parameter provided in the startup URL.

This requires the installation of a specific bundle, that adds the required functionality, along with changes to the security.xml file to make use
of this functionality.

These changes do not necessarily replace any existing authentication methods, that is, you can use this to authenticate one set of users and
continue to use other methods to authenticate other users.

Authenticating a user via a parameter provided in the startup URL could be handy if you wish to provide multiple configurations that are

accessible based on the users roles and want to have read/write access to one group of users that must login with a username and
password, but you want to provide easy read-only access to another group of users.
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Installation

The UID Security bundle can be downloaded here.
Once downloaded it should be copied to the weave\platform\plugins directory, and a server restart will make it available.

Note that at this stage there will be no change or reduction in the security compared to before this bundle was installed, the security.xml file
must be updated to indicate that the functionality provided by this bundle is to be used.

Configuration

The first change required to security.xml is to change the aut hent i cati onProcessi ngFil ter.

Updating the authentication processing filter

Generally security.xml will be configured with or g. acegi security. ui . webapp. Aut henti cati onProcessi ngFi | t er as the aut hent
i cati onProcessi ngFi | t er, this needs to be replaced with com cohga. server. security. uid.
Aut henti cati onProcessingFilter.

So an existing aut henti cati onProcessi ngFil ter

<bean i d="aut henticati onProcessingFilter" class="org.acegi security.ui.
webapp. Aut henti cati onProcessingFilter">
<property nanme="aut henti cati onManager" ref="
aut henti cati onManager"/ >
<property nanme="aut henti cationFailureUl" value="/login.htm?
failure=true"/>
<property nanme="defaul t TargetUrl" val ue="/index.htm"/>
<property nanme="filterProcessesU|" value="/security
/j _acegi security check.do"/>
<property nanme="renmenber MeServi ces" ref="renenber MeServi ces"/ >
</ bean>

would become

<bean i d="aut henticati onProcessingFilter" class="com cohga. server.
security. uid.Aut henti cati onProcessingFilter">
<property name="aut henti cati onManager" ref="
aut henti cat i onManager"/ >
<property nanme="aut henticationFailureUl" value="/1ogin.htm ?
failure=true"/>
<property nane="defaul t TargetUrl" value="/index.htm"/>
<property nanme="filterProcessesU|" value="/security
/j _acegi _security check.do"/>
<property nanme="r enenber MeServi ces" ref="renenber MeServi ces"/ >
</ bean>

The com cohga. server. security. uid. Aut henti cati onProcessi ngFi | t er is an extension of the or g. acegi security. ui.
webapp. Aut henti cati onProcessi ngFi | t er that will check for a ui d parameter in the URL and try and authenticate it.

The authentication process

The authentication process is the same as it was before the switch to the com cohga. server. security. uid.

Aut henti cati onProcessi ngFi | t er, thatis the aut hent i cati onManager configured in the aut henti cati onProcessi ngFilter
will be called upon to validate that user information, in this case the ui d parameters value (rather than a username/password provided by
the normal login form).
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The aut hent i cat i onManager will try and lookup a userid and validate that the password for the userid is correct, via the users.properties
file, LDAP, Active Directory, a JDBC database connection, etc., but in this situation we don't have a password to check. Actually, more
correctly we do have a password, but it'll be empty, so unless the password corresponding to the userid is also empty no match will be found.

This means that you could just add users to be validated via the ui d parameter to your existing aut hent i cat i onManager source and just
make sure that the password is blank for those users, and no further change would be required to security.xml to enable ui d authentication.

£3 You should make sure that passwords for users you don't want authenticated via ui d are not empty if you're using com cohga.
server.security. uid. Aut henti cati onProcessi ngFi |t er, otherwise anyone will be able to login as that user.

Separating users

If you only have a handful of userids you want to be able to connect via the ui d parameter and you don't want to, or can't, add users to the
existing aut hent i cat i onManager source then you can supplement the aut hent i cat i onManager with a separate source of user
details to validate against.

To do this you need to add a new aut hent i cati onProvi der to the aut henti cati onManager that points to a user Det ai | sServi ce
that provides the additional user list.

For example, assuming that we're currently using an LDAP server for user authentication, then we'd have an aut hent i cat i onManager
something like

<bean i d="aut henti cati onManager" cl ass="org. acegi security.providers.
Provi der Manager " >
<property nane="providers">
<list>
<ref | ocal ="| dapAut henti cati onProvider"/>
<bean cl ass="org. acegi security.providers.
anonynous. AnonynousAut hent i cati onProvi der" >
<property nane="key" val ue="
changeThi s"/ >
</ bean>
<bean cl ass="org. acegi security. providers.
renenber ne. Remrenber MeAut hent i cati onProvi der" >
<property nanme="key" val ue="
changeThi s"/ >
</ bean>
</list>
</ property>
</ bean>

) Thelist of aut hent i cati onPr ovi der s may be different, for example if you're just using user.properties to list users then it may
contain a reference to a DaoAut hent i cat i onPr ovi der, or if you're using a database to store username and passwords it may
contain a JdbcDaoSupport provider. The point here is that we're going to add another aut hent i cat i onPr ovi der that looks at
a different list of users.

A simple authentication provider

Our first step is to create the new aut hent i cati onPr ovi der, before we add it to the aut hent i cat i onManager .

In our example where we're going to use a DaoAut hent i cati onPr ovi der and have that look at a list of users embedded directly in
security.xml. We could just as easily use a DaoAut hent i cat i onProvi der looking at a file called ui d. properti es, a JdbcDaoSupport
looking at database tables, LdapAut henti cati onProvi der looking at sub-branch in our LDAP server.

To create our new aut henti cati onProvi der we need the DaoAut henti cati onProvi der along with a user Det ai | sSer vi ce which
we add with the following additions to security.xml
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<bean i d="ui dAut henti cati onProvi der" class="org. acegi security.
provi ders. dao. DaoAut henti cati onProvi der">
<property nanme="userDetail sService" ref="uidDetail sService"/>
<property name="user Cache">
<bean cl ass="org. acegi security. provi ders. dao. cache.
EhCacheBasedUser Cache" >
<property nanme="cache">
<bean cl ass="org. spri ngframewor k.
cache. ehcache. EhCacheFact or yBean" >
<property nanme="cacheManager" >
<bean cl ass="org.
spri ngframewor k. cache. ehcache. EhCacheManager Fact or yBean"/ >
</ property>
<property nanme="cacheNanme"
val ue="user Cache"/ >
</ bean>
</ property>
</ bean>
</ property>
</ bean>

<bean i d="ui dDet ai | sServi ce" class="org.acegi security.userdetails.
menory. | nMenor yDaol npl ">
<property name="user Map">

<val ue>
nor t h=, ROLE_NORTH, ROLE_READONLY
sout h=, ROLE_SOUTH, ROLE_READONLY
</ val ue>
</ property>

</ bean>

Note the comma immediately after the equals sign for each user listed in the ui dDet ai | sSer vi ce.

This is important since the password is listed between the equals sign and the comma, which for our purposes when using a com
cohga. server. security. uid. Aut henti cati onProcessi ngFil t er, needs to be empty.

Following this initial comma is a comma separated list of the roles that will be assigned to each user.

) In our example above each user has 2 roles, this may or may not be the same way that your roles need to be configured, and is just
one possible way of assigning roles to these users

This created the DaoAut hent i cati onPr ovi der called ui dAut henti cati onProvi der that references the list of users named ui dDet a
ilsService.

The final step would be to add this new aut hent i cat i onProvi der to the aut henti cati onManager as by changing it to

<bean id="aut henti cati onManager" cl ass="org. acegi security. providers.
Provi der Manager " >
<property nanme="providers">
<list>
<ref | ocal ="ui dAut henti cati onProvider"/> <!I--
NEW Ul D AUTHENTI CATI ON PROVI DER - - >
<ref | ocal ="| dapAut henti cati onProvider"/>
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<bean cl ass="org. acegi security.providers.
anonynous. AnonynousAut henti cati onProvi der ">
<property nane="key" val ue="
changeThi s"/ >
</ bean>
<bean cl ass="org. acegi security.providers.
renenber me. Remrenber MeAut henti cati onProvi der" >
<property nane="key" val ue="
changeThi s"/ >
</ bean>
</list>
</ property>
</ bean>

Usage

Once we've switched over to the new aut hent i cati onProcessi ngFi | t er we should be able to start a specific Weave client
configuration with an additional ui d parameter, as follows

http://server: 8080/ weave/ nort h_regi on. ht ml ?ui d=north

And assuming that the appropriate access controls lists have been created referencing the correct roles, for example

<acl:acl id="editors">
<entry type="deny">ROLE_READONLY</ ent ry>
<acl : acl >

<acl :acl id="north">
<entry type="all ow' >ROLE _NORTH</ entry>
<entry type="deny">*</entry>

<acl : acl >

<acl :acl id="south">
<entry type="al |l ow'>ROLE_SOUTH</ entry>

<entry type="deny">*</entry>
<acl : acl >

You can then setup client configuration items similar to

<client:config id="north_region">
<acl id="north"/>

<!-- other configuration here -->

<!-- add a tool only for users fully logged in -->
<item action="exanple.editing.tool" acl="editors"/>

<l-- rest of configuration here -->
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</client:config>

<client:config id="south_region">
<acl id="south"/>

<l-- other configuration here -->

<!-- add a tool only for users fully logged in -->
<item action="exanple.editing.tool" acl="editors"/>

<l-- rest of configuration here -->

</client:config>

Then assuming that your previous aut hent i cati onProvi der assigned ROLE_NORTH and/or ROLE_SOUTH to other users, and does
not assign ROLE_READONLY, then user logging in via the ui d parameter won't have access to the exanpl e. edi ti ng. t ool whereas
those logging in via the previous methods will.

And, of course we can also attach these access control lists to other items, such as report, searches, etc.

Encrypting content in the security.xml file

As of Weave 2.5.16 and 2.5.15.5 it's possible to encrypt the password, and in fact any values, that are stored in the securi ty. xm file
using the same encryption that is used to encrypt passwords in the other Weave configuration files.

) The encrypted values generated with the encr ypt command are dependant upon the pri vat e. key file, if you want to use the
same encrypted text on multiple Weave instances you should ensure they all use the same pri vat e. key file as the instance used
to generate the original encrypted text.

Directly encrypting passwords

If you just want to encrypt the passwords stored in the securi ty. xm file you first need to encrypt the original value using the osgi encr ypt
command, e.g.

0osgi > encrypt $up3r $3cr 3t P@5w0r d
ENCEAUFJ CUABCFXEMFQABFJ EBZJ AKFCXGVE

Then you need to add a new bean to the securi ty. xm file so that the encrypted values are decoded when processing the security.
xm file, e.g.

<bean cl ass="com cohga. beans. factory. confi g.
Encr ypt edPasswor dProcessor " >

<property nanme="key" val ue="private. key"/>
</ bean>

The key value should almost always be set to pri vat e. key, which is the name of the key file that Weave uses to encrypt/decrypt the
passwords.

£ The above example shows how the bean would be defined in the older Acegi Security file, in the newer Spring Security file the bean
and pr opert y tags would probably need to include a beans namespace prefix, e.g.

<beans: bean cl ass="com cohga. ..
<beans: property nane="key. ..

</ beans: bean>
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Once you've added the Encr ypt edPasswor dPr ocessor bean you can then update the passwords in the security.xml file to use the
encrypted value, e.g.

<bean id="initial Di rCont ext Factory" class="org.acegi security.|dap.
Defaul t1nitial Di r Cont ext Fact ory" >
<constructor-arg val ue="ldap://10.0.12.213:389/" />
<property nane="nmanager Dn" >
<val ue>CN=Admi ni strat or, CN=User s, DC=adel , DC=cohga
DC=conx/ val ue>
</ property>
<property nanme="nmanager Passwor d" >
<val ue>ENCEAUFJ CUABCFXEM-QABFJ EBZJ AKFCXQVE</ val ue>
</ property>
</ bean>

Here the nanager Passwor d value has been changed to use the encrypted password.

Using an external properties file

To do this you need to first encrypt the passwords at the osgi console using the encr ypt command, e.g.

osgi > encrypt $up3r $3cr 3t P@5w0r d
ENCEAUFJ CUABCFXEMFQABFJ EBZJ AKFCXGVE

Then you create a properties file to store the value(s), named securi ty. properti es for example, and add a key/value line for each value
you want to use, e.g.

passwor d=ENCEAUFJ CUABCFXEMFQABFJ EBZJ AKFCXGVE

After you've setup the properties file with all the encrypted values you want to use in securi ty. xm you need to update securi ty. xm
so that it firstly knows that it should get values from the new properties file and secondly replace the unencrypted values with references to
the encrypted properties.

The first step, loading the properties, is done by adding a new reference to an Encr ypt edPr oper t yPl acehol der Confi gur er, note that
this is an extension of the standard Pr oper t yPl acehol der Conf i gur er which allows you to store properties to use in security.xml in an
external file but the file contents aren't encrypted. This new bean can be added anywhere in the file and is not directly referenced by any
other beans, you just need to add the definition.

<bean cl ass="com cohga. beans. factory. confi g.
Encrypt edPr opert yPl acehol der Confi gurer">

<property nanme="key" val ue="private. key"/>

<property name="l ocations" value ="security.properties" />
</ bean>

The key value should almost always be set to pri vat e. key, which is the name of the key file that Weave uses to encrypt/decrypt the
passwords. The | ocat i ons value should point to the name of the file that contains the properties that you've encrypted, the file can be
called anything as long as this properties points to that file.

) The above example shows how the bean would be defined in the older Acegi Security file, in the newer Spring Security file the bean
and pr opert y tags would probably need to include a beans namespace prefix, e.g.

<beans: bean cl ass="com cohga. ..
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<beans: property nane="key. ..

</ beans: bean>

Once you've added the Encr ypt edPr opert yPl acehol der Confi gur er bean you can then update other properties in the security.xml
file to reference the values from the file using ${ nane} as a place holder to the property value, e.g.

<bean id="initial DirContextFactory" class="org.acegi security.|dap.
Def aul t1nitial Di r Cont ext Fact ory" >
<constructor-arg val ue="Ildap://10.0.12.213:389/" />
<property name="nanager Dn" >
<val ue>CN=Adni ni strat or, CN=User s, DC=adel , DC=cohga,
DC=conx/ val ue>
</ property>
<property nanme="nmanager Passwor d" >
<val ue>3${ passwor d} </ val ue>
</ property>
</ bean>

Here the manager Passwor d value will be taken from the passwor d value stored in the securi ty. properti es file.

) As mentioned earlier any value can be replaced with a value from the properties file, so if you didn't want to have a username visible
in the file you could also store that value in the properties file.

Also, the values in that file don't have to be encrypted, if you just want to store values in an external file, for example if you want to
have the same security.xml file in a test and production servers but they both reference different values you could also store those
values in an external properties file and reference them in security.xml instead.

If you don't need the values to be encrypted at all you could just use the or g. spri ngf r amewor k. beans. f act ory. confi g.
Propert yPl acehol der Conf i gur er bean and don't bother to set the key property.

Forcing a user to login

If you're using the login page to get the users to login, as opposed to using Windows integrated authentication, you can force the user to
have to login before they can do anything.

By default an anonymous user (one that hasn't logged in yet) can see a list of clients that are available, and from there they can login with
the login button, but by using the changes listed below the user is forced to login before they can perform any operations at all.

To make the change you need to change the obj ect Def i ni ti onSour ce in the following section in security. xm

<bean id="filterlnvocationlnterceptor"” class="org.
acegi security.intercept.web. FilterSecuritylnterceptor">
<property name="aut henti cati onManager" ref="
aut henti cati onManager"/ >
<property nanme="accessDeci si onManager" >
<bean cl ass="org. acegi security.vote.
AffirmativeBased">
<property nane="
al l ow f Al | Abst ai nDeci si ons” val ue="fal se"/>
<property nanme="deci si onVot ers" >
<list>
<bean cl ass="org.
acegi security.vote. Rol eVoter"/>
<bean cl ass="org.
acegi security.vote. Aut henti catedVoter"/>
</list>
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</ property>
</ bean>
</ property>
<property nane="objectDefinitionSource">
<val ue>

CONVERT_URL _TO LOWERCASE BEFORE COVPARI SON
PATTERN TYPE_ APACHE ANT
[ **=| S_AUTHENTI CATED ANONYMOUSLY
</val ue>
</ property>
</ bean>

To force authentication the obj ect Def i ni ti onSour ce should be changed to:

<property nanme="obj ect DefinitionSource">
<val ue>

CONVERT_URL_TO LOWERCASE BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
/1 ogin.*=l'S_ AUTHENTI CATED ANONYMOUSLY
/1 ogin/**=I'S_AUTHENTI CATED ANONYMOUSLY
[ **=1'S_AUTHENTI CATED FULLY
</ val ue>
</ property>

This allows the resources that the user needs to login to be available to anyone, but requires the user to be full authenticated before they
can access anything else.

Securing the Admin Ul
) This page applies to sites using the Acegi security provider but should be easily adapted for Spring Security

The Administration GUI can be accessed from the / weave/ adni n. ht M URL once the Weave instance is running.

To secure access to the GUI you need to edit the securi ty. xnml file and add three entries to the list of paths that need to be secure.
Three new entries for the resources used by the admin Ul need to be added tothe fi | t er I nvocati onl nt ercept or.

In a default Weave installation the final entry in this list should be:
/**=] S_AUTHENTI CATED_ANONYMOUSLY

To secure the administration GUI you need to add three new entries before that one.
/adm n. ht M =ROLE_ADM N

/adm n/ **=ROLE_ADM N

/ servi ces/adm n/ **=ROLE_ADM N

Note that ROLE_ADM N may need to change depending upon how you've updated the authentication in the rest of the securi ty. xm file.
The role represents a group that the user must belong to before they can access the Administration GUI. For example, if you're using the
default user s. properti es file then the following entries will grant access to Bob and Ted, but not Alice:

bob=passwor d, ROLE_ADM N

t ed=passwor d, ROLE_ADM N, ROLE_USER, ROLE_G S, ROLE_PLANNI NG

al i ce=password, ROLE_USER, ROLE_G S, ROLE_PLANNI NG

If you're using LDAP, Active Directory or some other authentication mechanism then the role you need to set will be based on the groups the
user is granted based on those authentication sources. These roles are the same ones that you would use when creating an ACL within
Weave itself.

Spring Security

Weave 2.5 provides the opportunity to switch from the Acegi security to Spring security (which is the newer version of the Acegi security
framework).
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If your current security.xml file works with Weave 2.4 then you do not need to change it to use Spring security when switching to Weave 2.5,
the upgrade to provide support for Spring security was done because Acegi security is no longer developed and has been succeeded by
Spring security, which is still being developed and provides support for additional security mechanisms not supported by the Acegi security
framework.

Weave 2.5 provides support for both system, and will dynamically choose which framework to use based on the content of the security.xml
file. The security.xml file for Spring security is different from the Acegi version, but they're both based on the same concepts.

Below is the minimum security.xml file required to use Spring security with Weave 2.5.

It outlines the basic changes that must be made to a the equivalent basic Spring security configuration file to properly support Weave.
Some of the changes are to ensure that users can and can't access the parts of Weave they need to, and the others are to make the file
compatible with what Weave is expecting based on what it previously did for Ageci security.

Beyond the contents of this file any customisations you need to make to support you security requirements (i.e. Active Directory, LDAP, etc.)
should be made based on the standard Spring security documentation available at Spring security documentation

Base security.xml file

<?xm version="1.0" encodi ng="UTF-8""?>

<beans: beans xm ns="http://ww. spri ngframework. org/ scherma/ security"
xm ns: beans="htt p://ww. spri ngframewor k. or g/ schema/ beans"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
Xsi :schemalLocati on="htt p://ww. spri ngfranmework. org/ schena
/ beans
htt p://ww. spri ngframewor k. or g/ schena/ beans/ spri ng-
beans- 3. 2. xsd
htt p: // wwv. spri ngframewor k. or g/ schema/ security
http://ww. springfranmewor k. or g/ schema/ security/spring-
security-3.2.xsd">

<l-- Al ow access to these resources by anyone -->

<http pattern="/resources/favicon/favicon.ico" security="none"
/>

<http pattern="/resources/inmges/**" security="none"/>

<http auto-config="true" create-session="al ways">

<l-- Only "Adm n" users should be able to access the
adm n pages -->

<!-- You can change ROLE_ ADM N to match a different
role if you are using

an external authentication source, for exanple
AD or LDAP, and it uses
a different role for the users that you want to

have access the Admn U -->

<intercept-url pattern="/adm n.htm" access="
ROLE_ADM N'/ >

<intercept-url pattern="/adm n.htm access="
ROLE_ADM N'/ >

<l-- These are the pages where we want to know who
the user is, but they can be anonynous -->

<intercept-url pattern="/index.htm" access="
| S_AUTHENTI CATED ANONYMOUSLY"/ >

<intercept-url pattern="/index.htn access="
| S_AUTHENTI CATED_ ANONYMOUSLY"/ >

<intercept-url pattern="/login.*" access="
| S_AUTHENTI CATED ANONYMOUSLY"/ >
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<intercept-url pattern="/login/**" access="
| S_AUTHENTI CATED_ANONYMOUSLY"/ >
<intercept-url pattern="/**" access="
| S_AUTHENTI CATED_ANONYMOUSLY"/ >
<form | ogin | ogin-page="/login.htm" | ogin-processing-
url ="/security/j _spring_security check.do" authentication-success-
handl er-ref ="aut henti cati onSuccessHandl er"/ >
<l ogout | ogout-url="/security
[j_spring_security_logout.do"” |[|ogout-success-url="/index.htm" />
<l-- The default anonynbus usernane is
"anonynousUser", we change it here to "anonynous"
because that is what it was in ol der versions of
Weave, plus it | ooks nicer when it's displayed. -->
<l-- Also, we change the default roles fromjust
RCLE_ANONYMOUS, to anonynmous and ROLE_ANONYMOUS
because the ol der Weave ACL parser and it's
docunent ati on says that "anonynous" can be used as
a role for anonynmous users. Internally Wave now
uses ROLE_ANONYMOUS, but we want to make sure old

ACL's still work, so nake sure you al ways
i nclude at | east ROLE_ANONYMOUS - - >
<l-- |In sumary, without the following |ine an

anonynous user woul d be displayed as "anonynousUser"
and any ACL's that wants to check for an
anonynous user woul d have to use "ROLE_ANONYMOUS' -->
<anonynous user name="anonynous" granted-authority="
anonynous, ROLE_ANONYMOUS" / >
</ http>

<!-- This custom aut hentication success handler is used to
allow us to manual |y change the target page after a successful
aut hentication -->
<beans: bean i d="aut henti cati onSuccessHandl er" cl ass="org.
springframewor k. security.web. aut henti cati on.
Si mpl eUr | Aut henti cati onSuccessHandl er " >
<!-- This is the page we will redirect to if the user
goes straight to the Iogin page and logs in -->
<beans: property nane="defaul t Target U l" val ue="/i ndex.

htm "/ >

<l-- The reason we have this bean is so that we can
set the follow ng value -->

<I-- This allows us to manually set the target page

after performng authentication -->
<beans: property nane="target Ul Paraneter" val ue="
_spring_security redirect"/>
</ beans: bean>

<aut henti cati on- manager alias="authenti cati onManager" >
<aut henti cati on- provi der user-service-ref="
user Detai | sService"/ >
</ aut henti cati on- manager >

<user-service id="userDetail sService" properties="users.
properties"/>
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</ beans: beans>

SAML

Security Assertion Markup Language (SAML) is an open standard where you can use one set of credentials to log in to many different
websites.

As of Weave 2.6.5, SAML 2.0 is supported by Weave as a means of authenticating users.

SAML is the specification that outlines the steps required to perform the authentication but there are multiple different implementations of
SAML Identity Providers (IdP), Weave itself is a SAML Service Provider (SP), this includes:

Active Directory Federation Services (ADFS) - a Single Sign-On (SSO) solution created by Microsoft
Azure Active Directory (Azure AD) - a cloud based SSO solution provided by Microsoft

Keycloak - an open source identity and access management solution provided by Red Hat

Cognito - an AWS identity provider solution provided by Amazon

Okta - a cloud based SAML identity provider created by Okta, Inc.

Weave itself uses the Keycloak Java library, which is different from the Keycloak identity provider listed above but is provided by the same
team, for communicating with whichever SAML Ildentity Provider you wish to integrate with. This page documents how to configure Weave
so that it will use this Keycloak library to communicate with your chosen SAML IdP.

Cookies

The SAML authentication process relies upon the caller having a valid “session”, both for the authentication process itself and when sending
requests to the server after authentication (for requests that are required to be authenticated). Currently this session tracking requires the
use of browser cookies.

Reverse Proxy

If there is a reverse proxy used in front of the Weave server then additional configuration must be setup for Weave to tell it that there is a
reverse proxy. This should really be done for any Weave instance behind a reverse proxy but it is not required. However, if you're using
SAML authentication and the Weave server is behind a reverse proxy, then it is required that you perform this additional setup.

More information about setting up Weave when it's behind a reverse proxy can be found here.

Note that for SAML authentication to work the context path exposed by the reverse proxy must be the same as that exposed by Weave. i.e.
by default Weave is published at / weave but if you want to expose it as / maps normally you would have the reverse proxy expose / maps
and forward the request to the Weave server at / weave, but this won't work. You need to change the Weave server so that it also exposes
Weave at / maps, and to do this you should edit the ..\ weave\j etty_base\ webapps\ weave. xni file and change the cont ext Pat h
setting. Note that this also applies if you don’t want to use a context path for Weave and just expose it at/ , just set the cont ext Pat h value
to “/” in weave.xml in that case.

HTTPS

It is likely that the SAML Identity Provider you're trying to integrate with Weave will require that the callback request it makes to the Weave
server be made using a secure connection, meaning that the Weave server will have to be configured, and accessed by the user, via
HTTPS rather than plain HTTP.

Acegi, Spring Security, Container and SAML

With the addition of SAML support, Weave now provides four methods of authenticating users. These methods are:

® Acegi and Spring security which are configured using a single XML file, securi ty. xm (or acegi . xm and spring. xm in
Weave 2.6.5 or later).

® Container based security, which is the default if no configuration file is available for the other authentication mechanisms. This
method relies upon the underlying Web Application Server to perform the authentication.

® And now SAML which requires two configuration files, keycl oak. pr operti es, a Weave specific configuration file documented
here, and keycl oak- sam . xm , a Keycloak specific XML configuration file documented here.

Note that configuring an application to authenticate with a SAML IdP requires specialist knowledge about SAML and the specific Identity
Provider you're using. This page is not intended to be a tutorial on SAML.

Disable/Enable Security Providers

Since you can only utilize a single security provider for a given Weave instance, the security provider is normally determined by the
existence of its related configuration file, securi ty. xm (oracegi . xm and spri ng. xnl in 2.6.5+) for Acegi and Spring Security, keycl
oak. properties and keycl oak- sam . xm for SAML, or nothing for container security.

But in some situations you may need to disable one or more of the installed security providers. One way to do this would be to remove the
relevant com cohga. server. security. acegi ,com cohga. server. security.spring,com cohga. server.security.

cont ai ner or com cohga. server. security. keycl oak plugins from the ...\weave\platform\plugins\ directory. But if that is not
possible (for example if you're running Weave from a Docker image that includes all the plugins and a default configuration file) you can also
set a system property to disable one or more of the providers.
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Setting the system properties weave. acegi . security, weave. spri ng. security, weave. cont ai ner. security and/or weave.
keycl oak. security to f al se will disable the respective plugin from being used even if its configuration file(s) exist.

keycloak.properties

The keycl oak. properti es file is processed by Weave to determine some global settings required by Weave when authenticating
incoming requests, like the name of the keycl oak- sam . xm file if you don’t want to use the default name, or a list of URL's that do not
need to be authenticated.

al | owAnonynous=f al se

| ogRequest s=f al se

i ncl udePat hs=

excl udePat hs=

i ncl udeBef or eExcl ude=f al se

Above are the current default values (not the recommended values) for the properties available to be set via keycl oak. properti es.

¢ allowAnonymous

® By default, every user will have to login before they can access anything. By setting allowAnonymous to t r ue users can
access Weave, as an anonymous user, without having to login.
® |ogRequests
® Certain HTTP headers are utilised when performing the SAML authentication process but logging those headers continually
would pollute the Weave log with information that would be useless most of the time. So you can set logRequests to true
while trying to debug authentication issues.
® includePaths
® includePaths can be set to a comma-separated list of URL patterns that should always be forced to be authenticated via
SAML, even if allowAnonymous us set to true. Any request URL that matches one of the entries in includePaths will be
required to be authenticated before it is processed by the server, either before the request is made or by performing the
SAML authentication process as part of the request processing.
There’s no recommended value for the includePaths setting, but if you're doing something like setting up a Weave server
that's just used by other servers and not as a user-facing Weave instance, then it could be useful for locking down the
server in combination with excludePaths.
¢ excludePaths
® excludePaths can be set to a comma-separated list of URL patterns that should never be authenticated via SAML, even if
allowAnonymous is set to false. This is for things like server health check URL’s that need to be made available to monitor
the server and you don’t want/need to perform authentication before processing the request.
®* The recommended value for excludePaths is: / netri cs, / server/ pi ng, / server/ heal t hcheck, / server/ heal t h.
do./server/ng. do
® includeBeforeExclude
® Normally Weave checks the excludePaths list before the includePaths list to determine if a given request should be forced
to be authenticated or forced to not be authenticated. You can reverse this check so that includePaths is checked first then
excludePaths by setting includeBeforeExclude to true.
® This setting is provided because both includePaths and excludePaths can include wildcards and you may wish to include a
more permissive value in one list whilst including a more specific value(s) in the other list. By providing this setting, you can
determine which list it is easier make permissive and which one to make more specific.
® roleFilter.*
® You can add a number of roleFilter entries to ensure that a user has a particular roles before they can access the given url.
Any suffix can be used for the filter name, and the values are applied in alphabetical order based on the filter name (not the
order listed)
The value for each filter should contain a URL path to match followed by an equals sign followed by a comma-separated list
of roles that the user must have at least one of before they can access the given path
® This should be done for at least the Admin Ul (replacing ROLE_ADMIN with the role that admin users will have)
® This is only available with version 12.0.4 or later of the Keycloak security plugin
® userProperties
® The path to a user properties file that can be used to replace the roles assigned to users
® |f the user is listed in this file then the roles assigned in this file will completely replace those provide by the SAML server,
that is, there is currently no way to assign additional roles, or remove individual roles from those provided by the SAML
server.
® The file should contain a single line for each user in the format:
® username@domain.name=rolel,role2,...,roleN
® Note that that is assuming that the usernames returned from the SAML server contain a domain, e.g. @domain.name in the
above example, if the SAML server isn't returning the domain in the username then it does not need to be included in the
user properties file.
® If one of the roles, or the only role, listed for the user is “disabled” then the user will be provided with no roles, this can be
used to override what's in the SAML server and disable access for the user
® userPropertiesHasPassword
® |f the user properties file specified by the userProperties setting has been copied from an existing users.properties file then
file will likely contain passwords that aren’t used by Keycloak and should be ignored as a “role” assigned to the user when
reading the file. So if this property is set to “true” then it indicates that the Keycloak user properties file does contain a
password and the password should be ignored, but if this property either isn’t set or is set to anything other than “true” then
it indicates that the Keycloak user properties file does not contain a password
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® userPropertiesHasDomain

® This flag indicates that the usernames stored in the Keycloak user properties file contain a domain for the user, i.e. the user
is listed as “user@example.com=..."” rather than just “user=...".

® Most times the username returned from the SAML server will contain the domain and the Keycloak user properties file
should be setup so that each user entry also contains a domain, this setting is primarily intended to make it easy to migrate
an existing users.properties file, and can likely be ignored if you're creating a new Keycloak user properties file from
scratch, in which case you'd include the full username, including the domain, in the file

® |f this property is set to “true” or not set at all then it's assumed that the Keycloak user properties file contains the domain
for a user, if this property is set to “false” then it's assumed that the Keycloak user properties file does not contain a domain
for the user, which may be the case if the file is copied from an existing users.properties file.

® This may be required to be explicitly set to false if you're copying an existing users.properties file that doesn’t contain a
domain but the SAML server is returning usernames that do contain a domain. Note that this assumes that the user names
listed in the file (without a domain) are unigue, which may not be the case, in which case the file should be updated to
include the domain for each user and this property not be set (or set to true).

The following would be a recommended keycl oak. pr operti es file (if anonymous user access is also required)

al | owAnonynous=t r ue

excl udePat hs=/ netrics,\
[ server/ ping,\

/ server/ heal t hcheck, \

/ server/ heal t h. do, \

/ server/ng. do

roleFilter.1=/adm n. *=ROLE_ADM N
rol eFilter.2=/adm n/**=ROLE_ADM N

) Note: The role of ROLE_ADM N above is an example only. Replace it with the role which should be granted access to the Admin UI.

keycloak-saml.xml

keycl oak-sam . xm is the Keycloak specific XML configuration file documented here. The settings you need to specify in that file will be
determined by the identity provider you're using and will likely require assistance from someone familiar with that particular identity provider
but is something that Cohga can provide assistance with.

One thing to note from the documentation linked above is that when it refers to external files, for example, a Java keystore containing
certificates required to protect/verify communications with the SAML server, it's assuming that those files are embedded within a “web
application” and references those files relative to a WEB- | NF directory. However for Weave, those files are located adjacent to the keyst or e
. properti es file so do not require that the files are referenced relative to a WEB- | NF directory.

Note that a number of values in the keycl oak- sam . xm that reference external files, mostly related to various certificate and private keys,
can instead be directly embedded in the file, as base64 encoded strings. This can make maintenance of the file easier by limiting the
number of files that need to be tracked. For example Key St or e\ Pri vat eKey vs Pri vat eKeyPem

Some additional notes about keycloak-saml.xml settings
Some settings in keycl oak- san . xm will have an effect on Weave if not set correctly.

® autodetectBearerOnly
® This must be setto t r ue. If set to true it will allow the Weave client, and any other “client” that uses the Weave REST API,
to determine that a request sent to the server requires authentication before it will be processed. If the value is not set to
true then a request that requires authentication would likely be redirected to a HTML page to start the authentication
process, which is not what you want when using a REST API.

SAML - Azure AD sample

The following is an example keycl oak- sam . xmi file for integrating Weave with Azure AD.

Note that there are some values in this file that will need be replaced with values from your setup and will need to be extracted from Azure.
The SP enti tyl Dattribute (APPLI CATI ON_I D_FROM _AZURE in the example below) taken from the Application (client) ID and the Directory
(tenant) ID (DI RECTORY_| D_FROM_AZURE in the example below) for the various Azure URL endpoints.

When configuring the application authentication in Azure the redirect URL (back to Weave) should be to https://host.domain/weave/saml
(assuming the default application context is still /weave, and Weave is exposed on port 80)

Note, this example does not perform any verification of the information exchanged between the Azure AD identity provider and Weave,
which is not recommended. You can find a more complete example that does use certificates at Keycloak - Securing Applications and
Services Guide.
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<keycl oak-sanl - adapt er xm ns="urn: keycl oak: sam : adapter"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocat i on="urn: keycl oak: sani : adapt er

htt ps://ww. keycl oak. or g/ schena/ keycl oak_sam _adapter_1_ 10. xsd">

<SP entityl D="spn: APPLI CATI ON_| D_FROM AZURE"
ssl Pol i cy="EXTERNAL"
nanel DPol i cyFor nat =" ur n: oasi s: nanes:tc: SAM.: 1. 1:
nanei d- f or mat : unspeci fi ed"
| ogout Page="htt p://ww. cohga. conf "
forceAut hentication="fal se"
i sPassi ve="fal se"
tur nOf f ChangeSessi onl dOnLogi n="f al se"
aut odet ect Bearer Onl y="true" >

<l-- This sets up the attribute returned by Azure AD
to use as the usernane -->

<Pri nci pal NanmreMappi ng pol i cy="FROM ATTRI BUTE"
attribute="http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/clains
[ emai | address" />

<l-- This sets up the attribute returned by Azure AD
to determne the roles the user has -->

<l-- these rol es shoud be referenced in your Wave
ACL configurations -->

<Rol el dentifiers>

<Attribute nane="http://schemas. nicrosoft.com

/ws/ 2008/ 06/identity/clains/role"/>

</ Rol el denti fiers>

<IDP entityl D="idp"

si gnat uresRequi red="f al se">

<Si ngl eSi gnOnSer vi ce request Bi ndi ng="POST"
bi ndi ngUr | ="https://1 ogin.

nm crosoftonli ne. com DI RECTORY_|I D_FROM AZURE/ sam 2"

si gnRequest ="f al se"
val i dat eAsserti onSi gnat ure="fal se"
val i dat eResponseSi gnat ure="f al se"/>

<Si ngl eLogout Ser vi ce

request Bi ndi ng="POST"

responseBi ndi ng="POST"

post Bi ndi ngUrl ="https://1 ogin.
m crosoftonline. con’ DI RECTORY | D FROM AZURE/ sani 2"

redi rect Bi ndi ngUrl ="https://I ogin.
m crosoftonli ne. com DI RECTORY_I D_FROM AZURE/ sam 2"

si gnRequest ="f al se"

si gnResponse="f al se"/ >

</ | DP>
</ SP>

</ keycl oak- sanm - adapt er >
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Home > Default Directory

Default Directory | App registrations = - X

Azure Active Directary

« -+ New registration @ Endpoints &9 Troubleshooting O Refresh & Download [#= Preview features ,Q? Got feedback?

O Overview

All applications Owned applications  Deleted applications Applications from personal account
Preview features -

X Diagnose and solve problems O Start typing a display name to filter these results Application (client) ID startswith > 75 Add filters

Manage
2 applications found

& Users Display name * Application (client) ID Created on 1) Certificates & secrets

2 Groups W weave o7-465d-9b21-793201c6... 11/15/2018 -

8l External Identities m Weave Demo 5-4e71-97c3-10af13e67... 1/4/2021 -

& Roles and administrators

=

A Administrative units
£ Enterprise applications
8 Devices

& App registrations

Home > Default Directory >

Eii Weave Demo = - X

|}’J Search (Ctrl+/) | « E[ Delete @ Endpoints  [#2] Preview features

I® Overview
#~ Essentials

&3 Quickstart
Display name Client credentials
# Integration assistant Weave Demo Add a certificate or secret
Application (client) 1D Redirect URIs
Manage 5-4e71-97¢3-10af13e67954 1 web, 0 spa, 0 public client
B Branding Object 1D Application ID URI
le-41b2-a2fe-fefd97bb7c70 Add an Application ID URI
-3 Authentication . L
Directory (tenant) ID Managed application in local directory
Certificates & secrets bb-489a-b40c-49fbcleaTc2b Weave Dema

Supperted account types

Il Token configuration My organization only

-2 AP permissions

Home > Default Directory > Weave Demo

_:,) Weave Demo | Authentication » - X
|,D Search (Ctrl+/) | « E Save < Discard ,Qj Got feedback?
i Overview

Platform configurations
& Quickstart
Depending on the platform or device this application is targeting, additional configuration may be required such as

" ) .
#" Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform

Manage -+ Add a platform

B Branding

3 Authentication ~ Web Quickstart  Docs ! ]E
Certificates & secrets Redirect URIs

Il Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI

you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their restrictions !
-2~ API permissions

@ Expose an API https://demo.cohga.com/weave/saml ]E[
B App roles Add URI
A& Owners

Clients

Client configurations, aliases and URLs

When you configure a client by creating a <cl i ent : conf i g> section in a config.xml file you're actually creating a unique URL that the user
can access that particular client from.

For example if you create a client config with the id of 'main'

Basic client configuration
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<client:config id="nmin">

<title>My Super Cient</title>

<l-- other config content goes here -->
</client:config>

The the users will be able to access the client using / weave/ nai n. ht ni .
Similarly if you create a client config with the id ‘test' or ‘external’ then direct URL would be / weave/ t est. ht Ml and / weave/ ext ernal .
ht M respectively.

) The extensions . ht M and . ht mcan both be used to access the clients.

index.html and the default client

i ndex. ht m is a special page that's handled by Weave differently. For a start this is the page that will be displayed if they don't specify a
client directly, that is, / weave/ will in fact display the equivalent content of / weave/ i ndex. ht m .

Furthermore index.html does some additional processing depending upon who the user is and how many clients configurations you've
created.

Ignoring security for a moment, assuming everyone has access to everything, if you only have a single client configured then i ndex. ht m
will just forward the user to that one client, e.g. / weave/ will forward to / weave/ i ndex. ht m , then / weave/ i ndex. ht m will forward to /
weave/ mai n. ht M (assuming the only client you have configured has the id of 'main’).

If however you have multiple clients configured then if the user accesses i ndex. ht m , either directly or indirectly, then the user is
presented with a page containing a list of the clients that are available, and they must choose a specific client that they want to access
before the client proper will be loaded.

5 e
m We dave

55, Tikal WML il Bamrty Lot

You can disable the display of a specific client in this list by setting publ i sh to false in the client config.

Hiding a client configuration

<client:config id="test">

<publ i sh>f al se</ publ i sh>

<title>My Test Client</title>

<l-- other config content goes here -->
</client:config>

Note that if this results in there only being a single published client available then the user will again be automatically redirected to that client.

You can also completely disable a client configuration by setting enabl e to false.
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Disabling a client configuration

<client:config id="test">

<enabl e>f al se</ enabl e>

<title>My Test Client</title>

<l-- other config content goes here -->
</client:config>

This is would be the equivalent of completely removing the client configuration from the config.xml file, and is useful for quickly removing
access to a client without having to remove it from the .xml file.

Access control and index.html

Bringing security back into the picture alters the landscape slightly. Specifically in the situation where a client config has an ACL attached to
it and the user does not pass the ACL check, then the user will not have access to that client config.

This could mean that the user is reduced to a single client config (assuming there is one other client config wither with an ACL that the user
passes or it doesn't have an ACL at all) in which case they'll be directed to that config in the same way as they would if there were only one
client config.

Or, if they have more than one client config accessible, after the ACL checks, then they'll again be presented with the page listing all
available client, but the page will only display those clients that the user has access to (and that are published and enabled).

Finally, if they have no client configs accessible then they'll be directed to a login page.

Client config only available to users that pass the 'admin' acl

<client:config id="test">

<acl >adm n</ acl >

<title>My Test Client</title>

<l-- other config content goes here -->
</client:config>

Just because a client config has an ACL attached to it does not mean that a user will not be able to access that client config, either if
they're logged on or not, since the ACL may specify that 'anonymous' users are acceptable.

In addition to displaying the list of available client the list page also includes a button that allows the user to login (this button will allow the
user to logout if they're already logged in). This button will direct the user to the | ogi n. ht m page, this is the same login page that the user
would be directed to if they did not have access to any client configurations because of ACL's.

Please login

Usemame |
Password
Remember
me?
Laogin

This page provides the user with an opportunity to login top gain access to the system if all clients are locked down and the user has not
already been authenticated (for example by using NTLM authentication which generally occurs before the i ndex. ht m page is displayed).
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Advanced access control with security.xml

Restricting anonymous access

There are two ways to restrict access to Weave so that a user has to be authenticated before they can access the system (well three if you
count automatic login mechanisms like NTLM) the first is to use the information above and set an ACL for each client config that disallows

access to anonymous users

Restricting access to unauthenticated users

<acl :acl id="authenticated">
<entry type="deny">anonynmous</entry>
<entry type="allow >*</entry>

</ acl : acl >

<client:config id="nain">

<acl >aut hent i cat ed</ acl >

<title>My Super Cient</title>

<l-- other config content goes here -->
</client:config>

<client:config id="test">

<acl >aut hent i cat ed</ acl >

<title>My Test Cient</title>

<l-- other config content goes here -->
</client:config>

The other method is to use securi ty. xnl to ensure that the user is authenticated before they can even access the system.

This is done using the Fi | t er Securityl nterceptor insecurity. xm . By default the Fi | t er Securi tyl nt er cept or supplied with
Weave is configured to ensure that each user is at least an anonymous user, this is the lowest level of authentication and basically ensures
that we at least have a user object to work with. Changing the obj ect Def i ni ti onSour ce inthe Fi | t er Securityl nterceptor froml S
_AUTHENTI CATED_ANONYMOUSLY to | S_AUTHENTI CATED_FULLY you cane ensure that the user is forced to authenticate (either via the
login page or using non-interactive methods if they're setup) before they can get any further into the system.

Default authentication level in security.xml

<property nanme="object DefinitionSource">
<val ue>
CONVERT_URL_TO LOWERCASE BEFORE_COVPARI SON
PATTERN _TYPE_APACHE_ANT
[ **=1'S_AUTHENTI CATED ANONYMOUSLY
</ val ue>
</ property>

This section can even be extended to provide different levels of default authentication for different client configurations, for example to
ensure the user logs in to access mai n. ht m but allow anonymous access to everything else (this doesn't mean an anonymous user can
access every other client config, just that that decision will be handled by the ACL's and not by securi ty. xnm ) you could do the following.

Specific client access in security.xml
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<property nanme="object DefinitionSource">
<val ue>
CONVERT_URL_TO LOWERCASE BEFORE_COVPARI SON
PATTERN _TYPE_APACHE ANT
/[ mai n. ht M =I S_AUTHENTI CATED_FULLY
[**=] S_AUTHENTI CATED_ANONYMOUSLY
</ val ue>
</ property>

Client access with roles in security.xml

In addition to | S_AUTHENTI CATED_FULLY and | S_AUTHENTI CATED_ANONYMOUSLY you can also include roles that the user must have
before they can access a given client configuration.

Role based access via security.xml

<property nanme="obj ectDefinitionSource">
<val ue>
CONVERT_URL_TO LOWERCASE BEFORE_COVPARI SON
PATTERN_TYPE_APACHE_ANT
[ ext ernal . ht M =ROLE_EXTERNAL
/[ mai n. ht M =1 S_AUTHENTI CATED_FULLY
[**=1'S_AUTHENTI CATED ANONYMOUSLY
</ val ue>
</ property>

Here it's assumed that when logging in the authenticated user will be granted the role ROLE_EXTERNAL, which would then allow them to
access the / weave/ ext ernal . ht M URL.

Note that the equivalent can be done in using ACL's attached to a client configuration.

Role based access via acl

<acl :acl id="external ">
<entry type="all ow' >ROLE_EXTERNAL</ ent ry>
<entry type="deny">*</entry>

</ acl : acl >

<client:config id="external ">

<acl >ext er nal </ acl >

<title>My External Cient</title>

<l-- other config content goes here -->
</client:config>

There's one difference between using these above two methods that restrict access to a client configuration (assuming that in the security
. xm version the client config doesn't also have an ACL attached, if it did then they're exactly the same), and that's when it comes to the

display of the client list page.
The security. xm version will display the external client as being available to the user (because it doesn't have an ACL attached,

Page 54



Copyright © 2022, Cohga Pty Ltd.

meaning that the user won't fail to to pass the ACL checks for that particular client) but when the user attempts to open the page they'll either
be asked to login, if they're an anonymous user or be denied access if they're not.

So this generally means that the ACL methods is more user friendly in an environment where the most of the authentication is being handled
by Weave, whereas the securi ty. xm methods can be more useful in environments where security is also being handled elsewhere and
they user is never intended to see the listing page.

Filter chains

In addition to the Fi | t er Securi tyl nt er cept or obj ect Defi ni ti onSour ce there's another location where the client URL can play a
part in authentication in securi ty. xm , and that's in the Fi | t er Chai nPr oxy.

The filter chain proxy determines what steps will be taken when an browser request passes through the security system.

By default Weave is configured with two different filter chains, one for requests from the JavaScript code in the client and one for every other
request. This is primarily done for error handling, where we want any errors to be presented to the user using a nice HTML page, but error in
response to requests made by the JavaScript code should be in a format that it can interpret.

Default security filters

<bean id="filterChai nProxy" class="org.acegisecurity.util.
Fi | t er Chai nProxy" >
<property nanme="filterlnvocationDefinitionSource">
<val ue>
CONVERT_URL_TO LOWERCASE BEFORE_COVMPARI SON
PATTERN_TYPE_APACHE_ANT
/server/**=htt pSessi onContextlntegrationFilter,
aut henti cati onProcessi ngFilter,
securi t yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi | t er,
anonynousProcessi ngFil ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor
/**=ht t pSessi onCont extl ntegrationFilter,logoutFilter,
aut henti cati onProcessi ngFilter,
securityCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynousProcessi ngFil ter, excepti onTransl ati onFilter,
filterlnvocati onl nterceptor
</val ue>
</ property>
</ bean>

Here we can see the default filter chains, with the / ser ver / * handling requests from the JavaScript code, and the / * chain handling
everything else.

This list can be supplemented to perform different actions depending upon what filters a request should be processed by based on the URL
of the request, and in this case we're talking about client configuration access URL's, so we can adjust the list to include a different filter
chain for a different client

Default security filters

<bean id="filterChai nProxy" class="org.acegi security.util.
Fi | t er Chai nPr oxy" >
<property nanme="filterlnvocationDefinitionSource">
<val ue>
CONVERT_URL_TO_LOWNERCASE_BEFORE_COVMPARI SON
PATTERN_TYPE_APACHE_ANT
/ server/**=htt pSessi onCont ext |l ntegrationFilter,
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aut henti cati onProcessingFilter,
securi t yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi | t er,
anonynmousPr ocessi ngFi | ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor

/internal.htm =htt pSessi onCont ext|ntegrationFilter,
nt| mProcessi ngFi |l ter, aut henti cati onProcessingFilter,
securityCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynmousProcessi ngFil ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor

/**=htt pSessi onContextlntegrationFilter,|ogoutFilter,
aut henti cati onProcessingFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, remenber MePr ocessi ngFi |l ter,
anonynousProcessi ngFil ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor

</ val ue>
</ property>

</ bean>

Here we've added the nt | mPr ocessi ngFi | t er to the filter chain for any requests to access / weave/ i nternal . ht ni .

Additional filter chains can be added for other client configurations.
Windows Security

Windows Authentication

Implementing Windows security generally involves two processes, determining who the user is using their Windows userid then using
information in Active Directory to determine what roles a user has.

The first process can be implemented independently of the second, that is a user can be identified by their Windows userid but their roles
can be read from a database or the user.properties file rather than from Active Directory.

) The authentication of the Windows user information if performed using the SMB protocol.
Access to the role information in Active Directory is performed using the LDAP protocol.

The configuration for Windows and Active Directory authentication is done via the securi ty. xm file as all the authentication is.

First up we'll look at how to provide the user with access to the system without having to enter a username/password via Windows integrated
authentication. Then we'll look at extending this to also obtain the access levels for the users from the domain.

The latest windows authentication bundle is downloadable here

Debugging
You may want to turn on the logging of the security processing during the setting up of the authentication, since it'd disabled by default.

To do this ensure that the following two lines appear in | oggi ng. properti es and any others referencing security are removed (in case
they reduce the logging)

Enable security process logging

| og4j . |1 ogger. org. acegi securit y=DEBUG
| og4j . | ogger. com cohga. server. securit y=DEBUG

Then when someone is logging in the log file will show the progress and what roles they were granted, which should help you to understand
what role names must be used in the access control lists

Integrated Authentication

Page 56


https://cohgawiki.atlassian.net/wiki/download/attachments/3248725/org.acegisecurity.ntlm_1.4.4.jar?version=1&modificationDate=1352427045850&cacheVersion=1&api=v2

Copyright © 2022, Cohga Pty Ltd.

To implement Windows integrated authentication and allow internal users to login to Weave automatically using their Windows userid
involves editing the securi ty. xm file to replace the default login form with handling from the NTLM processor.

Looking at the default securi ty. xm file it contains the following near the top:

Default request filter chain

<bean id="filterChai nProxy" class="org.acegisecurity.util.
Fi | t er Chai nPr oxy" >
<property nane="filterlnvocationDefinitionSource">
<val ue>

CONVERT_URL_TO_LOWERCASE BEFORE_COVPARI SON

PATTERN_TYPE_APACHE_ANT

/ server
[ **=htt pSessi onCont extl ntegrationFilter,
aut henti cati onProcessi ngFilter,
securit yCont ext Hol der Awar eRequest Fi |l t er, r emenber MePr ocessi ngFi |l ter,
anonymousPr ocessi ngFi |l ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor

[ **=htt pSessi onContextlntegrationFilter,logoutFilter,
aut henti cati onProcessi ngFilter,
securityCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynmousPr ocessi ngFi | ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor
</val ue>
</ property>
</ bean>

What this section does is to determine which filters are applied to any incoming requests, passing everything that matched / ser ver/ **
through the first list, and everything else through the second.

What we want to do to enable Windows authentication is add an additional filter to perform the NTLM authentication steps when required.

That should be the final new section we need to add, since the sections that it references should already exist. So all that remains is to add
the first section we added to the list of filters:

Adding NTLM filter to request filter chain

<bean id="filterChai nProxy" class="org.acegi security.util.
Fi | t er Chai nPr oxy" >
<property nane="filterlnvocationDefinitionSource">
<val ue>

CONVERT_URL_TO _LOWERCASE BEFORE_COVPARI SON

PATTERN_TYPE_APACHE_ANT

/ server
[**=htt pSessi onContextlntegrationFilter,ntl nProcessingFilter,
aut henti cati onProcessi ngFilter,
securit yCont ext Hol der Awar eRequest Fi |l t er, remenber MePr ocessi ngFi |l ter,
anonymousPr ocessi ngFi |l ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor
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[ **=htt pSessi onContextlntegrationFilter,ntl nProcessingFilter,
| ogout Fi l ter, aut henticati onProcessingFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, remenber MePr ocessi ngFi |l ter,
anonynousProcessi ngFil ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor
</ val ue>
</ property>
</ bean>

Here we've added the nt | mPr ocessi ngFi | t er to the list of filters that will be applied to the incoming requests.
Now we need to create the nt | nPr ocessi ngFi | t er filter and configure it to use the local domain.

To do this we add a new section to the securi ty. xm file to define a new Nt | nPr ocessi ngFi | ter

The root NTLM filter definition

<bean i d="ntl nProcessingFilter" class="org.acegi security.ui.
ntlm Nt | nProcessingFilter">

<property nane="def aul t Domai n" ><val ue>DOMAI NNAVE<
[ val ue></ property>

<property nanme="donai nControl |l er"><val ue>172. 16. 0. 30<
[ val ue></ property>

<property name="aut henti cati onEntryPoint" ref="
nt| mentryPoi nt"/ >

<property name="aut henti cati onManager" ref="
nt | mAut henti cat i onManager "/ >
</ bean>

The two values in there DOVAI NNAMVE and 172. 16. 0. 30 need to be replaced with values that are appropriate for your environment.

This is the filter that we added to the filter list, now we need to create two more sections that this filter references, the nt | nEnt r yPoi nt and
the nt | mAut hent i cat i onManager .

The nt | mEnt r yPoi nt takes care of the communication for the server to obtain the Windows userid from the browser.
The nt| mAut henti cati onManager then sends that information through a list of Aut hent i cati onPr ovi der s to validate that it's correct.

NTLM entry point for obtaining the user information from browser

<bean id="ntl mEntryPoi nt" class="org.acegi security.ui.ntlm
Nt | mPr ocessingFilterEntryPoint"/>

NTLM authentication manager for verifying the user information from browser

<bean id="ntl| mAut henti cati onManager" cl ass="org. acegi security.
provi ders. Provi der Manager " >

<property nane="providers">
<list>
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<ref | ocal ="snbAut henti cati onProvider"
/>
<bean cl ass="org. acegi security.
provi ders. anonynous. AnonynousAut henti cati onProvi der" >
<property nanme="key" val ue="
changeThi s"/ >
</ bean>
<bean cl ass="org. acegi security.
provi ders. renmenber me. Renenber MeAut hent i cat i onProvi der">
<property nanme="key" val ue="
changeThi s"/ >
</ bean>
</list>
</ property>
</ bean>

The nt | mEnt r yPoi nt does not require any configuration, but we can see that the nt | mAut hent i cat i onManager references yet
another item that we need to add, the snmbAut hent i cati onManager .

The smbAut hent i cati onManager provides authentication via the SMB protocol of the authentication information extracted by the Nt | nPPr
ocessingFilter.

The AnonynousAut henti cat i onProvi der and Renenber MeAut hent i cati onPr ovi der ensure that anonymous users can
connect and users that have indicated that they want to be remembered (if the login form is used) can be logged in from the cookie
that was previously set. If neither of these things are applicable then it's possible to remove these 2 authentication providers and rely
on the snbAut hent i cat i onProvi der.

Setting up the snbAut hent i cati onProvi der is just a matter of configuring the SmbNt | mAut hent i cati onProvi der with the aut hori
zat i onProvi der provider to be used.

A SMB NTLM aware authentication provider

<bean i d="snbAut henti cati onProvider" class="org. acegi security.
provi ders. snb. SmbNt | mAut henti cati onProvi der" >
<property nanme="aut hori zati onProvi der">
<ref | ocal ="nul | DacAut henti cati onProvi der"/>
</ property>
</ bean>

In this case we're referencing yet another item, the nul | DaoAut hent i cat i onPr ovi der authentication provider.

The nul | DaoAut hent i cati onPr ovi der is a simple authentication provider that uses a separate User Det ai | sSer vi ce to retrieve the
information about what roles a user has, and if you're using the default securi ty. xm file for this that will be the user s. properti es file.
Alternatively the User Det ai | sSer vi ce could be accessing a database to retrieve the users roles, and later we'll be looking at changing
this to use Active Directory (via LDAP) to determine the users roles.

A SMB simple password authenticator

<bean i d="nul | DaoAut henti cati onProvi der" cl ass="org.
acegi security. provi ders. snb. Nul | Passwor dDaoAut henti cati onPr ovi der ">
<property name="userDetail sService" ref="
user Det ai | sService"/ >
<property name="user Cache" >
<bean cl ass="org. acegi security. providers. dao.
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cache. EnCacheBasedUser Cache" >
<property nanme="cache">
<bean cl ass="org.
spri ngframewor k. cache. ehcache. EhCacheFact or yBean" >
<property name="
cacheManager" >
<bean cl ass="
org. spri ngfranmewor k. cache. ehcache. EnCacheManager Fact or yBean"/ >
</ property>
<property name="
cacheNanme" val ue="user Cache"/ >
</ bean>
</ property>
</ bean>
</ property>
</ bean>

If you're starting with the default security. xm file that should be the final new section we need to add, since the user Det ai | sServi ce
that it references should already exist. And you could restart the server and assuming that the user s. pr oper ti es file has an entry for
each user they should be able to log in without having to enter a username/password.

Customising the the SMB authentication process

Depending upon the version of active directory you're running you may need to specify a username/password for the nt | nPr ocessi ngFi |
t er, so if you find authentication errors in the weave.log file after enabling integrated authentication then change the nt | nPr ocessi ngFi |
t er to the following and set the appropriate username/password.

Setting username/password for domain access

<bean id="ntl nProcessingFilter" class="org.acegi security.ui.

ntlm Nt | nmProcessingFilter">

<property nane="def aul t Domai n" ><val ue>DOVAI NNAVE<
[ val ue></ property>

<property nanme="domai nControl | er"><val ue>172. 16. 0. 30<
[ val ue></ property>

<property nanme="aut henticati onEntryPoint" ref="
nt| mentryPoint"/>

<property name="aut henti cati onManager" ref="
nt | mut henti cati onManager "/ >

<property name = "JC fsProperties">
<map>

<entry key="jcifs.snb.client.usernane"

>
<val ue>user nane</ val ue>

</entry>

<entry key="jcifs.snb.client.password"
>

<val ue>passwor d</ val ue>
</entry>
</ map>
</ property>
</ bean>
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Additional properties that can effect the SMB authentication process can be found here.
Selectively applying NTLM authentication

You can specify what IP addresses you want NTLM authentication to apply to, or not apply to, allowing you to support NTLM authentication
for internal users and bypass it for external ones, for example (this prevents external users from being presented with a username/password
dialogue box that they will probably not have valid values for).

To do this you need to replace the ntlmProcessingFilter, rather than using the or g. acegi security. ui.ntl m Nt| nProcessi ngFil ter
class you should use the or g. acegi security.ui.ntlm|PFi|teredNt| nProcessingFilter, this implementation of the Nt | nPr oce
ssi ngFi | t er can then be provided with additional configuration items specifying which IP addresses should/shouldn't be provided with the
option to authenticate using NTLM.

All the previous configuration items still apply, and should still be set, for the | PFi | t er edNt | nPr ocessi ngFi | t er. This new
version just provides additional configuration options.

The new configuration items that the | PFi | t er edNt | nPr ocessi ngFi | t er provides are excl udedl pAddr esses and i ncl udedl pAddr
esses, and are set as a list of IP addresses or address ranges.

Selectively applying NTLM authentication

<bean id="ntl nProcessingFilter" class="org.acegi security.ui.
ntlmlPFilteredNt | nProcessingFilter">
<property nanme="def aul t Domai n" ><val ue>DOVAI NNAVE<
[ val ue></ property>
<property nanme="donmai nControl |l er"><val ue>172. 16. 0. 30<
[ val ue></ property>
<property nane="aut henti cati onEntryPoint" ref="
ntl neEntryPoi nt"/>
<property nane="aut henti cati onManager" ref="
nt | mut henti cati onManager"/ >
<property nanme="excl udedl pAddr esses" >
<list>
<val ue>192. 168. 2. 0/ 24</ val ue>
<val ue>138. 19. 19. 50</ val ue>
</list>
</ property>
<property nanme="i ncl udedl pAddr esses" >
<list>
<val ue>172. 16. 0. 0/ 16</ val ue>
</list>
</ property>
</ bean>

You don't need to provide both excl udedl pAddr esses and i ncl udedl pAddr esses, in fact it's more than likely that you'll only want to
provide one, either listing those addresses that should be NTLM authenticated, and everyone else isn't, or listing those addresses that
should not be NTLM authenticated and everyone else should. But, if you do provide both then the exclude list is checked first. Also, if the
include list is set then the IP address must appear in the list for NTLM authentication to be attempted.

) The IPFilteredNtimProcessingFilter class is provided in version 1.0.7 or later of the or g. acegi securi ty. nt | mbundle

As of version 1.3.4 of the org.acegisecurity.ntim bundle there's an additional property that can be set for the | PFi | t er edNt | mPr ocessi ng
Fi | t er, and that's def aul t Rol e, which when set will add the role (exactly as it appears in the security.xml file) to the list of roles the user
has. This allows you to utilise multiple Active Directory domain to authenticate user and provide access control based on what domain the
user was authenticated against.

Note: If you're using LDAP to provide the users roles then it's also possible to set a def aul t Rol e in the LDAP populator.
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Using multiple domain for authentication

<bean i d="ntl nProcessingFilterlnternal"” class="org.
acegisecurity.ui.ntImIPFilteredNt| nmProcessingFilter">
<property nane="def aul t Donai n" ><val ue>l NTERNAL<
/ val ue></ property>
<property nanme="donai nControl |l er"><val ue>172. 16. 0. 30<
[ val ue></ property>
<property name="aut henti cati onEntryPoint" ref="
nt| ment ryPoi nt"/ >
<property name="aut henti cati onManager" ref="
nt | mAut henti cat i onManager "/ >
<property nanme="i ncl udedl pAddr esses" >
<list>
<val ue>172. 16. 0. 0/ 16</ val ue>
</list>
</ property>
<property nane="def aul t Rol e"><val ue>ROLE_| NTERNAL<
[ val ue></ property>
</ bean>

<bean id="ntl| nProcessingFilterExternal" class="org.
acegisecurity.ui.ntImIPFilteredNt| nProcessingFilter">
<property nanme="def aul t Domai n" ><val ue>EXTERNAL<
[ val ue></ property>
<property nanme="donmai nControl |l er"><val ue>201. 20. 109. 76
</ val ue></ property>
<property nanme="aut henti cati onEntryPoint" ref="
nt| nEntryPoint"/>
<property nanme="aut henti cati onManager" ref="
nt | mut henti cati onManager"/ >
<property nanme="incl udedl pAddr esses" >
<list>
<val ue>201. 20. 0. 0/ 16</ val ue>
</list>
</ property>
<property nane="def aul t Rol " ><val ue>ROLE_EXTERNAL<
/ val ue></ property>
</ bean>

Not that to enable this both filters need to be added to the filter chain:

Adding NTLM filter to request filter chain

<bean id="filterChai nProxy" class="org.acegisecurity.util.
Fi | t er Chai nProxy" >
<property nane="filterlnvocationDefinitionSource">
<val ue>

CONVERT_URL_TO_LOWERCASE_BEFORE_COVPARI SON
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PATTERN_TYPE_APACHE_ANT
/ server
/**=htt pSessi onContextlntegrationFilter,ntl nProcessingFilterl
nt| nProcessi ngFi |l ter2, aut henti cati onProcessingFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,

anonynmousProcessi ngFil ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor

[ **=htt pSessi onContextlntegrationFilter,ntl nmProcessingFilterl,
ntl nProcessingFilter2,logoutFilter,authenticati onProcessingFilter,
securit yCont ext Hol der Awar eRequest Fi |l t er, r emenber MePr ocessi ngFi |l ter,
anonynousProcessi ngFil ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor
</val ue>
</ property>
</ bean>

Active Directory Groups

Information about what active directory groups a user belongs to can be used to provide role information to Weave for the users that are
authenticated using Windows integrated authentication, removing the need to utilise the user s. properti es file.

This information is obtained from an AD domain controller using the LDAP protocol.

#} When setting up the LDAP integration it's recommended that the JXplorer tool be used to test the settings, because the JXplorer

uses the LDAP server in the same way as Weave but provides an interactive method for verifying the settings.
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To enable LDAP as a source of authentication information the nt | mAut hent i cat i onManager we created earlier needs to be altered to
use an LdapAut henti cati onProvi der rather than the SnbAut hent i cati onPr ovi der.

So we fist need to change the nt | mAut hent i cati onManager to

Enabling LDAP support for authenticating users

<bean id="ntl| mAut henti cati onManager" cl ass="org. acegi security.
provi ders. Provi der Manager " >

<property name="providers">
<list>

<ref local ="
| dapAut henti cati onProvi der"/>
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<bean cl ass="org. acegi security.
provi ders. anonynous. AnonynousAut henti cati onProvi der ">
<property nane="key" val ue="
changeThi s"/ >
</ bean>
<bean cl ass="org. acegi security.
provi ders. renmenber me. Renenber MeAut hent i cati onProvi der ">
<property nane="key" val ue="
changeThi s"/ >
</ bean>
</list>
</ property>
</ bean>

And then setup the new | dapAut henti cati onProvi der as follows:

LDAP authentication provider that can handle NTLM authenticated users

<bean i d="|dapAut henti cati onProvi der" class="org.
acegi security.ui.ntl mldap. aut henti cator
Nt | mAwar eLdapAut henti cati onProvi der" >
<constructor-arg>
<ref | ocal ="authenti catorLdap"/>
</ constructor-arg>
<constructor-arg>
<ref | ocal =" popul at or Ldap"/ >
</ constructor-arg>
</ bean>

This provider uses two other item to provide information, the aut hent i cat i onLdap bean and the popul at or Ldap bean.

We use the Nt | mAwar eLdapAut hent i cat i onProvi der here because the user has been authenticated using their windows
userid. If you're not using windows integrated authentication you can still LDAP to provide the roles for a user, but in that case you'd
use the LdapUser Det ai | sSer vi ce which isn't covered here.

The authentication would be configured as follows:

The authenticator that will search an LDAP directory for the user

<bean i d="aut henti catorLdap" class="org.acegisecurity.ui.ntlm
| dap. aut henti cat or. Nt | mAwar eLdapAut henti cat or | npl " >
<constructor-arg>
<ref local ="initialDirContextFactory"/>
</ constructor-arg>
<property name="user Search" >
<ref | ocal ="user SearchLdap"/ >
</ property>
</ bean>
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Which as we can see requires two other items, the i ni ti al Di r Cont ext Fact ory and the user Sear chLdap.

Theini tial Di r Cont ext Fact ory is also used by the user Sear chLdap and the popul at er Ldap beans so we'll look at that first

Setting up a connection to the LDAP server

<bean id="initial Di rContextFactory" class="org. acegi security.
| dap. Def aul t 1 ni ti al Di r Cont ext Factory">
<constructor-arg val ue="Idap://192. 168. 0. 16: 389/ "/ >
<property nane="manager Dn" >
<val ue>CN=Adnmi ni strat or, OU=User s, DC=cohga,
DC=l ocal </ val ue>
</ property>
<property name="nanager Password">
<val ue>passwor d</ val ue>
</ property>
</ bean>

) Connecting to the LDAP server with JXplorer

Open LODAP/DSML Connection
Host [192.158.0.15 | Parc 389
Protacok ILDAF v3 -
DEML Semvice:
Optional Values
Base DM: 'DE=-:-:|'193_DC=I-:|-:aI
Security
Levek [User + Password =
User D CH = Administrator, CH=Usérs,DC=cohga, DC=local
Password: .liiillll-l
Use a Template
Save |l Delete Default
L | Ok | Cancel Help K
) Connected to the LDAP server with JXplorer
e bl
s L& Ve esimet jaac LDV Ol Josh i Helg
bl ALY ¥ 0Om | m =l | ik Saan.
sillagiars | b Beremn | Thicams B il v | [ Tibe Do
imene St o ——
P o el = . cahega l=
[’ o Laren Ty =
- == Tl Gl
. (:J.;m.... I Wiy 5 o D i D3R, 4 = i B, P el
+ &) Feeanseommmacess ST o
- 'i.l [T et gL LS B a3
o Iy Lok Anii sund i phelin el L BILY

w iy HTEA Geilas
= B Frpprams Dana
= By Symiam

o iy unais

= Weane

(st ried Bo i [ IAZ1SER 1S T

0 e Ty

e ey

i gt
TowiaLagell

T ed 3 Wi ot v

pr T

L L Sy KO 1
et e ]

Laa el o s sl 8 s
(AT TIPS
sty
P by
e Y
Sl L 1
i L cand
s i i 8, LA, B 1 i
e lF . AN Tras st
Yubme Beart

13 1 B e T

g L, = Pl

iseiai0s asoaa sl

-SFI1NT HO RS T I S

CN=ST0% bellingrid b= AAERYVERIIALL Y= ben.
JOORR ) O (R BN Rl 1D R ea,
THiN

-

- L0 0ae0

a

Ch = WTDA Seattingn L h= AL ERYV TR SN L Ye Saa_
~BEIEVIUARESAT I SEAE

[]
T
1
L
8ol -

Thesge China Fraparting

Here the ip address, manager distinguished name and manager passwords must be set to appropriate values for a user that can read for the

active directory server.

I've used the Admi ni strat or user to connect to LDAP in the example above but you do not want to do that on a production system (and
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you should be worried if your IT department gives you the password for this user just to do this). Instead you should have IT create a limited
user account that you can connect with.

The dsquery. exe program can be used to find the distinguished name of the user: dsquery user

_ioix]

The two final beans, the user Sear chLdap and popul at or Ldap also require information that is specific to the environment you're running
within, the user Sear chLdap beans would be something like the following:

Setting up an LDAP search for a user

<bean i d="user Sear chLdap" cl ass="org. acegi security.|dap
search. Fi | t er BasedLdapUser Sear ch" >
<constructor-arg>
<val ue>OU=User s, DC=cohga, DC=I ocal </ val ue>
</ constructor-arg>
<constructor-arg>
<val ue>(sAMAccount Nane={ 0}) </ val ue>
</ constructor-arg>
<constructor-arg>
<ref local="initialDrContextFactory" />
</ constructor-arg>
<property nanme="searchSubtree">
<val ue>true</val ue>
</ property>
</ bean>

This configuration assumes that there is a branch in the tree matching the first constructor arg and that the sAMAccount Nane value of any
users found there will match the username they logged into Windows with.

i ]
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JXplorer showing a users entry
= T Y . = 0 %
e [d& Yeew Hociomak feadk LOF Owiew Josh Secomiiy lei

o F k| I

silagians | b Beremn | Thicams
W L e siand -
N ——
v Ld Fapam Do
- G_| Synlam
v B yars
+ Adini s
= Ky Albssserd BODC Fasvwos d Baplic
]
- i{: Drekdicd BOCE Pil brdid Rigiis

om

o i wle |= ik Saan

B WL e | [ Tabe Gilia

o o lman TaibiL |=

e Lamein Tyt

ATl (i

T ]
atiis

£ = P gL e i N § enfigeration 0 -,
Lig

]

gD SN P S S

L

MIFNITIRAELEITAIDY

(RLRRLRSC L Ba R S

a

] s

i sl vpany
BisIF i ivded | lima
BalFn O el

i cosPigt o

= iy Demais Contredn Gt L .

Uy Damils Ceaiti et iy TPy

- itmwll a5 Lo Ly 8 Gl 08 =il Ty L b U a, O = by 5, 090 = b=t
. &lmmm ety 4 s ep g e [l L4108 BRI

w Ry itaigeise Baad- aaly Desais O o Ty

= By Lo Poliny Cinstal Omasis 130m1 B a

L ivl';l'.I.II.IJl (PR L3 TS e s asiT it

= Ky g s T L s T 1P R PR PR IR

= g a1 =

- i'l_-l-'ll’l-lﬁlllhil-ﬁill S i e 0 8 = Rt o= S i O = by 8, DT = bt

= Uy e - ey Damais L anstralism v s Fubre

- %\qh—uu—n Fe T s g

L i TR el LI B =
W

= B Adinin = twhne Baed Thesgs Chim Frepariiey

4 "
R Hsined B i (L1 R 1T

Finally the popul at or Ldap is responsible for mapping the username to the roles and would be configured as follows

Setting up an LDAP serach for groups

<bean i d="popul at or Ldap" cl ass="org. acegi security.providers.
| dap. popul at or. Def aul t LdapAut hori ti esPopul at or">
<constructor-arg>
<ref local="initialDrContextFactory"/>
</ constructor-arg>
<constructor-arg>
<val ue>OU=Weave, DC=cohga, DC=I ocal </ val ue>
</ constructor-arg>
<property name="groupRol eAttribute">
<val ue>cn</val ue>
</ property>
<property nanme="sear chSubtree">
<val ue>t rue</ val ue>
</ property>
<property name="rol ePrefix">
<val ue>ROLE_</val ue>
</ property>
<property name="convert ToUpper Case" >
<val ue>true</val ue>
</ property>
<property nanme="groupSearchFilter">
<val ue>(menber ={ 0} ) </ val ue>
</ property>
<property name="def aul t Rol e">
<val ue>ROLE_USERS</ val ue>
</ property>
</ bean>

This configuration is setup to search for groups and use the nenber attribute of the group to determine if the user belongs.

This setup is assuming that there has been a security group created in the Active Directory server called Weave and that the roles/groups for
Weave are created under there.

This "should" take the active directory groups that the user belongs to and convert them to a format that's usable in Weave, and also assigns
a default ROLE_USERS role to all users (which you can remove if it's not appropriate).
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& JIXplorer showing a group entry
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You will then need to create Weave Access Control Lists utilising the roles that users will be assigned.

Supplementing LDAP Roles

As of version 1.4.4 of the or g. acegi securi ty. nt| mbundle it's possible to supplement the roles set via LDAP from a separate users
details service (i.e. for example from a user . properti es type file).

In this updated bundle there is a new Suppl enent edLdapAut hori ti esPopul at or that can replace the Def aul t LdapAut hori ti esPo
pul at or inyour security.xm and this authorities populator can be configured with an additional user details service, which if set will be
used to look up the user being authenticated and if they're found the roles provided by the user details service will be added to the current
user.

To implement the new authorities populator you should change:

Old DefaultLdapAuthoritiesPopulator

<bean i d="popul ator" class="org. acegi security. providers.| dap.
popul at or. Def aul t LdapAut horiti esPopul ator">

</ bean>

to

New SupplementedLdapAuthoritiesPopulator with reference to user details service

<bean i d="popul ator" cl ass="org. acegi security.providers.|dap.
popul at or. Suppl enent edLdapAut hori ti esPopul at or" >
<property nane="userDetail sService" ref="1dapDetail sService"/>

</ bean>

This will change it from Def aul t LdapAut hori ti esPopul at or to Suppl ement edLdapAut hori ti esPopul at or and add a reference
to the service that will provide the additional role information, which can be included by adding:

New user details service reading roles from a file
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<bean i d="I|dapDetail sService" class="org. acegi security.userdetails.
nmenory. | nMenor yDaol npl ">
<property nanme="user Properties">
<bean cl ass="org. spri ngfranmewor k. beans. factory. config.
Properti esFact oryBean" >
<property name="| ocation" val ue="1dap.
properties"/>
</ bean>
</ property>
</ bean>

Then you can create the | dap. pr operti es, which has the same format as the existing user s. properti es file, in the workspace
directory and any user listed there will have those roles added. e.g.

shaun=password,ROLE_TEST

Note the password is ignored, we're just mapping the userid to the roles and adding those roles to the current user.
There is currently no capability to remove roles or disable the users access using the Suppl enent edLdapAut hori ti esPopul at or .

Alternatively you could also use the following if you just had a couple of users:

New user details service reading roles from its configuration

<bean i d="|dapDet ail sService" class="org. acegi security.userdetails.
menory. | nMenor yDaol npl ">
<property name="user Map">
<val ue>
shaun=passwor d, ROLE_TEST
</val ue>
</ property>
</ bean>

You could even use the JdbcDaoSupport class if you wanted to get this information from a database.
Alternate Windows Security Setup
Description

Windows Server 2008 can have issues with the NTLM authentication method used with Weave.
This page outlines a method of configuring the Weave authentication to work around this until the issue is resolved.

€3 The reason that this method works and the other doesn't is that this setup bypasses the checks on the credentials that the browser
has submitted, since the new method used by Windows 2008 to validate the credentials is not yet supported.
Obviously this is a security risk, and this method should be viewed as a convenience for the user rather than a method of securing
access to sensitive information.

Alternate Integrated Authentication

To implement Windows integrated authentication and allow internal users to login to Weave automatically using their Windows username
involves editing the securi ty. xni file to replace the login form with handling with the NTLM processor.

So looking at the default securi ty. xm file it contains the following near the top

<bean id="filterChai nProxy" class="org.acegisecurity.util.
Fi | t er Chai nPr oxy" >
<property nane="filterlnvocationDefinitionSource">

Page 69



Copyright © 2022, Cohga Pty Ltd.

<val ue>

CONVERT_URL_TO_LOWERCASE BEFORE_COVPARI SON

PATTERN_TYPE_APACHE_ANT

/ server
[ **=htt pSessi onCont extl ntegrationFilter,
aut henti cati onProcessi ngFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynmousProcessi ngFil ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor

/**=ht t pSessi onCont ext I ntegrationFilter,l ogoutFilter,
aut henti cati onProcessi ngFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynmousProcessi ngFi | ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor
</ val ue>
</ property>
</ bean>

What this section does is to determine which filters are applied to any incoming requests, passing everything that matched / ser ver/ **
through the first list, and everything else through the second.

What we want to do here is add an additional filter to perform the NTLM authentication steps when required. But before we add the new filter
to the list we need to add the new definition for the filter object itself.

To do this we add a new section to the securi ty. xm file to define a new Nt | nPr ocessi ngFi | t er

<bean id="ntl nProcessingFilter" class="org.acegi security.ui.
ntlm Nt | mProcessingFilter">
<property nane="def aul t Domai n" ><val ue>DOVAI NNAVE<
/ val ue></ property>
<property nane="donai nControl |l er"><val ue>172. 16. 0. 30<
/ val ue></ property>
<property nanme="aut henti cati onEntryPoint" ref="
nt| mentryPoint"/>
<property name="aut henti cati onManager" ref="
nt | mut henti cati onManager "/ >
</ bean>

The two values in there DOVAI NNAME and 172. 16. 0. 30 need to be replaced with values that are appropriate for your environment.

This is the filter that we will eventually add to the filter list, but we first need to create two more sections that this references, the nt | nEnt ryP
oi nt and the nt| mAut hent i cati onManager .

This is the first place where this configuration is different from the original NTLM setup, namely the nullDaoAuthentication provider is
used instead of the smbAuthenticationProvider.

<bean id="ntl nEntryPoi nt" class="org.acegi security.ui.ntlm
Nt | mPr ocessi ngFil terEntryPoint"/>

<bean id="ntl| mAut henti cati onManager" cl ass="org. acegi security.
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provi ders. Provi der Manager " >
<property nanme="providers">
<list>
<ref |ocal ="
nul | DaoAut henti cati onProvi der"/>
<bean cl ass="org. acegi security.
provi ders. anonynous. AnonynmousAut hent i cati onProvi der ">
<property nane="key" val ue="
changeThi s"/ >
</ bean>
<bean cl ass="org. acegi security.
provi ders. renmenber me. Renenber MeAut hent i cati onProvi der">
<property nanme="key" val ue="
changeThi s"/ >
</ bean>
</list>
</ property>
</ bean>

The nt | mEnt r yPoi nt is pretty straight forward, but we can see that the nt | mAut hent i cat i onManager references yet another section
that we need to add, the nul | DaoAut hent i cati onManager .

<bean i d="nul | DaoAut henti cati onProvi der" cl ass="org.
acegi security. provi ders. snb. Nul | Passwor dDaoAut hent i cati onProvi der">
<property nanme="userDetail sService" ref="
user Det ai | sServi ce"/ >
<property name="user Cache" >
<bean cl ass="org. acegi security.providers. dao.
cache. EnCacheBasedUser Cache" >
<property nanme="cache">
<bean cl ass="org.
spri ngframewor k. cache. ehcache. EhCacheFact or yBean" >
<property name="
cacheManager" >
<bean cl ass="
org. spri ngfranmewor k. cache. ehcache. EnCacheManager Fact or yBean"/ >
</ property>
<property name="
cacheName" val ue="user Cache"/ >
</ bean>
</ property>
</ bean>
</ property>
</ bean>

That should be the final new section we need to add, since the sections that it references should already exist. So all that remains is to add
the first section we added to the list of filters

<bean i d="filterChai nProxy" class="org.acegi security.util.

Page 71



Copyright © 2022, Cohga Pty Ltd.

Fi | t er Chai nPr oxy" >
<property nanme="filterlnvocationDefinitionSource">
<val ue>

CONVERT_URL_TO_LOWERCASE BEFORE_COVPARI SON

PATTERN_TYPE_APACHE_ANT

/ server
[ **=htt pSessi onCont ext I ntegrationFilter,ntl nProcessingFilter,
aut henti cati onProcessi ngFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynmousPr ocessi ngFi |l ter, j sonExceptionTransl ati onFilter,
filterlnvocationl nterceptor

[ **=htt pSessi onCont extl ntegrationFilter,ntl nProcessingFilter,
| ogout Fi |l ter, aut henti cati onProcessingFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi |l ter,
anonynmousProcessi ngFi | ter, exceptionTransl ationFilter,
filterlnvocationl nterceptor
</ val ue>
</ property>
</ bean>

Here you can see that we've added the nt | nPr ocessi ngFi | t er to the two filter lists, this should allow used that are logged into Windows
to have that username automatically recognized by Weave.

But that doesn't take care of determining what the user has access to once they're logged in. That will still need to be done via the users.
properti es file (to map usernames to roles), unless you setup securi ty. xm to utilise information stored in Active Directory.

Depending upon the version of active directory you're running you may need to specify a username/password for the nt | mPr ocessi ngFi |
t er, so if you find authentication errors in the weave.log file after enabling integrated authentication then change the nt | nPr ocessi ngFi |
t er to the following and set the appropriate username.password.

<bean id="ntl nProcessingFilter" class="org.acegi security.ui.

ntlm Nt | nmProcessingFilter">

<property nanme="def aul t Domai n" ><val ue>DOVAI NNAVE<
[ val ue></ property>

<property nanme="donmai nControl | er"><val ue>172. 16. 0. 30<
[ val ue></ property>

<property nanme="aut henti cati onEntryPoint" ref="
nt| nentryPoint"/>

<property nane="aut henti cati onManager" ref="
nt | mut henti cati onManager"/ >

<property name = "JC fsProperties">
<map>

<entry key="jcifs.snb.client.username"

>
<val ue>user nane</ val ue>

</entry>

<entry key="jcifs.snb.client.password"
>

<val ue>passwor d</ val ue>
</entry>
</ map>
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</ property>
</ bean>

Windows Authentication Examples

The latest windows authentication bundle is available here

First step to enable integrated login

Download: security_ntlm_step_1.xml

This example contains the bare minimum to enable Windows Integrated Authentication and should be used as a first step to test the
authentication.

It does not provide access to Weave at all if the user is not part of the domain or if they are not listed in the user s. properti es file.

It requires that each user that will be given access to the system be listed in the user s. properti es file, but since this is for testing that
should only be one or two users.

It will require editing of the nt | mPr ocessi ngFi | t er bean to at least set the correct def aul t Domai n and domai nControl | er.
It may also require changing the | oadBal ance property to setitto t r ue (f al se is the default if it's not set).

Depending upon the version of active directory you're running you may need to specify a username/password for the nt | mPr ocessi ngFi |

ter.
If you find authentication errors in the weave.log file after enabling integrated authentication then change the nt | nPr ocessi ngFi | t er to

the following and set the appropriate username/password.

Setting username/password for domain access

<bean id="ntl nmProcessingFilter" class="org.acegi security.ui.
ntlm Nt | nmProcessingFilter">
<property name="aut henti cati onEntryPoint" ref="
nt| mentryPoint"/>
<property name="aut henti cati onManager" ref="
nt | mut henti cati onManager "/ >
<property nanme="def aul t Dormai n" >
<val ue>cohga. | ocal </ val ue>
</ property>
<property nanme="donai nController">
<val ue>192. 168. 0. 80</ val ue>
</ property>

<property name = "JC fsProperties">
<map>

<entry key="jcifs.snb.client.usernane"

>
<val ue>user nane</ val ue>

</entry>

<entry key="jcifs.snb.client.password"
>

<val ue>passwor d</ val ue>
</entry>
</ map>
</ property>
</ bean>

Additional properties that can effect the authentication process can be found here, where they can be set in the JCi f sProperti es section
to alter the authentication process.
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Extended authentication example

Download: security _ntlm_step_2.xml
This example expands on the original bare minimum example but includes anonymous authentication plus form login.

It will also require editing of the nt | mPr ocessi ngFi | t er bean to at least set the correct def aul t Domai n and domai nControl | er.
It may also require changing the | oadBal ance property to setitto t r ue (f al se is the default if it's not set).

Getting roles from Active Directory (via LDAP)

Download: security_ntlm_step_3.xml

In this example we're going back to step 1 but instead of obtaining the user information from the user s. properti es file, via the or g.
acegi security. userdetails. menory. | nMenor yDaol npl user details service, we'll access the information from Active Directory (via
the LDAP protocol).

This example is exactly the same as step one except we've swapped out the user details service that accesses user s. properti es for the
one that accesses that information LDAP server.

The information setup in the | dapUser Sear ch, | dapAut hori ti esPopul at or andi ni ti al Di r Cont ext Fact or y will at least need to
updated to reflect your local settings.
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Database Security

This will explain how to authenticate users based on tables in a database.

Note: These examples require Weave 2.6.5 or later, but this can be done on earlier releases but it's not as easy.

/1 these are the default table names but can be changed via config
drop table authorities;
drop tabl e users;

Create table users (
usernane varchar2(64) primary key,
password varchar2(64) not null,
enabl ed i nteger not nul

)

create table authorities (
user nane varchar2(64) not null,
aut hority varchar2(64) not null,
foreign key(usernane) references users(usernane)

),

/1 the password here is SHA-256 enncoded

insert into users val ues

(' sforbes', ' 680cef 309f 7c44f e9c7c615247c796165da38e21c5611db6555c2a6d64
f9e3a8',1);

insert into authorities values('sforbes',' ROLE USER );

insert into authorities values('sforbes',' ROLE_ ADM N );

insert into users val ues

(' denp', ' 452baelece336e40eel13c59b96227f 862041ceed4ab9232cd9ed82dd84b008
818',1);

insert into authorities values('deno',' ROLE USER );

commi t;

The above shows table creation and adding a couple of example users

The following shows a user details configuration from security.xml
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<bean i d="daoAut henti cati onProvi der"” class="org. acegi security.
provi ders. dao. DaoAut hent i cati onProvi der" >
<property name="userDetail sService" ref="
user Detai | sService"/ >
<property nanme="passwordEncoder" ref="passwordEncoder"
/>
<property nanme="sal t Source" ref="saltSource"/>
<property name="user Cache">
<bean cl ass="org. acegi security. providers. dao.
cache. EnCacheBasedUser Cache" >
<property nanme="cache">
<bean cl ass="org.
spri ngframewor k. cache. ehcache. EhCacheFact or yBean" >
<property nane="
cacheManager" >
<bean cl ass="
org. spri ngfranmewor k. cache. ehcache. EnCacheManager Fact or yBean"/ >
</ property>
<property name="
cacheName" val ue="user Cache"/ >
</ bean>
</ property>
</ bean>
</ property>
</ bean>

<bean i d="passwor dEncoder" cl ass="org. acegi security.providers.
encodi ng. ShaPasswor dEncoder " >
<constructor-arg val ue="256"/>
</ bean>

<bean i d="sal t Source" class="org. acegi security.providers. dao.
sal t. Syst em\W deSal t Sour ce" >
<property name="systenN deSalt">
<val ue>HaO¥@ a2nA*ad</ val ue>
</ property>
</ bean>

<bean i d="userDetail sService" class="org.acegi security.
userdetails.jdbc. JdbcDaol npl ">
<property nanme="dat aSource">
<ref bean="aut hDat aSource"/>
</ property>
</ bean>

<bean i d="aut hDat aSource" cl ass="com cohga. beans. j dbc
dat asour ce. Dri ver Manager Dat aSour ce" >
<property name="driver C assNang" >
<val ue>oracl e. jdbc. Oracl eDri ver </ val ue>
</ property>
<property name="url">
<val ue>j dbc: oracl e: t hi n: @evdb: 1521: orcl <
[ val ue>
</ property>
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<property nanme="user nane">
<val ue>gi s</val ue>
</ property>
<property nanme="password">
<val ue>ENCAHFUYADASHFDA</ val ue>
</ property>
</ bean>

<l-- alternatively you can use a datasource defined in config.xm
<bean i d="aut hDat aSour ce" cl ass="com cohga. beans. j dbc
dat asour ce. WeaveDat aSour ce" >
<property nane="dat aSour ce" >
<val ue>post gres</ val ue>
</ property>
</ bean>

Logging
Logging in Weave is done using a third party library. Prior to Weave 2.6.7 Log4j 1.2 was used. From 2.6.7 onwards Logback is used. It is

beyond the scope of this document to explain how the logging infrastructure works with Log4j and Logback so the reader is encouraged to
visit the Log4j or Logback websites to find out more information about the inner workings of these libraries.

The following links provide details about Logback.
Main Site:
https://logback.qos.ch/

Documentation:

https://logback.qos.ch/manual/index.html

Architecture

From an architectural point of view, software application modules and logging components reside in two separate layers. The application
makes a call to the logging components in the logging layer and delegates the logging responsibility to those components. The logging
components receive the logging request and publish the logging information at preferred destinations.

The figure below represents the collaboration of a software module and its logging components.

Page 77


https://logging.apache.org/log4j/1.2/
https://logback.qos.ch/
https://logback.qos.ch/
https://logback.qos.ch/manual/index.html

Copyright © 2022, Cohga Pty Ltd.

The architecture of the Logback API is layered. Each layer consists of different objects performing different tasks. The top layer captures the
logging information, the middle layer is involved in analyzing and authorizing the logging information, and the bottom layer is responsible for
formatting and publishing the logging information to a destination. In essence, Logback consists of three types of primary objects:

® Logger: The Logger object is responsible for capturing logging information. Logger objects are stored in a nhamespace hierarchy.

® Appender: The Appender object is responsible for publishing logging information to various preferred destinations. Each Appender
object will have at least one target destination attached to it. For example, a Consol eAppender object is capable of printing
logging information to a console. https://logback.qos.ch/manual/appenders.html

® Layout: The Layout object is used to format logging information in different styles. Appender objects utilize Layout objects before
publishing logging information. Layout objects play an important role in publishing logging information in a way that is human-
readable and reusable. https://logback.qos.ch/manual/layouts.html

The preceding core objects are central to the architecture of Logback. Apart from them, there are several auxiliary objects that can plug and
play to any layer of the API. These objects help manage the different Logger objects active within an application and fine-tune the
logging process.

The principal auxiliary components in the Logback framework that play a vital role in the logging framework are:

® Level: The Level object defines the granularity and priority of any logging information. Each piece of logging information is
accompanied by its appropriate Level object, which tells the Logger object about the priority of the information. The levels of logging
defined within the API are: TRACE, DEBUG, INFO, WARN and ERROR. The Level values can be arranged in an ascending
manner as:
TRACE < DEBUG < INFO < WARN < ERROR
During normal operation of Weave you're likely to only require log messages with a level of INFO or higher (WARN and ERROR)
which will tell you what Weave is doing and if there are any problems. But when you're trying to figure out a problem, or are actively
configuring the system, then seeing the log level of DEBUG can also be useful. It's unlikely that a Weave instance would require a
log level of TRACE. This log level produces a large amount of low level detail and is mainly intended to help developers
troubleshoot issues with the Weave code.
Additionally, when filtering log output, you can specify OFF as a log level to disable all log output from a specific logger. For
example a number of third party libraries used by Weave also produce log output but this can be unnecessary noise when trying to
view the Weave log output, so the default Weave log configuration disables the log output from a number of these libraries by
setting their log level to OFF (or in some cases ERROR or WARN).

® Filter: The Filter object is used to analyze logging information and make further decisions on whether that information should be
logged or not. In the Logback context, Appender objects can have several Filter objects associated with them. If logging information
is passed to a particular Appender object, all the Filter objects associated with that Appender need to approve the logging
information before it can be published to the preferred destination attached to the Appender. Filter objects are very helpful in filtering
out unwanted logging information based on any application-specific criteria.

® Pattern: The Pattern object is specialized in providing a string representation of different objects passed to the logging framework.
More precisely, when the application passes a custom Object to the logging framework, the logging framework will use the
corresponding Pattern to obtain a string representation of the passed Object. This is used by Layout objects to prepare the final
logging information.
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Configuring Logging

The configuration below defines the level of the root logger as DEBUG and specifies the appender to use as t est Appender . Next, the
appender t est Appender is defined as referencing the ch. gos. | ogback. cor e. Consol eAppender object and the layout of the
appender as the pattern is specified. A pattern requires that a conversion pattern or a format be supplied. In this case the conversion pattern
of %/ is supplied, which means the logging message will be printed followed by a newline character. More information about these

patterns are available at https://logback.qos.ch/manual/layouts.html#conversionWord

<?xm version="1.0" encodi ng="UTF-8""?>
<configuration>

<appender nanme="t est Appender" cl ass="ch. gos. | ogback. core.

Consol eAppender " >
<encoder >
<pat t er n>%essage¥%n</ pattern>

</ encoder >
</ appender >

<root | evel ="DEBUG' >
<appender-ref ref="testAppender"/>
</root>

</ configuration>

A more complex configuration can attach multiple appenders to a particular logger. Each appender, in turn, can have a different layout, and
that layout can have a conversion pattern associated with it.

Below is an example of a more complex configuration file. This configuration file defines the root logger as having level DEBUG and
attaches two appenders named consol e andfi | e to it.

<?xm version="1.0" encodi ng="UTF-8"?>
<configuration>

<appender nane="consol e" cl ass="ch. qos. | ogback. core.

Consol eAppender " >
<encoder >
<patt er n>%ressage%n</ pattern>

</ encoder >
</ appender >

<appender nanme="file" class="ch. qos. | ogback.core.rolling.
Rol I'i ngFi | eAppender " >
<fil e>l ogs/weave. |l og</file>
<encoder >
<pattern>%lat e{yyyy- MMt dd HH: mm ss. SSS} %
level [% hread] % ogger: "%ressage" %</ pattern>
</ encoder >
<rol lingPolicy class="ch. qos. | ogback.core.rolling.
Ti meBasedRol | i ngPol i cy" >
<fil eNamePat t er n>l ogs/ weave- %d{yyyy- Mt dd}.
| og</fil eNanePattern>
<maxHi st or y>10</ maxH st ory>
</rollingPolicy>
</ appender >
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<root | evel =" DEBUG' >
<appender-ref ref="consol e"/>
<appender-ref ref="file"/>
</root >

</ configuration>

The default | oggi ng. xm file included with Weave is similar to the above example but has some additional configuration that enables the
different types of log output depending upon how Weave was started. For example, if you use st ar t up. cnd to start Weave you only get
the console output, but if you started Weave as a service then you only get the weave. | og file output. This is done by including conditions
around the appender - r ef tags in the r oot section of the file, but if you want to explicitly determine which log output is generated you can
remove those additional condition tags and have the same output regardless of how Weave was started.

Note that the default log level set in | oggi ng. xm does not effect the log information recorded in a Support Dump. A Support Dump
generated from Weave will now always include all log messages generated during startup of Weave and all log messages generated (up to
a certain number) before the dump was produced regardless of the log level setin | oggi ng. xm .

Reading Log Files

When Weave has been installed without any modifications to the | oggi ng. xm file, Weave logs the following information to the weave. | og
file within the $WEAVE_HOVE/ | ogs/ directory when started as a service/daemon. The weave. | og file contains the current log messages
that Weave has produced in the following format.

TIME LOGGING_LEVEL THREAD USER_ID SESSION_ID MESSAGE_ORIGIN MESSAGE

Note that you can also use the dunp | ogs OSGi command or the Admin Ul to see additional log output if Weave was not started as a
service/daemon.

Examples
The following examples help explain each element in each item.

Example 1

2002-01- 06 00: 06: 45. 405 DEBUG [ pool - 1-t hread-1] system 00000000- 0000-
0000- 0000- 000000000000 com cohga. cli ent.weave. Acti vat or "Renoved
script source from..."

Given the above example, the following items can be determined:

Item Value Description

TIME 2002-01-06 00:06:45.405  States the time the message was logged to the file. Formatis YEAR-MONTH-DAY
HOURS:MINUTES:SECONDS.MILLISECONDS

LOGGING_LE DEBUG The Level of the message logged. Possible values are TRACE, DEBUG, WARN, INFO or

VEL ERROR

THREAD [pooll-thread-1] The thread that the message was logged in (See below for more information about

reading logs).

USER_ID system The username of the user who made the request that generated the log message, or
“system” if it wasn't generated by a user

SESSION_ID 00000000-0000-0000- This is a GUID that remains constant across a single Weave session for each client, or all
0000-000000000000 zeros if the request log wasn’t generated on behalf of a user. This can be used to group
all log messages related to a single user session.
MESSAGE_OR com.cohga.client.weave. The class that the message was logged against. e.g. The class Activator in the package
IGIN Activator com.cohga.client.weave
MESSAGE "Removed script source The message that is being set to the log. Typically this is in human readable form,
from ..." however sometimes the messages may not be that intuitive to the user.

Page 80



Copyright © 2022, Cohga Pty Ltd.

Example 2

00: 06: 45, 405 DEBUG [ OsG Consol e] com cohga. search. i ndexer.internal
Activator "Stopping Weave | ndex "

Item Value Description

TIME 00:06:45,405 States the time the message was logged to the file. Format is HOURS:MINUTES:
SECONDS,MILLISECONDS

LOGGING_LEV DEBUG The Level of the message logged. Possible values are DEBUG, WARN, INFO or ERROR

EL

THREAD [OSGi Console] The thread that the message was logged in (See below for more information about

reading logs).

MESSAGE_ORI com.cohga.search. The class that the message was logged against. e.g. The class Activator in the
GIN indexer.internal.Activator package com.cohga.search.indexer.internal

MESSAGE "Stopping Weave Index The message that is being set to the log. Typically this is in human readable form,
however sometimes the messages may not be that intuitive to the user.

The main items that change, and that should be noted are the Thread, Message Origin and the Message. These three items define when
and where the message was logged from. The Thread component can cause some confusion to many first time readers if they have not
familiar with multithreaded applications. A key example is that the same message may be logged three times in succession. This happens
due the the WebService, that Weave runs under, which is handling requests from multiple different locations at the same time. Each thread
is being executed concurrently and working in isolation within the Weave application. An example of what you would see in the log file for
this is:

10: 09: 54, 304 DEBUG [ bt pool 0-0] com cohga. server. processor. script.
Scri pt Processor "Finished script execution (in 91ns)"

10: 09: 54, 305 DEBUG [ bt pool 0-0] com cohga. server. processor. script.
Script Processor "Starting sending script result”

10: 09: 54, 305 DEBUG [ bt pool 0-0] com cohga. server. processor. script.
Scri pt Processor "Finished sending script result (in Ons)"

10: 09: 54, 305 DEBUG [ bt pool 0-0] com cohga. server. processor. script.
Scri pt Request Processor "Fini shed script request processing (in 178nms)"
10: 09: 54, 306 DEBUG [ bt pool 0-4] com cohga. server. processor. scri pt.
Activator "JSON canonical: {"map":{"extent":{"crs":"EPSG 3111","...}"
10: 09: 54, 315 DEBUG [ bt pool 0-7] com cohga. server. nap. wrs. Wis MapENngi ne
"Wote image/ png i nage in 30nms"

10: 09: 54, 315 DEBUG [ bt pool 0-7] com cohga. server. processor. script.
Scri pt Processor "Finished script execution (in 34ms)"

10: 09: 54, 315 DEBUG [ bt pool 0-7] com cohga. server. processor. script.
Script Processor "Starting sending script result”

10: 09: 54, 316 DEBUG [ bt pool 0-7] com cohga. server. processor. scri pt.
Scri pt Processor "Finished sending script result (in 1ns)"

10: 09: 54, 316 DEBUG [ bt pool 0-7] com cohga. server. processor. scri pt.
Scri pt Request Processor "Fini shed script request processing (in 183ns)"
10: 09: 54, 316 DEBUG [ bt pool 0-4] com cohga. server. processor. script.
Scri pt Processor "Staring script execution”

10: 09: 54, 321 DEBUG [ bt pool 0-4] com cohga. server. map. base.
BaseMapEngi ne " Checki ng scal e ranges agai nst 20133. 7824"

10: 09: 54, 323 DEBUG [ bt pool 0-4] com cohga. server. map. wrs. Wrs MapEngi ne
"Wote i mage/ png i mage in 2ns"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. scri pt.
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Scri pt Processor "Finished script execution (in 8ns)"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. script.
Script Processor "Starting sending script result"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. scri pt.

Scri pt Processor "Finished sending script result (in Ons)"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. script.

Scri pt Request Processor "Fini shed script request processing (in 179nms)"
10: 09: 54, 325 DEBUG [ bt pool 0-9] com cohga. server. map. base.
BaseMapEngi ne " Checki ng scal e ranges agai nst 20133. 7824"

10: 09: 54, 332 DEBUG [ bt pool 0-9] com cohga. server. map. wrs. Wis MapENngi ne
"Wote i mage/ png i nage in 6ns"

10: 09: 54, 332 DEBUG [ bt pool 0-9] com cohga. server. processor. script.

Scri pt Processor "Finished script execution (in 39nms)"

10: 09: 54, 332 DEBUG [ bt pool 0-9] com cohga. server. processor. script.
Script Processor "Starting sending script result”

10: 09: 54, 333 DEBUG [ bt pool 0-9] com cohga. server. processor. script.

Scri pt Processor "Finished sending script result (in 1ns)"

10: 09: 54, 333 DEBUG [ bt pool 0-9] com cohga. server. processor. script.

Scri pt Request Processor "Fini shed script request processing (in 241ms)"

) The above example illustrates that there were four threads being executed. btpool0-0,btpool0-4,btpool0-7 and btpool0-9. it shows
that btpool0-4 has added a logging message between a message logged by btpool0-0 and btpool0-7. When looking for a particular
sequence messages that have been logged by a particular user, make sure that the thread name is the same throughout the request.

Common Issues

Some of the underlying libraries used within Weave also produce logging information. Each library determines what it sees as being relevant
to log at various debugging levels (i.e. ERROR, INFO, etc). These messages can sometimes confuse the reader about where and when an
error has occurred. Also, an error message may be in server parts, this is called a nested exception. Typically the exact error location and
message will be the first in

e.g. The error below was caused by the Database closing the connection. The first exception is the most detailed as it explains that the
error's original location was in the class or acl e. j dbc. dri ver. SQLSt at eMappi ng which is core to the Oracle communications libraries
back to the database. The next error nested exception is the code that called the Oracle class com cohga. server. stats. export.

i nternal . Export Event s. This class re-threw the exception which was logged in the logging file.

When reading a log file you will typically work your way from the bottom to the top. If you do and you encounter an error, please go
to the first location in the log file that it occurs. It will generally be the most detailed.

03: 40: 32,622 ERROR [PushToDat asource-0] com cohga. server. stats.
export.internal.ExportEvents "There was an exception during the
rol | back. "
j ava. sql . SQLException: C osed Connecti on

at oracle.jdbc.driver. SQLSt at eMappi ng. newSQLExcepti on
(SQLSt at eMappi ng. j ava: 70)

at oracle.jdbc.driver. Dat abaseError. newSQLExcepti on
(Dat abaseError.java: 110)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 171)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 227)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 439)

at oracl e.jdbc.driver. Physical Connection. rol | back
(Physi cal Connecti on. java: 3369)
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at com cohga. server. datasource. jdbc.internal
Pool edJdbcDat aSour ce$Pool edConnecti on. rol | back( Pool edJdbcDat aSour ce.
j ava: 468)

at com cohga. server.stats. export.internal.ExportEvents.
doAnExport (Export Events. j ava: 118)

at com cohga. server.stats. export.internal.ExportEvents$l.run
(Export Events. java: 46)

at java.util.concurrent. Executors$Runnabl eAdapt er. cal
(Executors.java: 441)

at java.util.concurrent. FutureTask$Sync. i nner Run( Fut ureTask.
j ava: 303)

at java.util.concurrent. FutureTask. run(FutureTask.java: 138)

at java.util.concurrent. ThreadPool Execut or $Wor ker. runTask
(Thr eadPool Execut or. j ava: 886)

at java.util.concurrent. ThreadPool Execut or $Wor ker . r un
(Thr eadPool Execut or. j ava: 908)

at java.l ang. Thread. run(Thread. java: 619)
03:40: 32,622 WARN [ PushToDat asource-0] com cohga. server. stats.
export.internal.ExportEvents "Failed to push events to Datasource
sql svr 1"
java.l ang. Runti neException: java.sql.SQ.Exception: C osed Connection

at com cohga. server. stats. export.internal.ExportEvents.
doAnExport ( Export Event s. j ava: 125)

at com cohga. server.stats. export.internal.ExportEvents$l.run
(Export Events. java: 46)

at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal
(Executors. java: 441)

at java.util.concurrent. FutureTask$Sync. i nner Run( Fut ur eTask.
j ava: 303)

at java.util.concurrent. FutureTask. run(FutureTask.java: 138)

at java.util.concurrent. ThreadPool Execut or $Wor ker . runTask
(Thr eadPool Execut or. j ava: 886)

at java.util.concurrent. ThreadPool Execut or $Wr ker. r un
(Thr eadPool Execut or . j ava: 908)

at java.l ang. Thread. run(Thread. java: 619)
Caused by: java.sql.SQ.Exception: C osed Connection

at oracle.jdbc.driver. SQLSt at eMappi ng. newSQLExcepti on
(SQLSt at eMappi ng. j ava: 70)

at oracle.jdbc.driver. Dat abaseError. newSQLExcepti on
(Dat abaseError.java: 110)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 171)

at oracle.jdbc.driver. Dat abaseError.throwSsql Excepti on
(Dat abaseError.java: 227)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 439)

at oracle.jdbc.driver. Physical Connecti on. prepareSt at enent
(Physi cal Connecti on. j ava: 3046)

at oracle.jdbc.driver. Physical Connecti on. prepareSt at enent
(Physi cal Connection.java: 2961)

at com cohga. server. dat asource. j dbc. i nternal
Pool edJdbcDat aSour ce$Pool edConnect i on. pr epar eSt at enent
(Pool edJdbcDat aSour ce. j ava: 458)

at com cohga. server.stats. export.internal.ExportEvents.
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doAnExport ( Export Event s. j ava: 101)
7 nore

Logging for Legacy Weave Versions

& Applicable for Weave versions prior to, and including, 2.6.6

Logging in Weave is done using the third party library named Log4j. It is beyond the scope of this document to explain the how the logging
infrastructure works with Log4J however the reader is encouraged to visit the Log4J website to find out more information about inner
workings of the library.

The following links will help the reader understand more about Log4J.

Main Site:

http://logging.apache.org/log4j/1.2/

Documentation:

http://logging.apache.org/log4j/docs/documentation.html
Wiki:

http://wiki.apache.org/logging-log4j/

Books:

http://lwww.qos.ch/shop/products/log4jManual
http://lwww.amazon.com/Apache-Log4j-Second-Samudra-Gupta/dp/1590594991

Architecture

From the architectural point of view, software application modules and logging components reside in two separate layers. The application
makes a call to the logging components in the logging layer and delegates the logging responsibility to those components. The logging
components receive the logging request and publish the logging information at preferred destinations.

The figure below represents the collaboration of a software module and its logging components.

The architecture of the log4j APl is layered. Each layer consists of different objects performing different tasks. The top layer captures the
logging information, the middle layer is involved in analyzing and authorizing the logging information, and the bottom layer is responsible for
formatting and publishing the logging information to a destination. In essence, log4j consists of three types of primary objects:

® Logger: The Logger object (known as the Category object in releases prior to log4j 1.2) is responsible for capturing logging
information. Logger objects are stored in a namespace hierarchy. I'll discuss this topic further in the “Logger Object” section of this
chapter.

® Appender: The Appender object is responsible for publishing logging information to various preferred destinations. Each Appender
object will have at least one target destination attached to it. For example, a ConsoleAppender object is capable of printing logging
information to a console.

® Layout: The Layout object is used to format logging information in different styles. Appender objects utilize Layout objects before
publishing logging information. Layout objects play an important role in publishing logging information in a way that is human-
readable and reusable.

The preceding core objects are central to the architecture of log4j. Apart from them, there are several auxiliary objects that can plug and play
to any layer of the API. These objects help manage the different Logger objects active within an application and fine-tune the
logging process.

The principal auxiliary components in the log4j framework that play a vital role in the logging framework are:

® Level: The Level object, previously referred to as the Priority object, defines the granularity and priority of any logging information.
Each piece of logging information is accompanied by its appropriate Level object, which tells the Logger object about the priority
of the information. There are seven levels of logging defined within the API: OFF, DEBUG, INFO, ERROR, WARN, FATAL, and
ALL. Each level has a unique integer value. The Level values can be arranged in an ascending manner:

ALL<DEBUG<INFO<WARN<ERROR<FATAL<OFF

where ALL means most of the logging information will be published and OFF means none of the logging information will be published. For
more on this topic, see the “Level Object"

® Filter: The Filter object is used to analyze logging information and make further decisions on whether that information should be
logged or not. In the log4j context, Appender objects can have several Filter objects associated with them. If logging information is
passed to a particular Appender object, all the Filter objects associated with that Appender need to approve the logging information
before it can be published to the preferred destination attached to the Appender. Filter objects are very helpful in filtering out
unwanted logging information based on any application-specific criteria.

® ObjectRenderer: The ObjectRenderer object is specialized in providing a String representation of different objects passed to the
logging framework. More precisely, when the application passes a custom Object to the logging framework, the logging framework
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will use the corresponding ObjectRenderer to obtain a String representation of the passed Object. This is used by Layout objects to
prepare the final logging information.

® LogManager: The LogManager object manages the logging framework. It is responsible for reading the initial configuration
parameters from a system-wide configuration file or a configuration class. The LogManager stores in a namespace hierarchy each
Logger instance created with a namespace within an application. When we try to obtain the reference named logger, the
LogManager class returns the already created instance of it, or creates a new instance of the named logger, stores it in a repository
for future reference, and returns the new instance to the caller application.

Configuring logging

#set the level of the root |ogger to DEBUG and set its appender
#as an appender naned test Appender

| og4j . root Logger = DEBUG, testAppender

#defi ne a naned | ogger

| og4j .| ogger. dat aAccessLogger = com apress. | oggi ng. | ogger

#set the appender naned testAppender to be a consol e appender

| og4j . appender . t est Appender =or g. apache. | og4j . Consol eAppender

#set the layout for the appender testAppender

| og4j . appender . t est Appender . | ayout =or g. apache. | og4j . Pat t er nLayout
| og4j . appender . t est Appender. | ayout. conver si onPat t er n=%?n

The preceding configuration defines the level of the root logger as DEBUG and specifies the appender to use as testAppender. Next, we
define the appender testAppender as referencing the org.apache.log4j.ConsoleAppender object and specify the layout of the appender
as org.apache.log4j.PatternLayout. A PatternLayout also requires that a conversion pattern or a format be supplied. We supply the
conversion pattern %m%n in this case, which means the logging message will be printed followed by a newline character.

A more complex configuration can attach multiple appenders to a particular logger. Each appender, in turn, can have a different layout, and
that layout can have a conversion pattern associated with it. Below is an example of a more complex configuration file.

# define the root logger with two appenders witing to console and
file
| og4j . root Logger = DEBUG, CONSOLE, FILE

#define your own | ogger naned com f oo
#and assign | evel and appender to your own | ogger
| og4j .1 ogger.com f 00=DEBUG FI LE

#defi ne the appender naned FlI LE
| og4j . appender . FI LE=or g. apache. | og4j . Fi | eAppender
| og4j . appender. FI LE. Fi | e=${user. hone}/| og. out

#define the appender naned CONSOLE
| og4j . appender . CONSOLE=o0r g. apache. | og4j . Consol eAppender
| og4j . appender . CONSOLE. conver si onPat t er n=%n

This configuration file defines the root logger as having level DEBUG and attaches two appenders named CONSOLE and FILE to it. We
define one of our own custom loggers with the name com.foo

and the level DEBUG and attach an appender named FILE to the custom logger. The appender FILE is defined as org.apache.log4;.
FileAppender. The FILE appender writes to a file named log.out

located in the user.home system path. It is important to note that log4j supports UNIX-style variable substitution such as ${variableName}.
The variable name defined is considered as the key and searched first in the system properties. If the log4j framework does not find the
name, it then looks for the value for the variable in the properties file being parsed. The CONSOLE appender is then assigned to the org.
apache.log4j.ConsoleAppender and the conversion pattern defined is %m%n, which means the printed logging message will be followed by
a newline character.

Given the above simple examples the default logging setup for Weave should now look fairly self explanatory.
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# Loggi ng settings, see Log4J docunentation for further help
# Web address http://jakarta.apache. org/l og4j/docs/ api/index. htn

# Threshold can be set to DEBUG | NFO WARN, ERROR or FATAL

# Qutput to stdout and log file, use during instial installation
# The follow ng should be used when debuggi ng Wave
| og4j . root Cat egor y=DEBUG, stdout, file

# Uncomment the followi ng to reduce the anmount of information
witten to the logfile

# Note: we have renoved the stdout to not have any nessages being
witten to the standard out

#l og4j . root Cat egor y=ERROR, file

# Define a logger that sends it's outout to the console

# only usfull when Weave isn't installed as a service

| og4j . appender. st dout =or g. apache. | og4j . Consol eAppender

| og4j . appender . st dout . Thr eshol d=DEBUG

| og4j . appender. st dout . | ayout =or g. apache. | og4j . Patt er nLayout

| og4j . appender. stdout .| ayout. Conversi onPattern=%n <%> [%] %

# Define a logger that sends it's output to a rolling log file

| og4j . appender.fil e=org. apache. | og4j. Dail yRol |i ngFi | eAppender

| og4j . appender.file. Threshol d=DEBUG

| og4j . appender.file.File=../logs/weave. | og

| og4j . appender.file. Encodi ng=UTF- 8

| og4j . appender.file.layout=org. apache. | og4j . Patter nLayout

| og4j . appender.file.layout. Conversi onPatter n=%a{ ABSOLUTE} % 5p [ % ]
9% % "% %

# If you want email for problens then add this to the rooCategory
# e.g. alter the above to | o0g4j.rootCategory=ERROR, emmil, file

| og4j . appender . emai | =or g. apache. | og4j . net. SMTPAppender

| og4j . appender . emai | . Thr eshol d=ERROR

| og4j . appender . enai | . SMTPHost =nai

| og4j . appender. enai | . SMIPPor t =22

# Uncomment the following lines if you have to authenticate when
sendi ng nai |

#1 0g4j . appender . enai | . SMTPUser nanme=nai

#1 0g4j . appender . enmai | . SMTPPasswor d=nai |

# Set the following to true to enabl e debuggi ng i nformati on about
sending enmail to the stdout.

# Useful if you find you are having i ssues send nmi l

| og4j . appender. enni | . SMTPDebug=f al se

| og4j . appender. emai | . Fromrweave@ ocal domai n
| og4j . appender . emai | . To=adm n@ ocal donai n
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| og4j . appender. emai | . Subj ect =[ Weave] Application error

| og4j . appender. emai |l . Buf fer Si ze=512

| og4j . appender. enuni | . | ayout =or g. apache. | og4j . Pat t er nLayout

| og4j . appender. enuni |l . | ayout . Conver si onPat t er n=%d{ ABSOCLUTE} % 5p [ %
t] % % "% %

# Reduce the nmessages from sone of the apache cl asses

# Uncomment the following if you would like to see nore detail ed
nessages from sone

# of the third party libraries used. Please note sonme of these
packages produce vasts

# amounts of logging information and will nost |ikely reduce the
speed of Wave.

| og4j . | ogger. or g. apache=WARN

| og4j . |1 ogger. or g. nort bay=ERROR

| og4j . |1 ogger. or g. geot ool s=ERRCOR

| og4j .1 ogger. net.refracti ons=ERROR

| og4j . |1 ogger. org. spri ngframewor k=WWARN

| og4j .1 ogger. org. acegi securit y=WWARN

| og4j .| ogger. net. sf.ehcache=ERROR

# Comment out the following line to get AXL requests and responses
| ogged
| og4j . |1 ogger. com cohga. server. map. ar ci ns. | og. Ar cl nsLog=ERROR

Reading Log files

When Weave has been installed without any modifications to the logging.properties file, the Weave logs the following information to both the
console and the weave.log file within the $SWEAVE_HOME/logs directory. The weave.log file contains the current log messages that Weave
has produced in the following format

TIME LOGGING_LEVEL THREAD MESSAGE_ORIGIN MESSAGE
Examples

The following examples help explain each element in the each item.

Example 1

00: 06: 45, 405 DEBUG [ pool -1-thread-1] com cohga. client.weave.
Activator "Renoved script source from..."

Give the above example the following items can be determined.

Item Value Description

TIME 00:06:45,405 States the time the message was logged to
the file. Formatis HOURS:MINUTES:
SECONDS,MILLISECONDS

LOGGING_LEVEL DEBUG The Level of the message logged. Possible
values are DEBUG, WARN, INFO or
ERROR

THREAD [pooll-thread-1] The thread that the message was logged in

(See below for more information about
reading logs).
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MESSAGE_ORIGIN

MESSAGE

Example 2

00: 06: 45, 405 DEBUG [ OSG Consol €]
i nternal . Activator "Stopping Wave | ndex

Item

TIME

LOGGING_LEVEL

THREAD

MESSAGE_ORIGIN

MESSAGE

com.cohga.client.weave.Activator

"Removed script source from ..."

Value

00:06:45,405

DEBUG

[OSGi Console]

com.cohga.search.indexer.internal.Activator

"Stopping Weave Index ..."
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The class that the message was logged
against. e.g. The class Activator in the
package com.cohga.client.weave

The message that is being set to the
log. Typically this is in human readable
form, however sometimes the messages
may not be that intuitive to the user.

com cohga. sear ch. i ndexer

Description

States the time the message was logged to
the file. Formatis HOURS:MINUTES:
SECONDS,MILLISECONDS

The Level of the message logged. Possible
values are DEBUG, WARN, INFO or
ERROR

The thread that the message was logged in
(See below for more information about
reading logs).

The class that the message was logged
against. e.g. The class Activator in the
package com.cohga.search.indexer.internal

The message that is being set to the
log. Typically this is in human readable
form, however sometimes the messages
may not be that intuitive to the user.

The main items that change and you should be aware of are the Thread, Message Origin and the Message. These three items define when
and where the message was logged from. The Thread component can cause some confusion to many first time readers if they have not
familiar with mutithreaded applications. A key example is that you may see the same message three times in succession. This happens
due the the WebService that Weave runs under, is handling requests from multiple different locations at the same time. Each thread is
being executed concurrently and working in isolation within the Weave application. An example of what you would see in the log file is

10: 09: 54, 304 DEBUG [ bt pool 0- 0]

com cohga. server. processor. scri pt.

Scri pt Processor "Finished script execution (in 91ns)"

10: 09: 54, 305 DEBUG [ bt pool 0- 0]
Script Processor "Starting sending script
10: 09: 54, 305 DEBUG [ bt pool 0- 0]
Scri pt Processor
10: 09: 54, 305 DEBUG [ bt pool 0- 0]
Scri pt Request Processor "Fi ni shed scri pt
178ns) "

10: 09: 54, 306 DEBUG [ bt pool 0- 4]
Activator "JSON canoni cal
3111, ..}

10: 09: 54, 315 DEBUG [ bt pool 0- 7]

"Fi ni shed sendi ng script

Wrs MapEngi ne "Wote i mage/ png i mage in 30ns"

10: 09: 54, 315 DEBUG [ bt pool 0- 7]

request

com cohga. server. processor. scri pt.
result”

com cohga. server. processor. script.
result (in Ons)"

com cohga. server. processor. script.

processing (in

com cohga. server. processor. scri pt.
{"map":{"extent":{"crs":"EPSG

com cohga. server. map. Ws.

com cohga. server. processor. script.

Scri pt Processor "Finished script execution (in 34ns)"

10: 09: 54, 315 DEBUG [ bt pool 0- 7]
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ScriptProcessor "Starting sending script result”

10: 09: 54, 316 DEBUG [ bt pool 0-7] com cohga. server. processor.script.
Scri pt Processor "Finished sending script result (in 1ns)"

10: 09: 54, 316 DEBUG [ bt pool 0-7] com cohga. server. processor. scri pt.
Scri pt Request Processor "Finished script request processing (in
183ns) "

10: 09: 54, 316 DEBUG [ bt pool 0-4] com cohga. server. processor.script.
Scri pt Processor "Staring script execution”

10: 09: 54, 321 DEBUG [ bt pool 0-4] com cohga. server. map. base
BaseMapEngi ne "Checki ng scal e ranges agai nst 20133. 7824"

10: 09: 54, 323 DEBUG [ bt pool 0-4] com cohga. server. nap. Wis.
WrsMapEngi ne "Wote i nage/ png i nage in 2ns"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. script.
Scri pt Processor "Finished script execution (in 8ns)"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. script.
ScriptProcessor "Starting sending script result”

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor.script.
Scri pt Processor "Finished sending script result (in Ons)"

10: 09: 54, 324 DEBUG [ bt pool 0-4] com cohga. server. processor. script.
Scri pt Request Processor "Fini shed script request processing (in
179ns) "

10: 09: 54, 325 DEBUG [ bt pool 0-9] com cohga. server. map. base
BaseMapEngi ne "Checki ng scal e ranges agai nst 20133. 7824"

10: 09: 54, 332 DEBUG [ bt pool 0-9] com cohga. server. map. Ws.

Wrs MapEngi ne "Wote inmage/ png i nage in 6ns"

10: 09: 54, 332 DEBUG [ bt pool 0-9] com cohga. server. processor.script.
Scri pt Processor "Finished script execution (in 39ms)"

10: 09: 54, 332 DEBUG [ bt pool 0-9] com cohga. server. processor. script.
Script Processor "Starting sending script result”

10: 09: 54, 333 DEBUG [ bt pool 0-9] com cohga. server. processor. script.
Scri pt Processor "Finished sending script result (in 1ns)"

10: 09: 54, 333 DEBUG [ bt pool 0-9] com cohga. server. processor.script.
Scri pt Request Processor "Finished script request processing (in
241ns) "

The above example illustrates that there were four threads being executed. btpool0-0,btpool0-4,btpool0-7 and btpool0-9. You can see that
btpool0-4 has added a logging message between a message logged by btpool0-0 and btpool0-7. When looking for a particular sequence
messages that have been logged by a particular user, make sure that the thread name is the same throughout the request.

Common issues

Some of the underlying libraries used within Weave also produce logging information. Each library determines what it sees as being
relevant to log at various debugging levels (i.e. ERROR, INFO, etc). These messages can sometime confuse the reader about where and
when an error has occurred. Also an error message may be in sever parts, this is called a nested exception. Typically the exact error
location and message will be the first in

e.g. The error below was caused by the Database closing the connection. The first exception is the most detailed as it explains that the
error's original location was in the class oracle.jdbc.driver.SQLStateMapping which is core to the oracle communications libraries back to the
database. The next error nested exception is the code that called the oracle class com.cohga.server.stats.export.internal.ExportEvents. This
classes re threw the exception which was logged in the logging file.

When reading a log file you will typically work your way from the bottom to the top. If you do and you encounter an error, please go to the
first location in the log file that it occurs. It will generally be the most detailed.

03:40: 32,622 ERROR [PushToDat asource-0] com cohga. server.stats.
export.internal.ExportEvents "There was an exception during the
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rol | back.
Connection problens: {}"
j ava. sql . SQLException: C osed Connecti on
at oracle.jdbc.driver.SQStat eMappi ng. newSQLExcepti on
(SQLSt at eMappi ng. j ava: 70)
at oracle.jdbc.driver. Dat abaseError. newSQLExcepti on
(Dat abaseError.java: 110)
at oracle.jdbc.driver. DatabaseError.throwSqgl Excepti on
(Dat abaseError.java: 171)
at oracle.jdbc.driver. DatabaseError.throwsql Exception
(Dat abaseError.java: 227)
at oracle.jdbc.driver. DatabaseError.throwsql Excepti on
(Dat abaseError.java: 439)
at oracle.jdbc.driver. Physical Connection. roll back
(Physi cal Connecti on. j ava: 3369)
at com cohga. server. dat asource. jdbc.internal
Pool edJdbcDat aSour ce$Pool edConnecti on. r ol | back( Pool edJdbcDat aSour ce.
j ava: 468)
at com cohga. server.stats. export.internal.ExportEvents.
doAnExport ( Export Events.java: 118)
at com cohga. server.stats. export.internal.ExportEvents$l. run
(Export Events. j ava: 46)
at java.util.concurrent. Execut ors$Runnabl eAdapt er. cal
(Executors.java: 441)
at java.util.concurrent. FutureTask$Sync. i nner Run( Fut ur eTask.
j ava: 303)
at java.util.concurrent. FutureTask. run(FutureTask.java: 138)
at java.util.concurrent. ThreadPool Execut or $Wor ker . runTask
( Thr eadPool Execut or. j ava: 886)
at java.util.concurrent. ThreadPool Execut or $Wor ker . run
( Thr eadPool Execut or . j ava: 908)
at java.l ang. Thread. run(Thread.java: 619)
03:40: 32,622 WARN [ PushToDat asource-0] com cohga. server. stats.
export.internal.ExportEvents "Failed to push events to Datasource
{}"
java.l ang. Runti neException: java.sql.SQ.Exception: C osed Connection
at com cohga. server. stats. export.internal.ExportEvents.
doAnExport ( Export Event s. j ava: 125)
at com cohga. server.stats. export.internal.ExportEvents$l.run
(Export Events. java: 46)
at java.util.concurrent. Execut ors$Runnabl eAdapt er. cal
(Executors. java: 441)
at java.util.concurrent. FutureTask$Sync. i nner Run( Fut ur eTask.
j ava: 303)
at java.util.concurrent. FutureTask. run(FutureTask.java: 138)
at java.util.concurrent. ThreadPool Execut or $Wor ker . runTask
(Thr eadPool Execut or. j ava: 886)
at java.util.concurrent. ThreadPool Execut or $Wor ker . run
( Thr eadPool Execut or . j ava: 908)
at java.l ang. Thread. run(Thread.java: 619)
Caused by: java.sql.SQ.Exception: C osed Connection
at oracle.jdbc.driver.SQSt at eMappi ng. newSQLExcepti on
( SQLSt at eMappi ng. j ava: 70)
at oracle.jdbc.driver. Dat abaseError. newSQLExcepti on
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(Dat abaseError.java: 110)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 171)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 227)

at oracle.jdbc.driver. Dat abaseError.throwSgl Excepti on
(Dat abaseError.java: 439)

at oracle.jdbc.driver. Physical Connecti on. prepareSt at enent
(Physi cal Connecti on. j ava: 3046)

at oracle.jdbc.driver. Physical Connecti on. prepareSt at enent
(Physi cal Connection. java: 2961)

at com cohga. server. dat asource. jdbc.internal
Pool edJdbcDat aSour ce$Pool edConnect i on. prepar eSt at enent
(Pool edJdbcDat aSour ce. j ava: 458)

at com cohga. server. stats. export.internal.ExportEvents.
doAnExport ( Export Event s. j ava: 101)

7 nore

Mapping

When setting up maps in Weave you need to understand that your are configuring 2 completely different things when you're setting up map
engines.

Server Map Engine

Firstly there are server side map engines, these are the things that talk directly to ArcGIS Server, ArcIMS or a WMS server and this is what
he Weave server uses to generate map images (both for the browser and for reports, plus anything else that requires a map image, but
those things aren't important for this discussion).

These are top level configuration items, and therefore require the namespace in their configuration(e.g. <arcims:mapengine id="...">, <arcgis:
mapengine id="..."> or <wms:mapengine id="...">), because it's the namespace that directs the chunk of configuration xml to the correct
bundle to process it, and each of these types of map engines is handled by a different bundle.

This way we can add new types of objects just by adding a new bundle and giving it a new namespace (this applies to any top level
configuration item, and not just map engines).

These setup the basic settings that Weave requires in order to know how to talk to the respective map service (e.g. userid, url, service
names, connection pooling), think of something like a database connection, where different databases require different setting depending on
the manufacturer (Oracle, Microsoft), but in the end to Weave it's still just a database.

Client Map Engine

The second part are the client side map engines which describe to the browser what map layers you want to display in the map panel.
These are not top level configuration items, and they only make sense within the context of a map view inside of a client config, so they don't
require a namespace (actually they already have a namespace because they're always inside of a client config). Basically they're used to
configure an OpenLayers map component.

At their simplest a client side map engine only needs to be provided with the id of a server side map engine <mapengine id="
server_mapengine_id"/>, in which case the rest of the stuff that's needed for OpenLayers is figured out by Weave based on what was
configured in the server side map engine that has the same id.

Additionally you can provide a few options in the client map engine config to alter slightly the layer that OpenLayers creates (things like the
transition effect and opacity), these optional settings are applied to the OpenLayers component effect the way the map image is displayed
/generated from the client perspective.

Map Image Generation

If you do nothing more that this then each time the browser wants to update the map display it'll send a request to the Weave server asking
to update the image related to a particular map engine (as part of the request the map engine id is sent, along with the map extent, screen
size, visible layers, etc), it doesn't care what type of map engine it is on the other end (ArcIMS, AGS or WMS) it just wants a picture back.
When the request gets to the server it looks up the corresponding server side map engine and uses the information in the request to
generate a new bitmap image using the appropriate API (generating AXL for ArcIMS, constructing a URL for WMS or using the AGS SOAP
API for ArcGis server).

The image is generated and returned to the browser which then updates the display.
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All of the above happens because the default type for a layer added to the OpenLayers component in the Weave client is set to "weave".
That is, if you don't set the type in a client side map engine explicitly Weave sets it to "weave", which is an OpenLayers layer implementation
that we created for OpenLayers which knows how to talk to a Weave server to generate map images.

Map Layer Types

From that you can gather that OpenLayers supports other layer types, for example "wms" where the browser can talk directly to a WMS
server to generate map images, not needing to communicate to the Weave server at all.

There are actually a handful of these other OpenLayers layer types including one for talking to ArcIMS, one for ArcGIS and a handful for
directly accessing map tiles among others.

Each one has their own configuration options requires parameters, as defined by OpenLayers.

But there's one small issue with these other OpenLayers layer types, the Weave server doesn't know anything about them. This isn't really a
problem until you try and generate a report with a map in it (or do anything else that requires that the server generate a map image that
represents what the user us seeing on their screen).

Since the Weave server doesn't know anything about the layers the OpenLayers was accessing directly it can't draw the layers on the map
that it's trying to create and the resultant map image won't match what the client was viewing.

Linking Client Layer to Server Map Engine

Fortunately there's a way around this, allowing you to gain the performance of having the client directly access the map engine whilst still
allowing the server to generate a map image that matches the client.

And that's by configuring the client map engine with information about a server side map engine that can be used to replicate the map image
on the server.

For example in the case of the client side "wms" layer type you would setup a corresponding server side map engine pointing to the same
WMS server using the same base URL that the client was configured with.

Then you'd add a <server> section to the client map engine configuration telling it which server side map engine the server should use if it's
ever asked to draw a map that includes that particular OpenLayer layer.

ArcGIS Server

All of that can get a little messy, or a lot messy when trying to do this with tile caches, so to make life easier for sites wanting to use ArcGIS
Server tile caches, which are inherently a client side mapping option, Weave does a bunch of extra stuff to take care of a lot of the manual
configuration that would normally be required (believe me you do not want to have to manually setup a client side ArcGIS tile cache).

Basically if Weave sees that you're referencing a server side ArcGIS map engine in your client config, and that map service supports tile
caching, then it'll query the ArcGIS server to obtain the information that describes the tiles and use that to alter the client side map engines
config, it will also change its type from "weave" to "agstiled" (for a single fused map cache) or "agsrest” (for a multi-layer map cache), and
finally add the required server tags so the server knows what server side map engine to talk to if required.

So generally to make use of an ArcGIS tile cache nothing explicitly has to be done, either in the server side map engine or the client side
configuration (in fact you have to explicitly include a setting to disable use of the cache if it's available).

Directly accessing ArcGIS tiles

Both of the ArcGIS layer types referenced above, "agstiled" and "agsrest", still talk to an ArcGIS Server instance, they just do it from the
browser rather than the Weave server. So, while they're quicker than going via the Weave server they're still not the quickest option, which is
going to the tiles directly (well, via a web server, but that happens with the other too as well). Of course accessing the tiles directly has the
down side that the tiles must already exist, where as these 2 option can dynamically generate the tiles when they're asked for.

Accessing the tiles directly it turns out is almost exactly the same as accessing them via the "agstiled" method. The only difference is the
base URL that the tiles are accessed from, for the "agstiled" method the base URL points to the ArcGIS server, e.g. http://hosthame:8399
/arcgis/services/imagery/ but for directly accessing the tiles it's something like http://hostname:80/tiles/imagery/, and the rest of the URL, the
part that actually describes the tile to retrieve, is exactly the same (it includes the level, row, column and format).

One other difference is in the way the level, row and column are formatted when talking to ArcGIS verses accessing the tiles directly, which
is why the <useArcGISServer> option must be set to false in the client map engine configuration if you want to alter the map engine to
access the tiles directly.

So to directly access pre-generated ArcGIS tiles you just need to setup things so that an "agstiled" client side map engine is used and
change its URL parameter. The first part can be done by ensuring that the client map engine points to a server side map engine that is setup
to serve a fused map cache (so that Weave will perform the automatic processing required to set all the other parameters that are needed)
and the second part can be accomplished by setting the <url> parameter for the client side map engine (thereby overriding the one the URL
Weave would generate to access the tiles via the ArcGIS server).

Other Layer Types

At the moment ArcGIS tile caches are the only client side map engine that Weave performs the extra processing on, but it may be possible
to add similar functionality for ArcIMS and WMS (not that it's add support for tile caches to these 2 map engine types) or to the other tile
caching formats that Weave/OpenLayers support (e.g. TileCache, TMS and OpenStreetMap) but that's a problem for another day and at the
moment you have to manually figure out what values are required for the various layer types.

WMS Server

This update exposes Weave map engines as a WMS service. The bundle can also be used to create URL's that can be called from external
applications to create custom map images. The bundle supports additional parameters beyond those required by WMS and allows for more
customised map output.
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A new configuration describes a map context that is similar to that which is setup for a map view in a client configuration. It is generated in a
similar way to the maps that are included in a BIRT report.

There can be multiple map context setups, that each describe different map setups.

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xnl ns: wrsserver="urn
com cohga. server. wrs#1. 0" >

<wnsserver:context id="test">
<mapengi ne i d="rmapengi ne.raster">
<l ayer>satellite</Ilayer>
</ mapengi ne>
<mapengi ne i d="mapengi ne. vector">
<l ayer >property</|ayer>
<l ayer >r oad</ | ayer >
<l ayer >subur b</ | ayer >
<l ayer >nctcbound</| ayer >
</ mapengi ne>
<mapengi ne i d="mapengi ne. parks" opacity="0.75">
<l ayer >Reserve | mages</| ayer>
</ mapengi ne>
</ wirsser ver : cont ext >

</ confi g>

The above example exposes a new WMS service at / weave/ wns/ t est that will contain the layers listed (and only those layers).

When the WMS client tries to draw the map, Weave will use the three map engines to generate the individual images and combine them into
a single map image to return to the client.

This service should be supported in any WMS compliant client.

Complete option list

Name Description WMS
Compliant

srs Coordinate reference system of the coordinates specified in the URL Y

width Width of generated image in pixels Y

height Height of generated image in pixels Y

format  Output format of the generated image Y

bgcolor  Background colour Y

transpa true if transparent images should be created, false if opaque images should be generated Y

rent

bbox Comma separated minx, miny, maxx and maxy of the generated image Y

layers List of layers to draw, all layers will be drawn if not set at all, and no layers drawn if layers is set to no value Y

excepti  Method used to return errors to the caller Y

ons

size Comma separated width and height of generated image in pixels

dpi DPI of generated image, to ensure scale dependencies are calculated correctly

minx Left X coordinate

miny Bottom Y coordinate
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maxx Right X Coordinate

maxy Top Y coordinate

X Center X coordinate

y Center Y coordinate

center Comma separated X and Y coordinate. Both cent er and cent r e are supported

scale Scale to generate map at

entity Entity to use to determine map extent and draw highlight
ids Identifiers of entities to zoom to and highlight
filter Filters to be applied to 'ids' before calculating the extent. For use if external system uses different id's for the

underlying GIS data
buffer Amount to scale entity extent by to calculate extent, e.g. 1.2 to place a 20% buffer around the entity bounds
minscale Minimum scale to zoom to when zooming to an entity
highlight false if the entity highlight should not be drawn, true if it should be drawn
hicolor  Vector highlight colour

mcolor  Marker highlight colour. Should be blue, brown, dark, green, orange, purple, red, silver or yellow. The default is
green. The mcolor 'dark’ is a dark grey.

You must include a parameter or parameters in the URL to set or calculate the map bounding box, this can not be set in the
context.

When specifying the map bounding box setting minx, miny, maxx and maxy is the same as specifying just bbox, and bbox will take
precedence if both are present.

If a bounding box is set it will take precedence over setting the map extent based on a center x,y and scale.

If a center x, y and scale are set they will take precedence over the entity and ids.

Setting size will take precedence over setting width and height if both are present.

The above settings will generally be supplied by the WMS client, and defaults can be set in the cont ext .

Generally these will all be set by the WMS client when sending WMS requests to the Weave server and do not need to be specified in the
configuration, however, you may want to set these values in the configuration if you're intending on constructing and using the URL's from
another application and you want to simplify the URL that the other application needs to use.

For example, if you have an application that you want to always generate an 800x800 PNG image with a light blue background then you
could use the URL:

/ weave/ wns/ t est ?wi dt h=800&hei ght =800&bgcol or =0x7f 7f f f & or mat =png&bbox=140, - 36, 141, - 35

or you could set wi dt h, hei ght, f or mat and bgcol or in the context and use the following URL instead

/ weave/ wrs/ t est ?bbox=140, - 36, 141, - 35

This allows you to provide a simplified URL to the application provider while specifying the fixed settings yourself, it all depends upon the
requirements of the other application and how much of it can be pre-set.

Basic Context Example Requests

These example assume the above example map context

Generate a map at a given extent

/ weave/ wns/ t est ?

maxx=355971&maxy=5831675&m nx=323098&m ny=5807358&n dt h=800&hei ght =600
&f or mat =png32

/ weave/ wns/ t est ?bbox=323098, 580735, 355971, 5831675&si ze=800,

600&f or mat =png32

Generate a map at a given location
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/[ weave/ wrs/ t est ?
x=355971&y=5831675&scal e=5000&w dt h=800&hei ght =600&f or mat =png32
/[ weave/ wirs/ t est ?cent er =355971, 5831675&scal e=5000&si ze=800,
600&f or mat =png32

Generate a map at a given property

/[ weave/ wrs/ t est ?enti t y=property& ds=242765&n nscal e=25008&buf f er =1.
2&w dt h=800&hei ght =600&f or mat =png32

Generate a map at a given property and not highlighting the property

/[ weave/ wrs/ t est ?enti t y=property& ds=242765&n nscal e=25008&buf f er =1.
2&hi ghl i ght =f al se&wi dt h=800&hei ght =600&f or mat =png32

Generate a map at a given location and just highlight a property

/ weave/ wns/ t est ?
x=355971&y=5831675&scal e=5000&ent i ty=property& ds=242765&ni nscal e=2500
&uf f er =1. 2&wi dt h=800&hei ght =600&f or mat =png32

Extended Context Example Requests

The following examples assume the following map context and are the equivalent of the above.

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: wnsserver="urn:
com cohga. server. wrs#1. 0" >
<wnsserver:context id="test">
<m nscal e>2500</ m nscal e>
<buf fer>1. 2</ buf fer>
<wi dt h>800</ wi dt h>
<hei ght >600</ hei ght >
<f or mat >png32</f or mat >
<entity>property</entity>
<mapengi ne i d="mapengi ne.raster">
<l ayer>satel lite</I|ayer>
</ mapengi ne>
<mapengi ne i d="rmapengi ne. vect or">
<l ayer >property</|ayer>
<l ayer >r oad</ | ayer >
<l ayer >subur b</ | ayer >
<l ayer >ncchbound</| ayer >
</ mapengi ne>
<mapengi ne i d="mapengi ne. par ks" opacity="0.75">
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<l ayer >Reserve | mages</| ayer>
</ mapengi ne>
</ wnsserver: cont ext >
</ config>

Generate a map at a given extent

[ weave/ wrs/ t est ?maxx=355971&maxy=5831675&mm nx=323098&m ny=5807358
/ weave/ wns/ t est ?bbox=323098, 580735, 355971, 5831675

Generate a map at a given location

/[ weave/ wrs/ t est ?x=355971&y=5831675&scal e=5000

/[ weave/ wirs/ t est ?cent er =355971, 5831675&scal e=5000

/[ weave/ wirs/ t est ?cent er =337649. 188, 5818856. 678&scal e=1000&sr s=EPSG
28355

/[ weave/ wrs/ t est ?cent er =145. 1568367, - 37. 7632155&scal e=5000&sr s=EPSG
4283

Generate a map at a given property

/[ weave/ wrs/ t est ?ent it y=property& ds=242765

Generate a map at a given road with a min scale of 5000

/[ weave/ wrs/ t est ?ent i t y=r oads& ds=AS14124&mi nscal e=5000

Generate a map at a centred on given road with a min scale of 5000 showing just the

roads and property layers

/[ weave/ wirs/ t est ?ent it y=r oads& ds=AS14124&ni nscal e=50008& ayer s=r oad,
property

The last example specifies the layer as r oad and pr oper t y because there's only one r oad and pr oper ty layer in all of the map
engines. If the layer id was not unique then the layer can be specified by preceding it with the map engine id and a |, e.g. mapengi ne
.vector|roads
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Generated image showing highlighted property

) Using multiple contexts allows you to setup different maps depending on the target use.

Reporting
BIRT
Weave uses BIRT as its default reporting engine for producing printed reports. The reports are built using the BIRT Report Designer

application that is part of BIRT and then the report designs produced by the report designer are registered with Weave to make them
available for generation by users.

BIRT Report Designer

To start the report designer use the birt.cmd batch file which is installed in the weave directory, do not use the birt.exe that is
installed under the birt directory.
Once started you use the File|[New|New Report... menu to create a new report design.
You should change the default file location (which is under the BIRT directory by default) by un-checking the "Use default" check box and set

the Directory to the Weave workspace directory (or a sub directory of the workspace directory).

) The Weave BIRT plugin will look in the Weave workspace directory for report designs by default but it's recommended that you
place report designs in a sub folder of the workspace directory, in this case the reports directory, to keep the workspace directory
clean and organized.
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i New Report

New Report

";reate a new repork

If you the click the Next button you'll be presented with a screen that allows you to choose a starting template to use for the report. Generally
the Blank Report is a suitable starting point.

) The Blank Report template does include the current date as part of the Master Page, so it's not entirely blank.
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For this sample I'll just add a simple text box to the report since the intent here is to show how to create a BIRT report design, not how to

generate a full blown BIRT report.
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Once this report is saved the design file will then be available in the ...\weave\platform\workspace\reports directory and should be ready to

register in Weave.

Report Registration

Once a report design is available it needs to be registered with Weave to make it available for users. The registration involves adding a new
entry to the Weave config file for the report design, and there are two methods of performing the registration, either with a separate entry for

each report design or as a single entry for a directory of report designs.

The later makes it easier to register a bunch of reports but the former provides more control over individual report registrations.

To create either type of report registration requires the setting of the appropriate namespace for the BIRT configuration items in the config.
xml file, the namespace for BIRT reports is com.cohga.server.report.birt, so if we include BIRT reports in a separate config file called reports.
xml and include that into out main config.xml file then the initial contents of the report.xml file should be:

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server.confi g#l. 0" xm ns: birt="urn: com

cohga. server.report.birt#1.0">

</ confi g>

Then within the config tags we can add a new BIRT report entry for our sample report

<?xm version="1.0" encodi ng="UTF-8""?>
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<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: birt="urn:com
cohga. server.report. birt#1.0">

<birt:report id="sanple" report="reports\sanple report"/>

</ confi g>

Then when we refresh the client the new report should appear in the Report view

35 Reports
|® Blank Report

and if we generate the report (in this case as HTML) we should get the following output

This report is just a sample to show how to get a report from the BIET Eeport Designer to Weave
[Oct 13, 2010 4:54 PM

And that's the basics of how to get a BIRT report into Weave.
Customising BIRT Reports

This sections details how to modify BIRT report designs and registrations to alter the report that the user can generate.

Report Customisation
The first thing we need to look at the the label for the report in the report view.
Report Label

When displaying an available report to the user Weave will use the Display Name property set in the report design to obtain the text for its
label. For the Blank Report template the text for this property is "Blank Report", so that was the text that was displayed in the report panel in
the client.
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To alter the label text we could go back to the report design, change the Display Name property and save the report design, then the next
time the client starts the report will have the new label in the report view.

Alternatively we can set the label directly in the report registration in the config file

<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns:birt="urn:com
cohga. server.report.birt#1.0">

<birt:report id="sanple" report="reports\sanple report"” |abel="
Sanmpl e Report"/>

</ config>

Report Description

If you hold the mouse cursor over the report label in the report view you'll notice a description of the report popup
§E|Repnrls P ﬁ'@%ﬂ—'@ Y

|* Blank Reum;t

| Creates a blank report with no predefined content. |

Again, this can be changed by editing the report design and changing the Description in the report properties
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|
Layout | Master Page | Scripk | ML Source | Prexiew |

= Property Editor - Report 52

Properties

eneral Description

[Descriptiun Description: | Creaktes a blank repork with no predefined content.

Cornments

User Properties

Mamed Expressions

Resources

Advanced

Or alternatively you can set a 'description’ property in the report registration.

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns:birt="urn:com
cohga. server.report.birt#1.0">

<birt:report id="sanple" report="reports\sanple report" |abel="
Sanpl e Report" description="Sanple for denonstrating BIRT"/>

</ confi g>

=| Reports &h h ﬁ ;'-_;H &% W B

[" Sample REPE

Sample for demonstrating BIRT

Report Parameters

Report parameters allow you to obtain input from the user when it's time to generate the report and that input can be used to alter the
generated report.

This can be used simply to include custom text in a report or in more advanced ways by using the scripting environment within the BIRT
reporting engine to make major changes to the report.

The report parameters can be seen in the Report Parameters section on the Outline panel in the BIRT report designer.
To create a new report parameter right click on the Report Parameters item and select New Parameter.

From there you can enter the detail for the new report parameter
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b New Parameter

| Enter a kitle to appear at the top of the report

ReportTie]
s
fotber

Sample Feport -

Then you can use the parameter in a report item

) A simple way to add a report parameter to a report design and have it display the text is to drag and drop the parameter from the
Outline view to the report design
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GQuick Tools
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I:I"-ED MasterPages
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—

[tiile]

4

This report is just a saraple to show how to get a report from the BIRT Report Designer to Weave

L_aygut] Master Page | Scripk | #ML Source | Prexview |

T— = =0
Properties | Binding | Map Highlights|
General General
Padding Name: | | L
Border
Margin Font: |Serif |z| Sige: Large |z|| |z|
Format Murnber

Color: [N | Black Background color: Auto

Farmat DateTime - " lz' Backg " lzl

Format Skring
Hyperlink.

Then when the user tries to generate the report they will be asked for the report title
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Global - Sample Report e

Qutput Format:
pdf b
Report Title:
Sample Report

5 G~ 21 1

Generate ” Cancel

which will appear in the generated report

Sample Report
This report is just a sample to show how to get a report from the BIRT Report Designer to Weave
Nov 3, 2010 11:27 AM

Adding Maps to BIRT Reports

This documentation describes the mapping components provided as part of Weave 2.3, for changes in Weave 2.4 see BIRT Map
Updates for Weave 2.4

The BIRT designer installed along with Weave contains a map component in the tool palette for adding a map image to the generated report.

[ia] Image
£ arid -
=/ List f
F Table -
i <hart -
e '

e I

|~ Duick Tools +|
[Z] Aggregation .

EE Outline 22 i P
= sample_repart, rprdesian

i-[[Fl Data Sources I
L[V Maba Sake L ! !
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By selecting the tool and clicking in the report design you can add a new map place holder.

[
- This report iz just a sarnple to show how to get a report from the BIRT Beport Desigrer to Weave

4
Laygut] Masker Page | Scripk | £ML Source | Prewview |

@ Property Editar - Map &3 l

Properties | Highlights | Spatial |
| N

ok
Marmin

(——
The map place holder will be replaced by a map when the report is generated.

Resizing the map
You can resize the map using the handles directly within the design or you can set the width and height exactly by editing the advanced

properties of the map
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This report is just a saraple to show how to get a report from the BIRT Report Designer to

_.#

.ﬂ_l-r

=

-

Layouk | Master Page | Scripk | AML Source | Presview |

Properties | Highlights | Spatial

i
Baorder Advanced
Page Break
— Property | Yalue
‘Wisibility on render
Table of Contents Parent Map
Bookmark = Report Tkem
Uset Properties RETRR RGN
Wideh  10em
Mamed Expressions Scale
Advanced Scale Buffer {9%) 120
Scale Check, true

/. Currently the map size must be set to specific units (cm, pixels, etc) and can not be set as a percentage.

Map spatial settings

The Spatial tab in the map properties contains settings that adjust the display of the generated map.

General spatial settings

The general tab contains three setting.
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L_ayél.llt Maskter Page | Scripk | AML Source | Presview |

@' Property Editar - Map &3

FELEETTn

Properties |Highlights Spatial
|
[General General
Locakion )
Srale Highlight Colar || Auka El
Layers Key | id |

DPI e |

The first is the colour to use to draw highlighted features (this is different from the colour used for drawing selections). This is used in the
situation when a single feature within a selection needs to be highlighted in a BIRT report (i.e. when a map is contained within a report that
will generate a map image for each selected feature).

The second used when the map is embedded in a dataset and will be covered later.

And the third setting sets the DPI of the generated map image. The little button to the right of the DPI field allows the value to be set from a
formula, which can be use for example to allow the user to choose between high, medium and low quality map output when they generate
the report by associating the DPI value with a report parameter.

As of Weave 2.5.8 there is a fourth setting, Show Hi ghl i ght, that allows you to turn off the highlighting defined by the Hi ghl i ght Col or.

Location settings

The Location setting for the map determine where the map will be centred and is used in conjunction with the Scale setting to determine
what area of the world the map will cover.

There are three choices:

Val Description
ue

Origi  Centre on the area that the user was viewing.

nal This will ensure that the map covers at least the area the user was looking at, it may be more vertically or horizontally because the
size of the map on the page may be different to that of the browser.
There are no input parameters for this option.

Sele  Centre on the current selection.

ction  This will pan the map so that it is centred on the current selection.
This would normally be used in conjunction with the Scale setting of the same name.
There are no input parameters for this option.

Spec Match an area entered directly.
ific The report designer must enter the area of the map to be displayed directly.

@ Property Editar - Map 23 l B — O
Properties |Highlights Spatial
General Location
[Ll:u:atil:un Location Type |5|JEEiFiE |z|
Scale
Lavers Min = | |
Min ¥ | |
Max % | |
Max | |

Scale settings
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The Scale setting for the map determine what scale the map will be generated at and are used in conjunction with the Location settings to
determine the actual area of the world the map will cover.

There are three choices:

V  Description
al
ue

Or Match the scale that the user was viewing.
igi  This basically does nothing to calculate a scale but instead uses the current location (as set by the Location setting) to determine the
nal map scale.
This may not be the exact scale the the user had selected on the client because of differences in page and screen sizes, if you want
the map scale to be exactly what the user was viewing then the Specific value should be chosen for this option and a formula should
be used to set the scale.
There are no input parameters for this option.

Se Set the scale to ensure the map covers at least the current selection.
lec  This will scale the map so that it displays the current selection.
tion This would normally be used in conjunction with the Location setting of the same name.
You can also specify the size of a buffer around the selection so that the map covers more of the surrounding area

Sp Set the scale directly.
eci The report designer must enter the scale of the map to be displayed directly.

fic
= property Editor - Map 53 ‘ B — 0
Fropetties |Highlights Spatial
Genetal Scale
Location Scale Type | Specific |z|
[SEale
Lavers

Scale

Setting @ map scale

Like the DPI setting the scale setting, when set to Specific, allows its value to be set from a formula.
Automatically matching the users current scale

One option when using a formula is to set the formulas value from a parameter that's automatically set by Weave each time a report is
generated, the name of this parameter is ‘client.scale’ and the value for this parameters is always set to the users current map scale at the
time of the report generation. So, by setting the Scale formula to

parans['client.scale']

you can ensure that the map in the report will be generated at the same scale that the user was originally using.

This is different from setting the Scale Type to Original, which actually maintains the original extent rather than the original scale.
Using 'client.scale' maintains the original scale which may result in a different map extent from what the client was viewing.

) This may be incorporated directly as a new Scale option in future versions of the BIRT mapping component

From a value entered by the user

Another option is to add a report parameter to the report and allow the user to choose a map scale when they generate the report (note that
this is different from 'client.scale' which is automatically generated by Weave).

By right clicking on the Report Parameter item in the Outline you can create a new report parameter
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b BIRT RCP Designer
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Embedded Images
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----- @ Scripks

Page ‘Window Help
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[[scale Help text: |
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Display type: ¥ 1s Required [~ Donok echo inpuk

IList Box j ™ Hidden [ Allow Duplicate Values
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& sStatic © Dynamic ™ Allow Multiple Yalues

Selection values: | | pefay) | walue | Display Text | Display Text key | { Mewy,
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=
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Ascending

(84 Cancel

Here we've created a new report parameter called 'scale’

[.== Quick Tools

all

[Z] Aggregation

0= outline 53

B sample_report.rptdesign
Eﬁl Daka Sources
@ Data 2ets
@ Cata Cubes
E@ Feport Parameters

Eﬂ---m MasterPages
|£| Skyles

----- Embedded Images
% Libraries

----- @ Scripks

_oA

b

Layouk | Masker Page | Scripk | AML Source | Prewiew |

@ Property Editor - Parameter 23

Properties

[ General General
Localization Mamne: E
Advanced Data bype: @

Control bype: | CombiofList £

which we can then use in the formula for our report parameter (by using the value params[“scale"] as our formula)
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| Laygut | Master Fage | SCrpt | EML OUFCE | Freview |

@ Property Editor - Map &3 l B — O
Froperties |Highlights Spatial

eneral Scale

Location Scale Type |5|:|eti|:i|: Iz'

[Scale

Lawers

Scale | params["scale"]

and it will appear when the user generates the report.

Li, S [ a -y

Global - Blank Report *
Qutput Format:
pdf v
Map Scale:

1:1,000
1:2,500
1:10,000
1:25,000

7 T>-2

.-_
e
=X
-

~A

T
W
F

Generate H Cancel

then the map scale will be taken from the value the user has selected.

This is also a useful option if you wish to restrict the scales available for generating a report map.
Displaying the map scale

All of these parameters can also be used to display the map scale using a dynamic label, but as of Weave 2.4.3 there is also an additional
parameter available, after the map is generated, that contains the actual map scale that the map is generated at.

The parameter will be named scal e, if the map doesn't have a name, or <nane>. scal e if the map does have a name.
The numeric value is directly available as par ans[ " scal e"] (or par ans[ " <nanme>. scal e"]) or a formatted string value available using p
arans[ "scal e"] . di spl ayText (or par ans[ " <nane>. scal e"] . di spl ayText).

Layers Settings
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@ Property Editor - Map &3 ‘ E — O
Properties |Highlights Spatial
General Layers
LOEE AR O wisplay anly shown layvers
Scale
Show Lavers
Layers

Hide Lawvers

The layers settings allow you to alter the layers that are displayed on the map.

By entering a comma separated list of layer ids into the Show Layers value you can force layers to be turned on.

This will just turn the layer on, if the map engine still won't show the layer, for example because it is outside of a certain scale range,
then the layer may still not display.

Similarly by entering a comma separated list of layer ids into the Hide Layers value you can force layers to be turned off.

Finally by checking the Display only shown layers check box you can provide a list of exactly the layer ids that should be turned on.

= property Editor - Map 53 I BE — 8
Propetties |Highlights Spatial
General Layers
e Display only shown lavers
Srale
Show Lavers
Layers

Layer ids for showing/hiding map layers

The values for the layer ids are taken from the map engine that the layer belongs to, for example if the map engine is ArcIMS then the layer
id will be the 'id' parameter for the layer in the AXL file, and are generally the unique identifier for the actual layer.

If the map is going to be created from multiple overlayed map engines and the layer id is not unique then you can specify which map engine
the layer id corresponds to be suffixing the layer id with a "/* and the id of the map engine, for example "roads/me.vector" (the id of the map

engine is the Weave map engine id).

) In reality unless you specify a map engine id explicitly each layer id is actually suffixed with "/*", which will match any map engine id.
This will effectively remove all layers matching the specified name from all map engines.

So using a layer id of "property" is the same as using "property/*".
It's not yet possible to specify "*/mapengineid”, that is indicate that all layers from a particular map engine should be on or off.

BIRT Map Updates for Weave 2.4

As part of the update in Weave 2.4 BIRT has been updated from version 2.2.1 to 2.6.1, which in itself provides a number of enhancements
and bug fixes, but also allowed for some changes to the way that the mapping components works.

Setting map size

You can now set the size of the map component via the properties editor.
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Laygut Master Page| Ecript|5ML 5uurce| Prergiew|

= property Editor - Map 32

Properties | Highlig ht5| Spatiall

|| General General
Marai
‘9l Name:
Font -
Border Width: 15 cm | w |
Page Break -
Visibility Height: 15/ cm | v |
| Table of Contents

. Bookmark
User Properties

Named Expressions
Advanced

Changed the wording for the location types

The names of the options for determining the centre of the map have been changed to hopefully make it more obvious what they're doing

Laygut Master Page| 5cript|5ML Saurce| Fregiew|

& property Editor - Map 33
Properties | Highlights | Spatial

General LDCEtiDI'I

Location _ i : —
ccale Location Type | Sy MRSl |:|
Layers

Selection Extent

Specific Extent

Client View Extent is was previously called Original, and matches the center of the map to be the same as what the user was viewing.
Selection Extent was previously called Selection, and matched the center of the map to be the center of the current selection.

Specific Extent was previously called Specific, and allows you to enter an extent directly (not that if this is chosen the scale type will be
ignored).

Changed the wording for the scale types and added a new one

The names of the options for determining the scale of the map have been changed to hopefully make it more obvious what they're doing

Page 114



Copyright © 2022, Cohga Pty Ltd.

= |

Layout | Master Page | Script | XML Source | Preview

E 23

Properties | Highlights | Spatial

General Scale

Location

Scala Scale Type hd
Layers

Client View Scale
Selection Extent

Specific Scale

Client View Extent was previously called Original, and matches the scale of the map to include at least the current map content that the user
was viewing.

Client View Scale is new and matches the map scale to what the user was viewing.
Selection Extent was previously called Selection, and matches the scale of the map to include the currently selected features.
Specific Scale was previously called Specific, and allows you to enter a scale value directly, either as a scale or as a formula.

Client View Scale was introduced to make it easier to create a map at the same scale as the user was viewing, as opposed to Client View
Extent, which tries to match the extent that the user was viewing which may result in a different map scale.

Improved support for optional parameters when setting the scale

Previously you could add a report parameter to allow the user to choose the map scale, and then use the parameter value with a Specific
Scale scale type to set the map scale explicitly, but this required the user to always enter a scale value (and forced you to ensure the scale
parameter was set as "required").

It's now possible to have the scale report parameter not be a required parameter and have the map fall back to either Client View Extent or CI
ient View Scale if the user doesn't choose a value.

Assuming that you've crated an optional report parameter called 'scale’
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i Edit Parameter + X
Edit Parameter [}
S Display As
[SCE||E'| ] Help text: |Chc-c-5e the scale that you want the map gener:
Prompt text: Format as: |Genera| Number | | Change... |
|Sca|e | Preview with format
Data type: 123456
| Integer w | List Limit: | | values
Display type: [ s Required’ | Do not echg input
| List Box bt | | Hidden (] Allow Duplicate Values
Selection list values
(D) Static () Dynamic [ Allow Multiple Values
values: | | pefaylt | value Display Text | Display Text Key i
: 500 - 1:500 :
1000 1:1,000
2000 1:2,000 |
4000 1:4,000 3
a000 1:8,000
16000 1:16,000
Remove All
32000 1:32,000
64000 1:64,000 B
| Import Values... | | Set as Default |
Sort
Sort by: | <MNone> W | Sort direction: | Ascending W
@ Cancel | | Ok

you can use the following formula

if ( parans["scale"].value )

par ans[ "scal e"]

el se
nul |
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to use the current view extent, and the following formula

if ( paranms["scale"].value )
par ans[ "scal e"]
el se

parans[“client.scal e"]

to use the current view scale (“client.scale" is an auto-generated parameter created by Weave to represent the current map scale)

This can be done by using a Specific Scale and hitting the formula button

. | — -
Layout | Master Page| §cript| XML Source| Pregiew|
= Property Editor - Map 2 ‘ =0
“ ||| properties | Highlights | Spatial
General Scale
Location i —
Scale Scale Type Specific Scale |L|
=||| Layers
Scale
The pasting the formula into the formula builder that appears
i Expression Builder (JavaScript) + X

Expression Builder

Type an expression in the Expression field. Browse the lists of available objects and double-click to copy into your expression.

® %X UL B E

1 if { params["scale”].value ) =]
2 params[“scale”]

3 else

4 params["client.scale"]|

operators: [+|[-| < |[/] [+

&

da

™

Category: Sub-Category: Double [élic k to insert: 4

Report Parameters

Native |avaScript Functions
BIRT Functions

Operators

@ ok ||

Cancel

Displaying generated map scale
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As of version 2.1.0 of the com.cohga.server.report.birt. map bundle (Weave 2.4.3) a new parameter is available, after a map component is
generated, that provides the value of the scale that the map was actually generated at. The parameter will be named scal e, if the map
doesn't have a name, or <nane>. scal e if the map does have a name.

The numeric value is directly available as par ans[ "scal e"] (or par anms[ " <nanme>. scal e"] ) or a formatted string value available using p
arans[ "scal e"] . di spl ayText (or parans[ " <nane>. scal e"] . di spl ayText).

Adding Data to BIRT Reports

The BIRT designer that is installed with Weave contains a Weave Data Source component that's available for adding data generated by
Weave to a report.

Create a Data Source

Adding data to a BIRT report that is generated by Weave is done in the same manner as data from any other data source that BIRT
supports, but you need to choose the "Cohga Weave Oda Data Source" driver when creating a new data source, which is done by right
clicking on the Data Source item in the Outline panel in the BIRT designer and selecting New Data Source.

»f BIRT RCP Designer i =]

File Edit Insert Element Data Page window Help

[[=RAE - RS |

£ palette 52 ] [8 Data... |ﬁubrar...| = O|[E sample_report rptdesian 33] =

I I S - SR L L S S S-S S S B

| h Pointer Select || - ;
re1 ﬁ -
Lt Rectangle Select pfl New Data Source

= Report Ikems 3 )
o] Label Select a Data Source Type or Choose a Connection Profile
abe
Text Provide all the settings for a new data source, or choose a pre-defined connection profile
ah| Dynamic Text
[Z Data ¢ Create fram a data saurce bvpe in the Fallowing list .
Image " Create from a connection profils in the profils store
F arid Report Designer to Wease
[Euist
[ Table IDBC Data Source
M Chart Scripted Data Source u
O Mal Web Services Data Source 5
P o ¥ML Data Source e
= Quuick Tools .
[Z] Aggregation
— Data Source Mame; | Data Source
tline |
ERE sample_report.rptdesign -
----- C@ Diaka Sources - | LIJ
----- (& Data Sets
----- (# Data Cubes (7) = Back I Mext = I Einiish Cancel
H-[£3 Report Parameters B =0

:I[D MasterPages
Styles

Embedded Images
L Libraries

----- @ Scripks

[
[0 Bady
B
B

From the next screen you need to enter the URL of a Weave server that is currently running and will be serving the data that you wish to
include in the report.
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ERE sample_report, rprdesign
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----- [._E Diaka Sets

----- (§) Data Cubes

H-(£3 Report Parameters
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----- Embedded Images
Lt Libraries
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- -

i New Cohga Weave ODA Ui Data Source Profile
Cohga Weave ODA Ui Data Source

Data Source Connection Properties

Lirl: | http:/flocahost: 3080/ weawe

Username: |

Report Designer to Weave

Password: |

Test Connection |
]

@ < Back HEXE > | Erish |

Cancel |

The URL entered here is only used during report design, since when the report is actually being generated it's being generated within the
Weave server itself and therefore knows how to connect.

This allows us to use localhost, as in the example above which assumes the Weave server is running on the local machine, or the host

name of another Weave server and still be able to copy the report to another server running Weave.

The username and password fields are not currently used

) The Test Connection button will check if a connection can be established to the Weave server pointed to by the URL parameter

€3 If the Test Connection button does not successfully connect to the server, and you know that the URL parameter is correct, it could
be that the connection is being blocked by by the security.xml file, particularly if you have enabled NTLM or Kerberos security (i.e.

Windows single sign-on).

If you do have NTLM or Kerberos security enabled then you can disable it just for the BIRT report designer by ensuring that the URL
pattern / r epor t / r enot e does not have any NTLM or Kerberos filters applied, by updating the f i | t er Chai nPr oxy to include the
following (before the last / ** catch-all entry)

/report/renot e=htt pSessi onCont ext | ntegrati onFilter, authenticati onProcessingFilter,
securit yCont ext Hol der Awar eRequest Fi | t er, r emenber MePr ocessi ngFi | t er, anonynousPr ocessi ngFi | ter,
j sonExceptionTransl ationFilter,filterlnvocationlnterceptor

Also, ensure that the / r epor t / r enot e URL pattern is listed in the obj ect Def i ni ti onSour ce as being accessible anonymously
(again, before the last / ** catch-all entry)

/report/renmote=l S _AUTHENTI CATED_ ANONYMOUSLY

Once you click Finish you will have a new data source connection available for retrieving data from a Weave server
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[tiile]
This report is just a sample to show how to get a report from the BIRT Report Designer to Weave

- = 3

L_aygut] Master Page | Scripk | #ML

Source | Prexview |

@ Property Editor - Data Source

Properties

S

Advanced

General General

Marne: | Data Source

Creating a Data Set

The next step is to create a Data Set, which represents a Weave data definition that can be included in the report design.

Again to create a new Data Set you right click on the Data Sets item in the Outline panel.
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New Data Set

Define the data set's name, source, and type

Data Set

Data Source

RT Report Designer to Weave

1™

= & sample_report. rptdesign
EI@ Data Sources
Data Source

G boasets

(# Data Cubes
H-(£3 Report Parameters
]--- Body
:IED MasterPages
H- Styles
E Embedded Images
% Libraries
@ Scripks

When you hit next you will get a page listing the entities and data definitions available on the server, and here you choose what data you
want to retrieve.
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Here you can see the list of available entities in the left column and the list of all available data definition at the bottom of the middle column.

If you select one of the entities in the left column the list at the top of the middle column will populate with the list of data's that are

associated with that entity.
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The error at the top of the Data Set form indicates that we must choose a Data or Data Definition now that we've selected an entity

Now we need to select the Data or Data Definition that will be the actual source of the data we wish to display.
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Once we've done this the Finish button is enabled again so we can complete the creation of the data definition.

) The third column, Filters, is used when creating a one to many data set and will be covered later.
But it also gives an indication of the values that will be returned for the data set.

Once you click Finish you will progress to the standard BIRT data set editing wizard
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Define output columns:
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Propho Skring Prop. Mumber
StreetMame Skring Road Mame
StreetType Skring Road Type
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CMAILS String Mail 3
OMAIL4 Skring Mail 4
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this is where you can edit the properties for the data set and do things like filter the data, create new values based on data retrieved.

One useful thing you can do in the data set edit page is set the maximum number of rows the report will generate which is done in
the Setting tab.

This will give you the opportunity to ensure that the user can't generate the report for 1,000,000,000 records or setup the report for a
single entity.

& The _id column represents the key column for the underlying data definition and is used to uniquely identify each entity.
This value will be used later when we look at filtering and embedding maps in data sets.

Once you click Ok here it'll complete the Data Set creation

Using a Data Set

The quickest way to then get the data from a data set into the report design is to simply drag and drop the data set into the report design.

This will create a new Table in the report design which represents the data set.
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From here you can delete the columns you don't want to appear in the report
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You probably don't want the _id column to appear, but you shouldn't delete it but just hide it.
Click on the column header for the _id column and change to the visibility tab in the properties, there you can click the Hide check

box to hide it
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Then if we save and generate this updated report we'll see the data for the currently selected entities
Sample Report
This report is just a sample to show how to get a report from the BIRT Report Designer to Weave
Prop. Number Road Name Road Tvpe Suburb
94-140 PORTER STR TEMPLESTOWE
142-164 PORTER STR TEMPLESTOWE
1B NILAND RISE TEMPLESTOWE
10 WAKEFIELD PL TEMPLESTOWE
9 WAKEFIELD PL TEMPLESTOWE
11 WAKEFIELD PL TEMPLESTOWE
12 WAKEFIELD PL TEMPLESTOWE
13 WAKEFIELD PL TEMPLESTOWE
8 WAKEFIELD PL TEMPLESTOWE
7 WAKEFIELD PL TEMPLESTOWE
3 WAKEFIELD PL TEMPLESTOWE
2 WAKEFIELD PL TEMPLESTOWE
6 WAKEFIELD PL TEMPLESTOWE
4 WAKEFIELD PL TEMPLESTOWE
5 WAKEFIELD PL TEMPLESTOWE
19 NILAND RISE TEMPLESTOWE
18 NILAND RISE TEMPLESTOWE
20 NILAND RISE TEMPLESTOWE
21 NILAND RISE TEMPLESTOWE
Nov 4, 2010 3:37 PM

) The map component in the report design was hidden in the design
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Linking data sets

The filter setting in the data set property pages allows us to display additional details for each row of another data set, for example if we
wanted to display registered animals at each property in our sample report we'd create a new data set, which would be linked to an animal
registration data definition, but we'd filter it based on the property id and link that filter to the property id of the data set we've already created.
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Here we've created a new data set from some sale data and this time setup a filter based on the _id column. It doesn't have to be the _id
column but in this case the _id column is directly linked to the _id in the property details table we've already created, so we'll be joining them.

) It's important that a filter column be selected when creating the data set.

£3 You may receive a warning when you go to save the new data set, telling you that a value has not been set for the id parameter.
This warning can be ignored because we'll be setting the value for the id parameter from its parents data set in the next few steps.

Now that we've created the new sub-data set we need to create some room in the existing table to add the new data.
Select the table and right click on the row handle for the detail row and select Insert|Row|Below to add a new row below the current detail
row, this way the sale details for each property will be listed below the address.
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Then we merge the cells together by clicking and dragging across the visible cells in the new row
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and then right clicking in the selected cells and selecting Merge Cells from the menu
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This way when we add the new data set to the existing table it'll fill up the width of the parent table. You don't have to do it this way, and you
may find better methods of laying out your report pages, but this is to demonstrate linking data sets, not how to layout pages.

From here we can just drag and drop the new data set into the area we've just created in the existing table
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£} Remember to hide the _id column if you don't want it to appear in the final report
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The important step here is to link the new table to the parent one, this is done in the Bindings for the tables data set
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By editing the bindings for this tables "_id" parameter and setting it to the value from the “_id" field in the parent table, which is done by
setting the value to row["_id"], you'll link the sub-table to the parent table.
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If it was a different column from the parent table that contained the value to use to filter the child table then you would use the name of that
column, for example row["sale_id"].

Finally, if we generate the report we'll have sales information for each property

Sample Report

This report is just a sample to show how to get a report from the BIRT Report Designer to Weave

Prop. Number Road Name Road Type Suburb

87 LATROBE STR BULLEEN
Sale Date Settlement Date % Amount
Nowv 30, 2001 Nov 30, 2001 30

31 GRANT OLSON AV BULLEEN
Sale Date Settlement Date Amount

Jun 27, 1997

Sep 15, 2001 Nowv 20, 2001 5367.150
Nov 16, 2002 Jan 16, 2003 5466,200

Now 5, 2010 12:23 PM

& The report design was formatted slightly to improve readability

Reporting no data generated

To display to the user that there was no data generated for a table in a report follow these steps:

Step 1.

Create an initialize script to set a counter variable to 0.
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Step 2.
Create an onCreate script to increment the counter for each table row displayed.

BIRT Report Designer

P (= Context
(= Variables
(= Report Parameters
B (= Native JavaScript Functions
B (= BIRT Functions
P (= Operators

rowCount++

¥ [5| Empty Data Label Report
b [{ Data Sources
P (& DataSets
[ Data Cubes
({3 Report Parameters
({5 Variables
v[O Body
¥ [ Table
> 5] Header
¥ [ Detail

» 5 Footer
[8 Groups

Step3.
Create a Label with the text you want displayed when no data was generated.
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Window Help
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2% Pale... Szlts Dat... |Res... ‘ =0

[+ Pointer Select

i~ Rectangle Select

(= Report Items <
Label
AE Text
ab| Dynamic Text
[E Data
= Quick Tools @0
[Z] Aggregation

< Outline 82 =0

¥ [ Body
¥ [ Table
P [=] Header
¥ [£] Detail
P [0 Row
» | Footer
[E Groups
> MasterPages
> (3] Styles
[#] Embedded Images
& Libraries
14 Q:) Scripts

Joiw D@ [Gr v o |- %

Id Prop. Number
[1d] [Prop. Mumber]

:The report generated no data

Road Name

[Road Name]

Road Type Suburb

[Road Type] [Suburb)]

Postcode
[Postcode]

La¥c ut| Master Page ‘ §cn'pt| XML Source ‘ Preview ‘

Step 4.
Hide the label if the row counter

it

File Edit Insert Element Data

Page Run

|rov ol [ @y [ v v | =%

is greater than 0.

BIRT Report Designer

Window Help

2 Pale... Szlt.'; Dat... | i Res... ‘ =8

[+ Pointer Select

i "} Rectangle Select

= Report Items 0
Label
A= Text
abl| Dynamic Text
[E _Data

empty_data_report.rptdesign &2 l

=]

90,M00000(000000 o R REIax

-

Id Prop. Number
[ic] [Prop. Number]

:The report generated no data

[ Quick Tools @
[Z] Aggregation

(=P . =5

¥ [ Body
¥ [ Table
» =] Header
¥ [7] Detail
P O Row
> [=| Footer
[8 Groups
[ 3 ED MasterPages
> [ styles
[ Embedded Images
[; Libraries
» & Scripts

Road Name

[Road Name]

Road Type Suburb

[Road Type] [Suburb]

Postcode

[Postcode]

I;aygull Master Page ‘ §cn'pt| KMLSnurce‘ Ple'giew‘

EZ Property Editor - Label 2 }

Properties | Hi

|v Hide Element

() For all outputs

or specific outputs...

Detail (All outputs)

Expression: rowCount >0

Application Integration

Filtering Id's

Some of the application integration modules allow the translation of identifiers being sent between Weave and the third party application

which can be done by setting up a "filter" and then directing the application integration module to use that filter when sending or receiving a

list of identifiers (see the documentation for the application integration module for details on how to link the filter).

To define a new filter you need to add the com cohga. sel ecti on. fi |t er namespace to your config file, e.g.
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Adding the filter namespace

<?xm version="1.0" encodi ng="UTF-8""?>
<config xm ns="urn: com cohga. server. config#l. 0" xmns:filter="urn:com
cohga. sel ection.filter#1.0">

</ confi g>

Then you can create a filter that will convert id's from one value to another. e.g.

Example database filter

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn: com cohga. server. config#l. 0" xmns:filter="urn:com
cohga. sel ection.filter#1.0">
<filter:db id="property.filter">
<dat asour ce>mai n</ dat asour ce>
<t abl e>GEMS_LI NK</ t abl e>
<keycol um>PI D</ keycol um> <!-- colum used in spatial database --

<i dcol um>PRUPI </ i dcol um> <!-- colum required for third party
application -->
</filter:db>
</ config>

When configured to use the above filter Weave will translate PID values to PRUPI when sending to the third party application and will do the
reverse, translate PRUPI values to PID, when coming from the third party application into Weave.

You can further extend the filter by adding additional f r omand wher e clauses to include additional tables in the translation.

In addition to a db (database) filter you can also create a f or mat filter or a chai n filter. A f or mat filter can alter the formatting of the id's,
for example, if they need to be padded with spaces, and the chai n filter can combine other db and f or mat filters, since you can only
specify a single filter and you may want to translate and format the id's.

Format filter

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn: com cohga. server. config#l. 0" xmns:filter="urn:com
cohga. sel ection.filter#1.0">
<filter:format id="property.format">
<idtrimn>true</idtrimn>
<keyl padout >8</ keyl padout >
</filter:formt>
</ confi g>

The f or mat filter has 12 values that can be set, to determine if the id/key is left or right padded, or if it's trimmed of extra spaces. (id or key)
x (Ipad, rpad or trim) x (in or out) = 12.

For left or right padding the property should be set to the number of characters the final value should be padded out to, for trim the property
should be settotrue orf al se.

e.g. <idlpadout>20</idlpadout>, <keyrpadin>5</keyrpadin>, <keytrimin>true</keytrimin>

Chain filter
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<?xm  version="1.0" encodi ng="UTF-8"7?>
<config xm ns="urn: com cohga. server.config#l. 0" xm ns:filter="urn:com
cohga. selection.filter#l1l. 0">
<filter:chain id="property.chain">
<filter>property.filter</filter>
<filter>property.format</filter>
</filter:chain>
</ config>

Google Earth
) NOTE: Google has decided to retire the Google Earth API. Per their deprecation policy, the API will be turned off on December 12,
2015.

http://googlegeodevelopers.blogspot.com.au/2014/12/announcing-deprecation-of-google-earth.html

) Cohgais not a registered partner of Google nor is Google associated with Cohga or Weave.

) The Cohga developers used the public Google Earth API to create the interface between Weave and Google Earth.
Cohga accepts no responsibility regarding up time or stability of the Google Earth plugin or services relating to it.

The integration between Weave and Google Earth exists via a plugin that must be installed on each client machine. This plugin can be
installed via the following URL which requires that the user has the appropriate permissions to install applications on the users machine.
http://lwww.google.com/intl/en/earth/explore/products/plugin.html

On existing sites it seems to work best with a true 3D model of the area. If just looking at an image on the ground it does not have the same
impact. The down side of 3D models is that they generally consume large amounts of memory and consume considerable bandwidth.

Weave Google Earth Screenshots

Architecture

The Google Earth Integration has been implemented using the JavaScript API described in the Google documentation. It is designed to
reside either in a tab or inside a floating window within the Weave client interface. The Google Earth plugin communicates with the Google
servers for the main datasets and with other servers for sourcing KML and images.

There are some artifact issues in some versions of Internet Explorere (IE) when the plugin resides in a floating window.

The plugin and the data that is exposed to Google Earth needs to be considered. Since the Google Earth plugin renderers all content on the
client side, it needs to have access to the data sources provided. e.g. any KML dataset needs to be externally accessible for Google Earth to
consume it. Depending if the KML source data is intended for both internal and external browsers.
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Internal Network

p
2 J
il:t\ernet
Browser with \ Browser with
Google Earth Google Earth
- y,
Advantages

Licensing is still unknown at this stage. Several attempts by Weave sites to contact Google about licensing have not been
successful. You can run the Google Earth plugin on external sites however internal use requires that the organisation purchases an
Enterprise License.

Allows visualising 3D data. However Weave does not support exporting 3D data.

Adds another dimension to the interface.

Disadvantage

Currently Weave only synchronises the map extent with Google Earth. Move the map to a new location and the the View in Google
Earth will update.

The current map scale is translated into a height above the WGS84 datum in Google Earth. This value is only an approximation and
the height in Google Earth may not be exactly the same as the scale in the Map View.

Currently no way of adding the current selection to the Google Earth view.

Currently no way for the user to add custom KML URLSs to the Google Earth view. The administrator defines what the user sees.
Browser may suffer memory issues as the Google Earth plugin is memory intensive.

Only Windows and Macintosh systems are supported.

Large KML files tend to slow down the browser.

Data under the ground will not be visible.

The users computer needs to have a recent graphics card and adequate memory. (See the Google Earth system requirements for
more information.)

Google StreetView

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l1. 0"

Page 140



Copyright © 2022, Cohga Pty Ltd.

xm ns: client="urn:com cohga. htm .client#1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM-Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" >

<client:config id="streetview' >

<l-- Mist include the google script with your APl key

<script>
<!'[ CDATA[ htt p: / / ww. googl e. com j sapi ?

key=<CGoogl eApi KeyMust BeCopi edHer e>] ] >

</script>

<debug>t r ue</ debug>

<title>Weave StreetView Cient</title>

<descripti on>A Google StreetView client for Wave<

[ description>

cli

cli

i ent.

i ent.

i ent.

i ent

i ent

ent.

ent.

map.

map.

map.

. map.

. map.

map.

map.

<per spective>
<t ext >Mai n</ t ext >
<vi ew i d="com cohga. htnl . client. map. mapVi ew' >
<l ocati on>center</| ocati on>
<l abel >Map</ | abel >

<t ool bar >

<item acti on="com cohga. ht i .
previ ousExt ent Action" />

<item acti on="com cohga. htm .
next Ext ent Acti on" />

<item acti on="com cohga. ht i .
initial ExtentAction" />

<item acti on="com cohga. ht i .
zoom nAction" isDefault="true" />

<item acti on="com cohga. ht i .
zoonout Acti on" />

<item acti on="com cohga. htmi .
panAction" />

<item acti on="com cohga. ht i .
refreshMapAction" />

<itemr-></itenpr

<i t em conponent =" com cohga

htm . client.conponents. scal eSel ector” />

</ t ool bar >

<st at usbar >
<i tem conmponent =" com cohga

htm . client.conponents. | oadi ngConponent" />

</ st at usbar >

<control id='"com cohga.client.mpctrl

nmousePosition' />

keyboar d'

<control id="com cohga.client.mpctrl

/>

<control id='comcohga.client. mpctrl

panZoonBar' />

<mapEngi ne i d="rmapengi ne. vect or" >
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<opti ons>

<transitionEffect>force</transitionEffect>
<ratio>l.2</ratio>
</ options>
</ mapEngi ne>

<toc ref="toc.vector" />

<cr s>EPSG 20255</crs>
<scal es>
<scal e>100</ scal e>
<scal e>250</ scal e>
<scal e>500</ scal e>
<scal e>1000</ scal e>
<scal e>2000</ scal e>
<scal e>3000</ scal e>
<scal e>4000</ scal e>
<scal e>8000</ scal e>
<scal e>16000</ scal e>
<scal e>32000</ scal e>
<scal e>64000</ scal e>
<scal e>125000</ scal e>
<scal e>250000</ scal e>
</ scal es>
<ext ent s>
<initial crs="EPSG 20255"
m nx="326022" m ny="5810769" maxx="352871" maxy="5828285"/>
<full crs="EPSG 20255" m nx="
327098" m ny="5811358" maxx="351971" nmaxy="5827675"/>
<limt crs="EPSG 20255" ni nx="
320000" mi ny="5810000" maxx="360000" mnaxy="5840000"/>
</ ext ent s>
</ vi ew>

<!-- Now add the street view panel -->

<vi ew i d="weave. streetview'>
<l ocati on>center</| ocati on>
<updat eMap>f al se</ updat eMap> <! - -

turn off updating of main nap when street view is changed -->
</ vi ew>
</ perspective>
</client:config>

</ confi g>

Updated functionality available at version 2.10.24 of the com cohga. cl i ent . weave. googl e bundle.

You can specify additional options to alter the display of the street view panel by adding an options section and adding various options as
described at Google Street View Options.

<vi ew i d="weave. streetvi ew'>
<opti ons>
<addr essCont r ol >f al se</ addressContr ol >
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<i mageDat eCont r ol >f al se</ i rageDat eCont r ol >
<zoontContr ol Opti ons>
<posi ti on>LEFT_BOTTOW/ posi ti on>
</ zoonCont r ol Opti ons>
<panControl Opti ons>
<posi ti on>LEFT_BOTTOW/ posi ti on>
</ panContr ol Opti ons>
</ options>
</ vi ew>

Additionally, you can specify that an overview map is displayed, by setting showOver vi ewto t r ue, and its size and location. The size is set
with over vi ewW dt h and over vi ewHei ght, the horizontal location with over vi ewLef t or over vi ewRi ght and the vertical location
with over vi ewTop or over vi ewBot t om All size and location values are in pixels and the left, right, top and bottom values specify how far
from that side the overview should be placed.

Note that showOver vi ew, over vi ewW dt h and over vi ewHei ght were available prior to version 2.10.24.

<vi ew i d="weave. streetview'>
<showOver vi ew>t r ue</ showOver vi ew>
<overvi ewRi ght >10</ over vi ewRi ght >
<overvi ewTop>10</ over vi ewlTop>
<overvi ewW dt h>300</ over vi ewW dt h>
<over vi ewHei ght >300</ over vi ewHei ght >
<opti ons>
<addr essCont r ol >f al se</ addressCont r ol >
<i mageDat eCont r ol >f al se</i nageDat eCont r ol >
<zoonContr ol Opti ons>
<posi ti on>LEFT_BOTTOW/ posi ti on>
</ zoomCont r ol Opt i ons>
<panControl Opti ons>
<posi ti on>LEFT_BOTTOW/ posi ti on>
</ panControl Opti ons>
</ options>
</ vi ew>

Motion Tracking

Some users have reported issues with motion tracking when using mobile devices, this can be disabled by setting the appropriate options for
the street view panel as outlined on the Google Street View Options link above, e.g.

<vi ew i d="weave. streetview'>
<opti ons>
<nmot i onTracki ng>f al se</ noti onTr acki ng>
<nmot i onTr acki ngCont r ol >f al se</ noti onTr acki ngContr ol >
</ options>
</ vi ew>

Nearmap
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Nearmap have restored the functionality required for the Nearmap panel within Weave

Integration with Nearmap can be done in two ways, either as a WMS service or as a separate tab in the interface similar to Streetview and
Google Earth.

In order to use either of these two methods, you will need to be a licensed user of the Nearmap service.

Server config

To enable the integration with Nearmap and Weave you'll need to provide Weave with the username/password that the Nearmap service is
registered with, this is to allow Weave to generate tickets for authentication.

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: near map="urn:
com cohga. near map#1. 0" >

<near map: confi g>
<ur| ><![ CDATA[ htt ps:// app. near map. com api /0
/ checkaccess?] ] ></url >
<user name>user @r gani sati on. conk/ user nane>
<passwor d>ENCFASGAHFUASHGASFAS</ passwor d>
</ near map: confi g>

</ config>

Separate Tab

The Web interface used in the Nearmap site can be embedded into a separate tab in Weave.

<vi ew i d="weave. near map" >
<l ocati on>center</| ocati on>
</ vi ew>

Updated client config

Due to changes in the Nearmap API you must include an API key in the panel config, also note the change from weave. near map to weave.
near map2.

You will need to get an API key from the Nearmap Administration page using your login and place it in the apiKey option below.

Note this requires version 2.6.6 of Weave or version 1.3.15 of the com cohga. weave. near map bundle.

<vi ew i d="weave. near map2" >
<l ocati on>center</| ocati on>
<title>Nearmap</title>
<t abTi p>Provi des up-to-date aerial inages</tabTip>
<api Key>YOUR_API _KEY</ api Key>
</ vi ew>

WMS Service
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A simple way that Nearmap can be added is using the WMS service provided by Nearmap. This is a standard WMS service that works the
same as any other described in WMS MapEngine.

First, add a reference to the WMS MapEngine

<wWns: mapengi ne i d="near map" >

<url >https://wrs. near map. conl wrs?api key=[ your api keyhere] </ url >

<t okens>
<t oken nanme="api key" val ue="[your api keyhere]"/>

</t okens>

<l ayer s>
<l ayer >Near Map</ | ayer >
<l ayer >Near Map\ Austral i a</| ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na</| ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2009- 11- 09</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2010- 01- 04</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2010- 07-09</ | ayer >
<l ayer >Near Map\ Austr al i a\ Taar na\ 2010- 10- 28</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2011- 04-07</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2011- 12- 09</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2012- 01- 28</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2012- 02- 25</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2012- 10- 29</ | ayer >
<l ayer >Near Map\ Aust r al i a\ Taar na\ 2012- 11- 23</ | ayer >

</l ayers>

</ ws: mapengi ne>

Add this service to the client that you want the WMS service to be visible in

<mapEngi ne i d="mapengi ne. near map" >
<opti ons>
<transitionEffect>force</transitionEffect>
<ratio>1.0</ratio>
<singl eTil e>true</singleTile>
<al pha>f al se</ al pha>
</ opti ons>
</ mapEngi ne>

Generating the ToC entries for the service is a simple matter of executing the command at the OSGi console.

mend toc napengi ne. near nap

Running the above command will produce output similar to the following.

Sample Nearmap ToC

To refine that further to your particular region to can grab a subset of layers. Below is an example of how you would only have the layers for
Melbourne.
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<mapengi ne>napengi ne. near nap</ napengi ne>

<entry | abel =" Near nap" >
<entry | ayer="Near Map\ Aust r al
checked="true"/ >
<entry | ayer="Near Map\ Aust r al
vi si bl e="fal se" checked="true"/>
<entry | ayer="Near Map\ Aust r al

| abel =" Mel bour ne 20091012"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20091106"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20091113"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20100107"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20100220"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20100416"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20100711"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20101001"/ >

<entry | ayer ="Near Map\ Aust r al
| abel =" Mel bour ne 20101020"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bourne 20101120"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20110406"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20110628"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20110820"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bourne 20111018"/>

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bourne 20111117"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20111205"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20120312"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bour ne 20120412"/ >

<entry | ayer="Near Map\ Aust r al
| abel =" Mel bourne North" visible="fal se"

<entry | ayer="
Near Map\ Austral i a\ Mel bour ne_Nort h\ 20100621"
20100621"/ >

vi si bl e="f al se"

Mel bour ne"

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Nort h\ 20101224"
20101224"/ >
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a" | abel ="Australia"

a\ Mel bour ne" | abel ="
a\ Mel bour ne\ 20091012"
a\ Mel bour ne\ 20091106"
a\ Mel bour ne\ 20091113"
a\ Mel bour ne\ 20100107"
a\ Mel bour ne\ 20100220"
a\ Mel bour ne\ 20100416"
a\ Mel bour ne\ 20100711"
a\ Mel bour ne\ 20101001"
a\ Mel bour ne\ 20101020"
a\ Mel bour ne\ 20101120"
a\ Mel bour ne\ 20110406"
a\ Mel bour ne\ 20110628"
a\ Mel bour ne\ 20110820"
a\ Mel bour ne\ 20111018"
a\ Mel bour ne\ 20111117"
a\ Mel bour ne\ 20111205"
a\ Mel bour ne\ 20120312"

a\ Mel bour ne\ 20120412"

a\ Mel bourne_Nort h"

checked="true"/>

| abel =" Mel bourne North

| abel =" Mel bourne North
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<entry | ayer="
Near Map\ Austral i a\ Mel bour ne_Nort h\ 20110120" | abel =" Mel bourne North
20110120"/ >

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Nort h\ 20110129" | abel =" Mel bourne North
20110129"/ >

<entry | ayer="
Near Map\ Austral i a\ Mel bour ne_Nort h\ 20120117" | abel =" Mel bourne North
20120117"/ >

<entry | ayer="
Near Map\ Austral i a\ Mel bour ne_Nort h\ 20120215" | abel =" Mel bourne North
20120215"/ >

<entry | ayer="Near Map\ Aust r al i a\ Mel bour ne_Sout h"
| abel =" Mel bour ne Sout h" visi bl e="fal se" checked="true"/>

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Sout h\ 20100622" | abel =" Mel bour ne Sout h
20100622"/ >

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Sout h\ 20101003" | abel =" Mel bour ne Sout h
20101003"/ >

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Sout h\ 20101224" | abel =" Mel bour ne Sout h
20101224"/ >

<entry | ayer="
Near Map\ Austral i a\ Mel bour ne_Sout h\ 20110120" | abel =" Mel bour ne Sout h
20110120"/ >

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Sout h\ 20110429" | abel =" Mel bour ne Sout h
20110429"/ >

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Sout h\ 20120116" | abel =" Mel bour ne Sout h
20120116"/ >

<entry | ayer="
Near Map\ Austral i a\ Mel bour ne_Sout h\ 20120201" | abel =" Mel bour ne Sout h
20120201"/ >

<entry | ayer="
Near Map\ Aust ral i a\ Mel bour ne_Sout h\ 20120320" | abel =" Mel bour ne Sout h
20120320"/ >

</entry>

</ toc: nodel >

Integrating with AssetMaster

The current Weave/AssetMaster integration supports a two way link between Weave and AssetMaster. That is AssetMaster can send the
current set of assets to Weave for display and Weave can send the current set of assets for display in AssetMaster. Currently Internet
Explorer is the only browser supported for this type of integration.

The implementation of the Weave - AssetMaster Application Integration Module provides the following functions.

Link from Weave — AssetMaster

Locate Asset

Locate Catalogue

Link to Asset Catalogue
Create Work Order

Add to Work Order

Locate Work Order

Perform Condition Assessment
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® Return to AssetMaster

Entity: | @8 Property || e

i@ SV O ® vmn 10,000

Locake ‘Wark Order

Rail

Rae 5p E‘

lison Ay

Link from AssetMaster — Weave

® Show GIS
® View Results in GIS

Upon clicking on the AssetMaster button option in Weave, the AssetMaster application will be brought forward with the selected procedure in
AssetMaster and will be focused on the records corresponding to the features selected in Weave. From this point, the complete suite of
AssetMaster operations is available to the user, including work order creation, reporting, etc. Please refer to AssetMaster's documentation
for a full Ist of features avaliable to the user.

Sending information from AssetMaster to Weave is undertaken using AssetMaster’'s GIS button. Once a feature(s) is selected in the
AssetMaster interface, the user has the ability to send the fetaures from AssestMaster to Weave. From this point, the user has access to all
of the Weave functions, including searching and reporting.

L AssetMaster (Production) - Released 29th Feb 2012 5.30.5.0 - [Work Order]
ol File View Tools Window Help -5
{? Catalogue ﬁ Asset Register E Asset Categories Elﬁ.ssessment - Financials @ Resource Library \_‘) ‘Work Qrder QJDEE_ Manager :_3 Administration

Z-ChEX A% 2 0 HE 3% @ LUE 0 & Zo@E § @

[ Summary | Work Order | View Results in GIS )
M4 0of 0 b M
Template Hame: | v Template Filier [Show My Templaies 3
“Detals | Tasks | Actuals | Relotes Catalogus kems || Documents | History | Relationship |
Work Order Details
WO Number: | | Created By: | |  External System: | |
Status: | ,,| Creation Date: | | B External Ref. | |
Status Date: | | = Reported By: | | Orig. Customer: | |
Priority: | v| Reported Date: | | = CRM Number: | |
Asset: | v+
Description:
Special Instructions
Responsibilities
Viork Area: | v| Respons. Officer. | v
Contract Nams: | w| Actioning Officer: | ¥
Job Details
Budget: | ¥ Defect: | ~| P.O. Number: | | [ Customer Follow Up Re:
Viork Type: | ¥ Cause: | v|  WOReferencs: | | [ Customer Contacted?
lork Class: | v Resolution: | v Site: | v
el 2
Setup
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The setup of the Weave - AssetMaster Application Integration Module comprises two stages:
1. Weave Server Setup

Add the following to the client.xml file to provide a menu with the tools avaiable.

<item action="com.cohga.assetmaster.menu">

The AssetMaster Server side code.

The namespace used for AssetMaster is

xm ns: asset mast er ="ur n: com cohga. asset mast er #1. 0"

<assetnaster:config id="default">
<asset nast er: di r>C:\ Program
Fil es\ | nfoMast er\ Asset Mast er PROD\ </ asset naster: dir>
<asset nast er: exe>appl auncher . exe</ asset nast er : exe>
<asset nast er: appnane>i Asset Mast er </ asset mast er : appnane>
<asset mast er: port >9000</ asset mast er: port >
<asset nast er: server >l ocal host </ asset nast er: server >
<asset nast er: debug>t r ue</ asset nast er : debug>
<asset nast er: seperat or>_</ asset nmast er: seper at or >
<assetnaster:entity>lyr_assets</assetnaster:entity>
</ asset master:config>

where
name value
dir The location of the AssetMaster installation
exe The execuatable used to send ids to
port The port the application is listening on
server The location of the server
debug wheather to enable debugging on the AssetMaster side

seperato  When sending ids from Weave to AssetMaster the seperator used to distingish the
r ids

entity The entity that will be used for asset information.

2. Client PC Setup (setting up the user's computer)

The Weave AssetMaster DLL must be installed on each client PC as well as the Weave Link component

regsvr 32 Weave. Asset Mast er . dl

AssetMaster Setup and Configuration
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The AssetMaster system requires the installation of the AssetMaster Client. Please refer to the Installation Guide documentation supplied
with this product for the relevant information.

Integration with Authority

Components

Note: These components are for using Authority with WeaveLink, not with Weave Hub, and likely out of date anyway and should instead be
installed via the Interop installer at http://downloads.cohga.com/weave/

For additional information about using the newer Weave Hub integration please see this page Weave Hub - Third-party Application
Integration.

Authority Specific Components

WeaveAuthorityLink100.dll - This component must be installed and registered (r egsvr 32 /s WeaveAut hori t yLi nk100. dl | ) on each
client PC. It allows Weave to launch and communicate with Authority.

com.cohga.weave.authority 1.0.0.jar - This bundle must be copied to the weave\ pl at f or m pl ugi ns directory and the server restarted.

Setup_customer.bat - This is the batch file that Authority will call to initiate communications with Weave. This must be installed according to
the requirements of Authority (along with Set up_cust oner . vbs)

Setup_customer.vbs - This is the script that the Set up_cust oner . bat file will actually call. It must be edited before being deployed to

change the Windows Title and Startup URL.

Other Components

com.cohga.client.weave_2.3.0.jar - Minimum version of the Weave client provider bundle (if you have something later than 2.3.0 then keep it)
com.cohga.client.weave.main_2.3.0.jar - Minimum version of the Weave client bundle (if you have something later than 2.3.0 then keep it)
com.cohga.client.interop_2.1.0.jar - Minimum version of the Weave interop bundle (if you have something later than 2.1.0 then keep it)
com.cohga.server.selection.filter.impl_1.0.0.jar - Minimum version of the Weave filter implementation bundle (if you have something later

than 1.0.0 then keep it)

Configuration

Server

Minimum required server configuration, showing the Authority namespace, setting the data source that's used to communicate between
Authority and Weave and specifying which Weave entities correspond to which modules in Authority (at least 'DD' and 'PR' must be set).

<?xm version="1.0" encodi ng="UTF-8""?>

<confi g xm ns="urn: com cohga. server. confi g#l. 0" xm ns: aut hority="urn:
com cohga. weave. aut hority#1. 0" >

<aut hority: config>
<dat asour ce>dat asour ce. aut hori t y</ dat asour ce>
<nodul e id="DD' entity="parcel s"/>
<nmodul e i d="PR"' entity="parcel s"/>
</aut hority:config>
</ confi g>

) Note that by default Weave will use the key value defined in the spatial mapper for the entity to determine what values to send to
Authority. You can change this by setting a key directly in the module definition to point to a different column.

Additionally you can also specify afi | t er that will be applied to the id's before being sent to Authority.

Full configuration showing all options (set using their default values)
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<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xnm ns: aut hority="urn:
com cohga. weave. aut hori ty#1. 0" >

<aut hority: config>
<dat asour ce>dat asour ce. aut hori t y</ dat asour ce>
<nmodul e id="DD' entity="parcel s"/>
<nmodul e i d="PR"' entity="parcel s"/>

<l-- Oher optional settings with their default
val ues -->

<l-- The table to use to conmmuni cate between Wave
and Authority -->
<t abl e>aual mapl </t abl e>

<l-- The nane of the batch file to | aunch when Wave
tries to start Authority, it nmust contain 'ulaunch' but now you can
specify a path -->

<ul aunch>ul aunch</ ul aunch>

<l-- The SQ. to execute to obtain a list of all of
the avail abl e nei ghbour notification letters -->

<allletterssqgl >sel ect ext_typ, ext_dsc from audmextp
where nmdu_ref = 'DD order by ext_dsc</allletterssqgl>

<l-- The SQL to execute to obtains a list of the
avai | abl e nei ghbour notification letters for a specific type -->

<l etterssql >sel ect ext_typ, ext_dsc from audnextp
where nmdu_ref = 'DD and (for_doc is null or for_doc = ?) order by
ext _dsc</letterssql >

<l-- The nane of the file to create for a bul k update
-->

<bul kupdat ef i | ename><! -- userid.txt or useri dHHMVBS.
txt dependi ng upon the val ue of 'sinplebul kupdatefilenane' --><

/ bul kupdat ef i | enane>

<l-- This value is only used if bul kupdatefil enane is
not set -->

<l-- If true then the auto generated
bul kupdatefilenanme will be formatted as <userid> txt -->

<I-- |f false then the auto generated
bul kupdatefil enane will be fornmatted as <userid><currenttine> txt -->

<si npl ebul kupdat ef i | enane>f al se<
/ si npl ebul kupdat ef i | enane>

<l-- The directory to save the bulk update file to -->
<bul kupdat edi rect ory><!-- determ ned by

"bul kupdatesql' if not set --></bul kupdatedirectory>
<l-- The SQ. to execute to obtain the name of the

bul k update output directory -->
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<bul kupdat esqgl >SELECT
chr_nol| | chr_no2|| chr_no3| | chr_no4 FROM aual parm WHERE ndu_r ef =" PR <
/ bul kupdat esql >

<l-- What version of the Authority integration uis
bei ng used -->

<l-- Currently only effects the generation of the
client id -->

<ver si on>2</ versi on>

</ aut hority: config>
</ confi g>

Client

Tools that can be added to the client toolbar/statusbar to enable communication between Weave and Authority

<item acti on="com cohga. aut hority. Send"/ >
<item acti on="com cohga. aut hori ty. Bul kUpdat e"/ >
<i tem acti on="com cohga. aut hority. Nei ghbour Noti fication"/>

Same tools, but presented as a menu

<item acti on="com cohga. client.acti ons. nenuActi on">
<t ext ></text>
<i cond s>i con-aut hority</iconCd s>
<item acti on="com cohga. aut hority. Send" >
<i conC s>i con-aut hority_send</iconC s>
<text>Send to Authority</text>
</itenp
<item acti on="com cohga. aut hori ty. Bul kUpdat e" >
<i cond s>i con-aut hority_bul kupdat e</i conCl s>
<t ext >Bul k Updat e</t ext >
</itemp
<i tem action="com cohga. aut hori ty. Nei ghbour Noti fication">
<i conC s>i con-aut hority_notification</iconCd s>
<t ext >Nei ghbour Noti fi cati on</text>
</itenp
</itenp

Authority Documentation

Below are links to the documentation provided by Civica which was used as the basis for implementing the Weave/Authority link.
Overview
User Guide

Developer Guide

Screenshots

The weave client displaying the three Authority tools after being sent a parcel from Authority
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/2 Authority Client - Windows Internet Explorer
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A neighbour notification initiated from the Weave client on the parcel previously send from

Authority

/= Authority Client - Windows Internet Explorer
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A neighbour notification initiated from Authority

/2 authority Client - Windows Internet Explorer — | Ellil
E8 Search = Map
Address by Eniry Y B es0@xve o OJHEOEEDO @ @@
Unit:
House:
Suburb:
v
Road Narme:
w
Road Type:
Neighbour Notification
Postcode:
Subject Letter: Do not generate
Meighbour Letter: Do not generate
Create Link: D
The applicant parcels are shown in red, you can now update the selection to choose the
neighbours before continuing
[ Continue ] [ Cancel ]
Selection Size: 6 Vector ‘,_; Raster| 3,000 v
|~] pata (6)
v /Fan % Zoom EMRemove [ghExport- Property Details o
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Integrating with Confirm

The current Weave/Confirm integration supports a two way link between Weave and Confirm. That is Confirm can send the current set of
assets to Weave for display and Weave can send the current set of assets for display in Confirm or have them saved as a named selection
in Confirm or have Confirm display it's asset selection screen. Currently Internet Explorer is the only browser supported for this type of
integration.

Client Workstation

The link between Weave and Confirm requires installation of components on each client computer that will be requiring communication
between Weave and Confirm.

The following two section outline the installation and configuration of these components.

Installation

There are 3 components that need to be installed, one is Confirm specific and the other two are common to a number of integration bundles
so may already be installed if you're integrating with other third party applications, for example Pathway.

The Confirm specific component is WeaveConfirm.exe, and this executable contains both the component that Weave uses to talk to Confirm
and is the executable that Confirm calls to talk to Weave.

The preferred location (according to the Confirm documentation) for the WeaveConfirm.exe is

C:\ Program Fi | es\ Sout hBank Systens\ Confirm d S\

and once copied to the local PC the WeaveConfirm.exe must be registered by executing it with the -regserver command line parameter
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"C.\ Program Fi | es\ Sout hBank Syst ens\ Confirnm G S\ WaveConfirm exe"
regserver

This will register the COM components installed within the executable so that the browser running the Weave client can access them.
Confirm will access the executable directly, but that must be configured via the registry manually which is covered later.

The other components to be installed are WeaveLink.dll and WeaveLinkimpl.exe. Their preferred location is

C.\ Program Fi | es\ Cohga\ Weave\

and once copied to the local PC both components must be registered, the WeaveLinkimpl.exe in the same way as WeaveConfirm.exe, but
WeavelLink.dll using regsvr32

regsvr32 /s "C.\Program Fi | es\ Cohga\ Weave\ WeaveLi nk. dl | "
"C.\ Program Fi | es\ Cohga\ Weave\ WeavelLi nkl npl . exe" -regserver

Configuration

All registry settings for the Confirm applications reside off the following key

HKEY_LOCAL_MACHI NE\ Sof t war e\ Sout hBank Syst ens\

Each Confirm application installed on a workstation has its own key in the registry which resides under the key specified above and is
named the same as the Confirm application.

HKEY_LOCAL_MACHI NE\ Sof t war e\ Sout hBank Syst ens\ <Confirm Appli cation
Name>\

For mapping applications the required keys are stored at the following location (which may not exist and in this case will need to be created):

HKEY_ _LOCAL_MACHI NE\ Sof t war e\ Sout hBank Syst ens\ <Confirm Application
Nane>\ Mappi ng\

Within the Mapping key (at least) two string values must be created, one called 'CurrentEngine' that contains the name of the mapping
system that should be used by confirm, in this case the value should be 'Weave'

Additionally an 'Engine’ string value should also be created under the Mapping key, and should be set to the name of the mapping system, in
this case also 'Weave'. There needs to be a separate Engine entry for each mapping application that Confirm can communicate with, and
because of this the string value name should be suffixed with a number, for example if Weave is the only mapping system then the string
value name will be 'Enginel’, but if there is already another mapping system configured then the name may have to be 'Engine2'.

Name Valu
e

Weave
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CurrentEngin
e

Enginel Weave

Then the setting for each GIS to interact with Confirm should be created in their own keys under this Mapping key, for Weave the name of
the new key will again be 'Weave'

HKEY LOCAL_MACHI NE\ Sof t war e\ Sout hBank Syst ens\ <Confirm Appli cation
Nane>\ Mappi ng\ Weave

Under this key the actual setting for Confirm to be able to communicate with Weave will be set

Name Description

ApplicationNam  The full pathname of the WeaveConfirm.exe executable
e

LinkType This should be the type of link that used between Confirm and Weave, for Weave it should be 'EXE'
ExportFile The full pathname to the transfer file

SelectCommand The command line parameters to pass to WeaveConfirm.exe when Confirm wants Weave to display the current
assets.
Select "%1" "<Window Title>" <Startup URL>
The quotes are important
You need to replace <Window Title> with the Internet Explorer window title for the Weave client
You need to replace <Startup URL> with the URL required to start Weave if it's not already running

Example values would be:

Name Value

ApplicationNam  C:\Program Files\SouthBank Systems\Confirm\GIS\WeaveConfirm.exe
e

LinkType EXE
ExportFile C:\SBS\Transfer\con2gis.txt

SelectCommand  Select "%1" "Weave Confirm Client" http:\\weave:8080\weave\confirm.
html

This example assumes that there is a Confirm specific client configuration setup in Weave, with the id ‘confirm' and title ‘Weave Confirm
Client'. This doesn't have to be the case and a more generic client configuration could also be used.

The directory for the export file may need to be created. It's believed that Confirm does not automatically create this directory if it
does not exist and the transfer will fail if the file can not be created.

The following is a Windows registry export file that can be edited and merged with the registry on each client PC to apply the required
settings.

W ndows Registry Editor Version 5.00

\ [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Sout hBank Syst ens\ ]

\ [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Sout hBank Syst ens\ Confirm Enterprise\]
\ [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Sout hBank Syst ens\ Confirm
Ent er pri se\ Mappi ng\ ]

" Current Engi ne" =" \Wave"

"Engi nel" =" \Weave"

\ [ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Sout hBank Syst ens\ Confirm
Ent er pri se\ Mappi ng\ Weave\ ]

"Appl i cati onName" ="C:\\ Program Fi | es\\ Sout hBank
Systens\\ Confirm\ @ S\\ WeaveConfirm exe"

"Li nkType" =" EXE"

"ExportFile"="C\\SBS\\ Transfer\\d S\\ con2gi s.txt"
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" Sel ect Command” ="Sel ect \"9%\" \"Weave Confirm Cient\" http://wsvr
/weave/ confirmhtm"

Note that the Confirm application name used in the registry export file is "Confirm Enterprise”, and may need to be changed.
And also that it's assumed that Weave is the first mapping application that Confirm communicates with, because of the 'Enginel'
setting, and this may need to be changed to 'Engine2' or 'Engine3'".

,_'" Registry Editor

File Edit “iew Favorites Help

{1 Cohga ;I Mame Type | Data |
-] Crystal Decisions [ab]iDerault) REG_SZ {value nat set)
i1 Gemplus CurrentEngine REG_S7 Weave

-] JawaSaft [ab]Engine1 REG_SZ Weave
1] Macromedia

A-1 Microsaft
A-1 Mozilla
A-1 MozillaPlugins
(L] ODBC
A-1 Palicies
-1 Program Groups
2] schlumberger
- Secure
E1-21 SouthBank Systems
E|{:| Confirm Enterprise

5 S [

Weave

-1 TortoiseCverlays
{1 TortoiseS¥N
-2 WMware, Inc.
[]--{:l Windows 3.1 Migration Status
{1 S¥STEM
-0 HKEY_USERS
(L HKEY_CURRENT_COMFIG L

-

||\"|'>-' ComputeriHKEY _LOCAL_MACHIMESOFTWARE) SouthBank Systems\ Confirm EnterpriselMapping 5

o O e B e O e O o O O O M

File Edit Wiew Faworites Help

-_1] Cohga ;I Mame Type | Data |
B Crystal Decisions (Default) REG_57 (walue nok set)

-0 Gemplus ApplicationName REG_SZ C:\Program Files\SouthBank. SystemsyConfirm|GIS WeaveConfirm. exe
B0 JavaSaft []ExpartFile REG_SZ C:\3B5\ TransFer\GISiconz2gis bxt

-0 Macromedia [3B]LinkType RES_SZ EXE

- Microsoft SelectCDmmand REG_5Z Select "¥1" "Weave Confirm Client” http: fiwvsyrfweave/confirm, html
-3 Mozila

-1 MozilaPlugins

-0 ODEC

-] Policies

{:l Program Groups

- Schlumberger

-{_] Secure

-1 SouthBank Systems

EI{:l Confirm Enterprise
EICI Mapping

[]--{:l TortoiseCrerlays

-~ TorkoiseSyr

-2 YMware, Inc,

[]--{:| Windaows 3.1 Migration Status
-1 SYSTEM

-] HKEY_USERS

-0 HKEY_CURRENT _COMFIG

-

Contains commands For working with the whole registry, v

Server

The Weave server requires the addition of a single bundle to provide the linkage between Weave and Confirm.

The following two sections outline the installation and configuration of this component.

Installation
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The Weave server requires the installation of the com.cohga.weave.confirm bundle, this bundle should be copied to the ...
\weave\platform\plugins directory and an entry added to the ...\weave\platform\configuration\config.ini file to ensure the bundle is started
automatically.

Example of addition of Confirm bundle to config.ini

com cohga.client.interop@:start,\
com cohga.client.details@:start,\
com cohga. weave. confirma: start,\

once this is done restarting the server will make the Confirm functionality available on the server.

Configuration

The configuration of the Confirm bundle in Weave is a two part process, the first step is to configure the Confirm bundle itself, then you add
the buttons to the client.

The Confirm bundle uses the namespace

com cohga. weave. confirm

So this should be added to your config.xml file, for example

<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server. config#l. 0" xm ns: confirm="urn:
com cohga. weave. confirm#l. 0" >

</ config>

Then you can add the Confirm specific configuration, which involves linking the Weave entity with the feature group in Confirm.

When transferring assets from Confirm to a GIS Confirm provides a list of asset ids and the 'feature group' that each id belongs to, the
Weave Confirm configuration provides a link between this feature group and the relevant Weave entity, as well as informing the Weave
client that the user is able to send the current selection for any of the listed entities to Confirm.

So to setup the link between Weave and Confirm you would use something like:

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. config#l. 0" xnlns:confirm="urn
com cohga. weave. confirn#l. 0">
<confirmconfig>
<entity id="property" featuregroup="PROP"/>
<entity id="roads" featuregroup="ROAD'/>
</ confirmconfig>
</ confi g>
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In this example the entities in Weave, 'property’ and 'roads’, will be enabled for transfer from/to Confirm, and the feature group they're
assigned to in Confirm is 'PROP' and 'ROAD'

Note that the two values, 'PROP' and 'ROAD', should be set according to Confirm.

The Weave to Confirm buttons can be either added directly to any toolbar/statusbar in a Weave client configuration or added as a menu.

To add the items individually use the following:

<t ool bar >

<item acti on="com cohga. confirm Showreat ures"/ >
<i tem acti on="com cohga. confirm SaveAsNanedSel ecti on"/ >
<item acti on="com cohga. confirm Sel ect Feat ures"/ >

</t ool bar >

) You don't have to enable all actions, but at least ShowFeatures should be enabled to allow sending of selection from Weave to
Confirm

To add them as a menu use the following:

<t ool bar >

<item acti on="com cohga. client.acti ons. nenuActi on">
<t ext >Confi r nx/ t ext >
<i conC s>i con-confirnk/iconC s>
<i tem acti on="com cohga. confi rm ShowFeat ures" text="Show
Assets"/>
<item acti on="com cohga. confirm SaveAsNanedSel ecti on" text="
Save Assets"/>
<i tem acti on="com cohga. confirm Sel ect Feat ures" text="Sel ect
Assets"/ >
</itenp

</t ool bar>

#) Toremove the Confirm label from the menu don't include the <text> item

Integrating with ECM

Weave supports a two way link between Weave and ECM.

Client Workstation

The link between Weave and ECM requires the XXX

The following sections outline the installation and configuration of these components.

# Background
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ECM (Enterprise Content Management) is TechnologyOne's electronic content management system.

TechnologyOne's ECM Classic Client is their Records Management System that was formerly known as Dataworks.

Integrating with Hansen

There are now 3 versions of the Hansen integration, the older version supports a push/pull type operation but the newer versions have
buttons available in Hansen and Weave to call each other directly.

Bundles with version 4.0.0 and later provide the newer integration options, versions earlier than this provide the older style integration.

Neither option requires specific software to be installed on the client PC.
There may need to be configuration performed for Hansen which is not covered by this documentation.

Interface between Weave and Infor Hansen applications.doc
URL Helper to Hansen Deployment Document.pdf

Server

The Weave server requires the addition of a single bundle to provide the linkage between Weave and Hansen.

The following two sections outline the installation and configuration of this bundle.

Installation
) The newest 5.x version is available via the Weave 2.5 Interop installer and does not need to be manually installed.

The Weave server requires the installation of a single Hansen related bundle

Older: com.cohga.weave.hansen_2.0.2.jar
Newer: com.cohga.weave.hansen_4.1.0.jar

which should be copied to the ...\weave\platform\plugins directory and an entry added to the ...\weave\patform\configuration\config.ini file to
ensure that the bundle is started automatically whenever the server is started.

An example of the addition of the Hansen bundle to config.ini is as follows:

com cohga.client.details@:start,\
com cohga. weave. confirma: start,\
com cohga. weave. hansen@: start, \

Once this is done a restart of the server will make the Hansen functionality available on the server.

Configuration

The configuration of the Hansen bundle in Weave is a two part process. The first step is to configure the Hansen bundle itself, and then the
buttons are added to the client.

Server

Both Hansen versions uses the namespace:

com cohga. weave. hansen
So this should be added to your config.xml file, for example:

Hansen v2 and v4 Initial Setup
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<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server.config" xm ns: hansen="urn: com
cohga. weave. hansen" >

</ config>

Hansen v2 Server Configuration

The older Weave/Hansen integration supports the push/pull method of integration. Using this method, a transfer between the two systems is
done in two steps. The first step pushes the transfer to a database from one application, and in the second step the user switches to the
other application and pulls that transfer from the database.

The Hansen specific configuration involves defining the data source and table name that will be used to perform the transfer, and specifying
which entities should be enabled for transferring between the two systems. Column names in the table can also be changed if they're
different from the defaults.

A template hansen.xml file to configure the server components is shown as follows:

Hansen v2 Configuration

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: hansen="urn: com
cohga. weave. hansen#1. 0" >

<hansen: confi g>
<l-- Must have the following two -->
<dat asour ce>DATASOURCE_NAME</ dat asour ce>
<t abl e>HANSEN TABLE_ NAME</t abl e>

<I-- Mist have at |east one entity -->

<entity>ENABLED ENTI TY</entity>

<entity>ANOTHER_ENABLED ENTI TY</entity>

<entity>AND_YET_ANOTHER ENABLED ENTI TY</entity>
</ hansen: confi g>

</ confi g>

It is also possible to specify the ‘comp type' for each entity that will allow the Hansen bundle to perform an optimisation when transferring
selections

Hansen v2 Alternate Configuration

<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: hansen="urn: com
cohga. weave. hansen#1. 0" >

<hansen: confi g>
<I-- Must have the follwing two -->
<dat asour ce>DATASOURCE NAME</ dat asour ce>
<t abl e>HANSEN TABLE NAME</t abl e>
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<l-- Must have at |east one entity -->
<entity id="ENABLED ENTI TY" conptype="COWP_TYPE 1"/ >
<entity id="ANOTHER_ENABLED ENTI TY" conptype="COW_TYPE 2"/>
<entity id="AND_YET_ANOTHER ENABLED ENTI TY" conptype="
COVP_TYPE_3"/ >
</ hansen: confi g>

</ config>

Hansen v4 Server Configuration
If you're using the newer version of the Hansen integration bundle then the configuration is different from version 1.

The configuration maps the Hansen viewer types to Weave entities, you need to know what the viewer type codes are and which entities
they correspond to. Currently more than one entity can map to a single Hansen viewer, but entities can only map to a single viewer type.

The link between the 2 systems is performed by opening a browser window with a URL containing the viewer type and the id's to transfer
between them.

Hansen v4 Configuration

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: hansen="urn: com
cohga. weave. hansen#1. 0" >

<hansen: confi g>
<l-- Mist have the followi ng, the URL to open Hansen for
asset display -->
<url >http://server/Informati onVi ewer. aspx</url >

<l-- Must have the following, the URL to create an asset
group in Hansen, available at version 4.1.0 -->
<group>http://server/ Hansenl nterface/ Creat eAsset G oup. aspx<
/ group>
<l-- And nust have at |east one viewer defined -->
<!-- Mapping a Hansen viewer type to a single Wave entity -->

<vi ewer id="HANSEN VI EV\ER TYPE" >
<entity id="WEAVE ENTITY_ID'/>
</ vi ener >

<l-- Mapping a Hansen viewer type to a single Wave entity
and filtering keys -->
<vi ewer id="HANSEN VI EVER_TYPE" >
<entity id="WEAVE ENTITY_ID"' filter="WEAVE_FILTER_ | D'
/>
</ vi ewer >

<l-- Mapping a Hansen viewer type to nultiple Wave entities
<vi ewer id="HANSEN VI EVER TYPE" >

<entity id="WEAVE_ENTI TY_I D'/ >
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<entity id="ANOTHER WEAVE ENTITY_I D'/ >
<entity id="AND ANOTHER WEAVE_ENTI TY_I D'/ >
</ vi ewer >

<l-- Mapping a Hansen viewer type to nultiple Wave entities
and filtering keys -->
<vi ewer id="HANSEN VI EVER TYPE" >
<entity id="WEAVE_ENTITY_I D" filter="WEAVE FILTER | D'
/>
<entity id="ANOTHER WEAVE ENTITY_ID" filter="
ANOTHER_WVEAVE_FI LTER_ I D'/ >
<entity id="AND_ANOTHER WEAVE_ENTI TY_I D" filter="
AND_ANOTHER _WVEAVE_FI LTER_I D'/ >
</ vi ewer >

</ hansen: confi g>
</ config>

The Hansen viewer types will be something like "WO" for Work Orders, "PRCL" for Parcel or "ASSET" for asset types.

If a filter is specified then the id's coming from Hansen will be passed through the filter before being applied to the entity, and when sending
the Hansen the process will be reversed.

Filtering identifiers

If you need to filter the values then you can specify a filter when setting up the entities and add the definition for the filter. Note the addition
of the new xm ns: filter="urn: com cohga. sel ection.filter#l. 0" namespace.

Example with filter

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="urn: com cohga. server. confi g" xm ns: hansen="urn: com
cohga. weave. hansen” xmns:filter="urn:com cohga. selection.filter">

<hansen: config i d="production">
<url >http://server/InformationVi ewer.aspx</url >
<vi ewer id="PROP">
<entity id="property" filter="hansen. property"/>
</ vi ewer >
</ hansen: confi g>

<filter:db id="hansen. property">
<dat asour ce>mai n</ dat asour ce>
<t abl e>GEMS_LI NK</ t abl e>

<keycol um>PI D</ keycol um> <!-- colum used in spatial database --
>
<i dcol um>PRUPI </ i dcol um> <!-- colum required for trim-->
</filter:db>
</ config>

Hansen v5 Server Configuration
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The newest version provides more flexibility in the server configuration, note the updated version number 5.0 in the namespace ur n:
com cohga. weave. hansen#5. 0

Example Hansen 5.x configuration

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l1. 0" xm ns: hansen="urn: com
cohga. weave. hansen#5. 0" >

<hansen: confi g>
<!-- Base URL for launching Hansen viewer -->
<url >http://vhansen/ hanseni nterface/l nformati onVi ener. aspx?
vi ewert ype=ASSET</ ur| >

<l--viewer is for Send to Hansen, napping is for Send
to Weave -->
<vi ewer id="96">
<entity>lyr buildings</entity>
</ vi ewer >
<mappi ng i d="96">
<entity>lyr_buildings</entity>
</ mappi ng>

<vi ewer id="1000001">
<entity>lyr_playspaces</entity>

</ vi ewer >

<mappi ng i d="1000001">
<entity>lyr_playspaces</entity>

</ mappi ng>

<vi ewer id="30">

<entity>lyr_sw pits</entity>
</ vi ewer >
<mappi ng i d="30">

<entity>lyr_sw pits</entity>
</ mappi ng>

<vi ewer id="31">

<entity>lyr_sw pipes</entity>
</ vi ewer >
<mappi ng i d="31">

<entity>lyr_sw pipes</entity>
</ mappi ng>

<vi ewer id="32">

<entity>lyr_sw nodes</entity>
</ vi ewer >
<mappi ng id="32">

<entity>lyr_sw nodes</entity>
</ mappi ng>

<vi ewer id="1000003">
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<entity>lyr_bbgs</entity>
</ vi ener >
<mappi ng i d="1000003" >
<entity>lyr_bbgs</entity>
</ mappi ng>

<vi ewer id="68">
<entity>lyr_roadseg</entity>

</ vi ener >

<mappi ng i d="68">
<entity>lyr_roadseg</entity>

</ mappi ng>

<vi ewer id="97">
<entity>lyr_roadpath</entity>

</ vi ener >

<mappi ng id="97">
<entity>lyr_roadpath</entity>

</ mappi ng>

<l-- create asset group in Hansen -->
<group url="http://vhansen/ hanseni nterface

/ Cr eat eAsset G oup. aspx" >

aspx">

aspx">

<entity>lyr_buildings</entity>
<entity>lyr_playspaces</entity>
<entity>lyr_sw pits</entity>
<entity>lyr_sw pipes</entity>
<entity>lyr_sw nodes</entity>
<entity>lyr_ bbgs</entity>
<entity>lyr_roadseg</entity>
<entity>lyr_roadpath</entity>
</ group>

<l-- Setup a project link -->
<project url="http://wath:8080/InformationVi ewner.

<entity>lyr_buildings</entity>
<entity>lyr_playspaces</entity>
<entity>lyr_bbgs</entity>

</ proj ect >

<l-- Setup a work order link -->
<wor korder url="http://w ath: 8080/ nfornationVi ewer.

<entity>lyr_buildings</entity>
<entity>lyr_playspaces</entity>
<entity>lyr_bbgs</entity>

</ wor kor der >

<!-- Filter the bbg id s when sending/receiving -->
<!-- The filter is defined the sane as v4 -->
<filter entity="lyr_bbqgs" id="hansen.filter.bbq"/>

</ hansen: confi g>
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</ config>

Testing

It's possible to test the link from Hansen to Weave without having the Hansen side installed, you just need to open a Weave client with a
couple of additional parameters, 'viewertype' and 'srcid’, e.g.

http://server: 8080/ weave/ hansen. ht ml ?vi ewer t ye=PROP&sr ci d=11000,
11001, 11002

This should open the 'hansen’ client (which presumably you've configured with the Hansen button) and select and zoom to the entities that
have been setup with the viewer type of 'PROP"', performing any filtering required to map 11000, 11001 and 11002 to the appropriate values
if filtering was configured for the viewer type in Weave.

Similarly testing the Hansen send button in Weave will open a new browser window with similar parameters but if the Hansen integration
components aren't installed then the browser will not display the correct results but you can at least check that the URL parameters are what
you'd expect to be passed.

Client

v2 Client

The two buttons available for integration between Weave and Hansen are:

Hansen v1 Client Button Configuration

<item acti on="com cohga. hansen. Send"/ >
<i tem acti on="com cohga. hansen. Get"/ >

These buttons should be added to a toolbar at the appropriate location to make them available to the user.

v4/5 Client

The one button available for integration between Weave and Hansen is:

Hansen v2 Client Display Button Configuration

<item acti on="com cohga. hansen. Send"/ >

This button should be added to a toolbar at the appropriate location to make it available to the user.

As of version 4.1.0 of the bundle there is another client button for creating groups in Hansen.

Hansen v2 Client Group Button Configuration

<item acti on="com cohga. hansen. G oup"/ >

This button can also be added to a toolbar at the appropriate location to make it available to the user.
Or both buttons can be added to a menu in the toolbar instead.

Integrating with Hansen (Update)

There's a newer Hansen bundle available, com.cohga.weave.hansen version 5, that contains a major update to the way the integration is
configured.
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) com.cohga.weave.hansen_5.0.1.jar - Updated Hansen integration bundle

£3 The new bundle supports the same functionality as the older versions, along with some new functionality, but the configuration must
be changed to use the newer version.

Previously the configuration for Hansen used the vi ewer items to configure the link between the viewer types in Hansen and entity types in
Weave, but now the vi ewer items only configure the link between Weave and Hansen when using the Send to Hansen button in Weave.

When sending from Hansen to Weave a new mappi ng item is defined, for the generic Hansen display option, along with some specific
mapping types, for creating groups, updating work orders and creating project groups (the last two are new functions that have been added
in this update).

The Hansen configuration in Weave is now made up of multiple parts:

® viewer andurl
® Creates a link between Weave entity types and the viewer type to be displayed in Hansen using the provided url.

®* mappi ng
® Created a link between Hansen viewer types and the entity types to be displayed in Weave.
e filter
® Associates a filter to be used with the id's send to/from Weave when passing a list of id's between Weave and Hansen.
® group
® Provides the Hansen URL to open when creating a group plus the entities that can be used to create a group.
® project

® Provides the Hansen URL to open when creating a project group plus the entities that can be used to create a project group.
® {{workorder}
® Provides the Hansen URL to open when creating/updating a work order plus the entities that can be used to create/update
a work order.

The nanmespace for the updated configuration should be changed to ur n: com cohga. weave. hansen#5. 0, e.g.

<config xm ns="urn: com cohga. server. confi g#l1. 0"
xm ns: hansen="ur n: com cohga. weave. hansen#5. 0" >

) The following sections show example configurations as separate hansen: conf i g items, but when configuring Hansen they must
be conbined into a single hansen: confi g item.

Send to Hansen (com.cohga.hansen.Send)

To configure the Send to Hansen button you must create at least one vi ewer item and set the ur | value, e.g.

<hansen: config id="prod">
<url>http://wath: 8080/ nformationVi ewer. aspx</url >
<vi ewer id="PROP">
<entity>property</entity>
<entity>parcel s</entity>
</ vi ener >
<vi ewer id="BLDG'>
<entity>council buildings</entity>
</ vi ewer >
</ hansen: confi g>

The ur| contains the base URL used to open Hansen.

Each vi ewer item describes the viewer type, which is appended to the Hansen URL, and the entity types and 1) are available to be sent to
Hansen, and 2) link to the viewer type.

So, using the above example, the only entity types for which the Send to Hansen button will be enabled for are the pr operty, parcel s
and counci | _bui | di ngs entities (and only when there's at least one entity selected).

And, when the button is pressed the URL opened for Hansen will be:
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http://w ath: 8080/ I nf ormati onVi ewer. aspx?vi ewert ype=<vt >&sr ci d=<i ds>

where <vt > will be replaced with the vi ewer t ype that corresponds to the currently active entity, and <i ds> will be the list of id's of the
selected entities (after any filters have been applied)

By creating more than one vi ewer item you can specify different viewers to be opened in Hansen depending upon the source entity.

The complete list of entities listed in all of the vi ewer items must be unique, so that there is only even one viewer type that
corresponds to a given entity.

) Previously the vi ewer items also configured the link from Hansen to Weave between the viewer type and entity type, but this is now
done with the mappi ng item

Send to Weave

To configure the link from Hansen to Weave you must create at least one mappi ng item.
The mappi ng item creates a link between the Hansen viewer type and the entity types that should be updated when a list of id's of a

particular viewer type is sent from Hansen to Weave.
The i d of the mappi ng corresponds to the viewer type send from Hansen, if no i d is set for a mapping then that mapping wil be used if
there is no matching mappi ng to the viewer type sent from Hansen.

<hansen: config id="prod">
<mappi ng i d="PROP" >
<entity>property</entity>
<entity>parcel s</entity>
</ vi ewer >
<mappi ng i d="BLDG' >
<entity>council _buildings</entity>
</ vi ewer >
</ hansen: confi g>

When Hansen opens a link to Weave it will include the viewer type in the URL along with a list of id's, Weave will use the viewer type in the
URL to find the corresponding mapping and then update the entities using the list if id's based on the entities listed in the mapping.
In the above example there will be an error if Hansen sends a viewer type to Weave that it doesn't know about, you can handle this with a ma

ppi ng withoutani d, e.g.

<hansen: config i d="prod">
<mappi ng i d="PROP" >
<entity>property</entity>
<entity>parcel s</entity>
</ mappi ng>
<mappi ng i d="BLDG' >
<entity>council buildings</entity>
</ mappi ng>
<mappi ng>
<entity>property</entity>
<entity>parcel s</entity>
<entity>council _buildings</entity>
</ mappi ng>
</ hansen: confi g>
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In this case if Hansen calls Weave with the viewer type "ASSET" then the pr oper ty, par cel s and counci | _bui | di ngs entities will be
updated based on the list of id's sent from Hansen.
But if the viewer type is "PROP" then only pr oper ty and par cel s will be udpated, likewise counci | _bui | di ngs for the "BLDG" viewer

type.
The entity does not have to be unique across all mappings, as is the case for the viewer items, since a given viewer type from Hansen may

apply to the same entity.

You could just set a single mappi ng with no id to catch everything, but be careful if you have the same keys in multiple entities,
since that will update the selection for all entities which probably isn't what you want.
It's better to specify the mappings for the correct viewertypes, if you know all of the viewer types sent from Hansen (I don't).

Filtering

Occasionally the id's that use in Weave to uniquely identify an entity is different from what is used in Hansen, in these cases you can setup a
filter thenadd afil t er item to the Weave configuration for Hansen.
This filter will then be applied to the id's sent from Hansen to Weave and the reverse used when sending from Weave to Hansen.

<config xm ns="urn: com cohga. server.config" xmns:trinm="urn: com cohga
weave. hansen#5. 0" xmns:filter="urn:com cohga.sel ection.filter#1.0">

<filter:db id="hansen. property">
<dat asour ce>mmi n</ dat asour ce>
<t abl e>GEMS LI NK</t abl e>

<keycol um>PI D</ keycol um> <!-- col um used in
spati al database -->
<i dcol um>PRUPI </ i dcol um> <!-- colum required for

trim-->
</filter:db>

<hansen: confi g id="prod">
<filter id="property" filter="hansen. property"/>
</ hansen: confi g>

</ config>

The above example defines a filter, hansen. pr operty, and then uses that to filter any pr oper t y related id's sent to/from Weave.

Create Group (com.cohga.hansen.Group)

The create group button no longer uses the vi ewer items for configuration as it did before, there is now a separate gr oup configuration
item that sent the URL and entities that should be enabled for creating a group.
If the ur | is not set for the pr oj ect then the global ur| value will be used.

<hansen: config i d="prod">
<group url="http://w ath: 8080/ Hansenl nterface
| Cr eat eAsset G oup. aspx" >
<entity>property</entity>
<entity>parcel </entity>
</ group>
</ hansen: confi g>
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There should be only one gr oup item set in the Hansen configuration, as opposed to the vi ewer , mappi ng and fi |l t er items which can
be repeated.

The above example will enable the Create Group button for the pr operty and par cel entities (when something is selected) and will open
the provided URL with the id's of the selected entities (after applying any filters)

Create Project Group (com.cohga.hansen.ProjectGroup)

This is a new function provided in this update and is a modification of the above Create Group button.

The configuration is vistually identical to the Create Group function, but name is pr oj ect and the URL will be different, and in fact is
optional and the existing <ur | > attibute will be used.

If the ur | is not set for the pr oj ect then the global ur| value will be used.

<hansen: config id="prod">
<project url="http://wath: 8080/ nfornmationVi ewer. aspx" >
<entity>property</entity>
<entity>parcel </entity>
</ proj ect >
</ hansen: confi g>

Again the entity list determines what entities the button will be enabled for.

Update Work Order (com.cohga.hansen.WorkOrder)

Another new function provided with this udpate is the Work Order Update support.
The configuration for this is similar to the gr oup and pr oj ect, e.g.

<hansen: config i d="prod">
<wor korder url ="http://wath: 8080/ nfornmationVi ewer. aspx">
<entity>sw pits</entity>
<entity>sw pipes</entity>
<entity>sw nodes</entity>
</ wor kor der >
</ hansen: confi g>

Unlike the gr oup and pr oj ect items the configuration for work orders describes the link from Hansen to Weave and the link from Weave to
Hansen.

That is when Hansen initiates a work order update with Weave, Weave will update the entities listed in the wor kor der , not the entities listed
in a mappi ng.

Similarly, when Weave then sends the update back to Hansen it will only send one of the entities listed in the wor kor der , not those listed in
mappi ng or vi ewer .

Complete example

<config xm ns="urn: com cohga. server.config" xmns:trinm="urn: com cohga
weave. hansen#5. 0" xm ns:filter="urn:com cohga. selection.filter#1.0">

<filter:db id="hansen. property">
<dat asour ce>nmai n</ dat asour ce>
<t abl e>GEMS_LI NK</ t abl e>

<keycol um>PI D</ keycol um> <!-- col um used in
spati al database -->
<i dcol um>PRUPI </ i dcol um> <!-- colum required for
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trim-->
</[filter:db>

<hansen: config id="prod">
<url >http://wath: 8080/ I nformationVi ewer. aspx</url >

<filter id="property" filter="hansen. property"/>

<vi ewer id="PROP">
<entity>property</entity>
<entity>parcel s</entity>

</ vi ewer >

<vi ewer id="BLDG'>
<entity>council buildings</entity>

</ vi ener >

<vi ewer id="ASSET">
<entity>sw pits</entity>
<entity>sw_pi pes</entity>
<entity>sw nodes</entity>

</ vi ewer >

<mappi ng i d="PROP" >
<entity>property</entity>
<entity>parcel s</entity>

</ mappi ng>

<mappi ng i d="BLDG" >
<entity>council buildings</entity>

</ mappi ng>

<mappi ng i d="ASSET" >
<entity>sw pits</entity>
<entity>sw pi pes</entity>
<entity>sw nodes</entity>

</ mappi ng>

<mappi ng>
<entity>property</entity>
<entity>parcel s</entity>
<entity>council buildings</entity>

</ mappi ng>

<group url="http://wath: 8080/ Hansenl nterface
/ Cr eat eAsset G oup. aspx" >
<entity>property</entity>
<entity>parcel </entity>
</ group>

<project> <!-- url not set since it's the sane as the
base url above -->
<entity>property</entity>
<entity>parcel </entity>
</ proj ect >

<wor korder> <!-- url not set since it's the sane as

t he base url above -->
<entity>sw pits</entity>
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<entity>sw_pi pes</entity>
<entity>sw nodes</entity>
</ wor kor der >
</ hansen: confi g>

</ confi g>

Integration with Pathway

The Weave/Pathway integration provides a two-way link between Weave and Pathway. That is Pathway can call out to Weave to display
information and Weave can call out to Pathway to display information.

For additional information about using the newer Weave Hub integration please see this page Weave Hub - Third-party Application
Integration.

Client Workstation

The link between Weave and Pathway requires the installation of components on each client computer that will be requiring communication
between Weave and Pathway.

The following two sections outline the installation and configuration of these components.

Installation

Two Pathway specific .dll files, pathway.dll and weavepathway.dll, must be copied and registered on each client PC, along with the weave
link components.

This should be performed using the regsvr32.exe application provided with Windows, e.g.

regsvr 32 pat hway. dl |
regsvr 32 weavepat hway. dl |

The Pathway integration components must also be installed on the client, this is supplied by Infor and should be located at . . .
\ nsc\ Pat hway. | nt egr ati on. Set up. exe at your Pathway installation location.

Configuration

The Pathway GIS integration must be configured to use Pathway.COMGISL1 as it's mapping component (weavepathway.dll implements
Pathway.COMGIS1 Progld)

Some versions of Pathway require an executable file to be entered as one of the configuration parameters, a dummy executable,
WeaveLaunch.exe, can be used if an executable is required.

The WeavelLaunch.exe can be found here WeavelLaunch.exe if required.

Un-installation

The installation can be undone by using regsvr32 with the "/u" parameter, e.g.

regsvr32 /u pat hway. dl |
regsvr32 /u weavepat hway. dl |
And, also removing the PathMap.ocx registration.

Server

Configuration

Server
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Entities in Weave must be linked to one of the four levels, prop, parc, titl and/orstrt, in Pathway.

Firstly the pathway namespace must be added to the config.xml file header (or a separate pathway.xml file can be created and included in

config.xml)

<?xm  version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xnl ns: pat hway="urn
com cohga. pat hway#1. 0" >

</ confi g>
then the pathway configuration must be set up to link the pathway levels with the Weave entities

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xmnl ns: pat hway="urn
com cohga. pat hway#1. 0" >

<pat hway: confi g>
<link | evel ="PARC' entity="property"/>
<link | evel ="STRT" entity="roads"/>

<l-- Set the nane of the Pathway database to launch if it's not
already running -->
<!-- this is the newer way of setting what Pathway has to be

 aunched -->
<dat abase>Pat hway</ dat abase>

<l-- Optionally set the nanme of the Pathway application to |aunch

if it's not already running -->
<I-- this is the older way of setting what Pathway has to be
| aunched, you shoul d probably use database above -->
<l aunch>C:\\ | nf or\\ Pat hway\ \ Deno\ \ nsc\\ Pat hway. exe</ | aunch>
</ pat hway: confi g>

</ confi g>

Client

Once the levels have been created the Pathway related actions can be added to the client configuration.

<item acti on="com cohga. cl i ent. acti ons. menuActi on">
<i cond s>i con- pat hway_pat hway</i conC s>
<i tem acti on="com cohga. pat hway. Di spl ay" text="D splay"/>
<i tem acti on="com cohga. pat hway. SendQuery" text="Send Query"/>

<item acti on="com cohga. pat hway. Di spl ayQt her" text="Di splay OQher"

/>
<i tem acti on="com cohga. pat hway. SendQueryCt her" text="Send Query
O her"/>
<i tem acti on="com cohga. pat hway. Cr eat eLi nk" text="Create Link"/>
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<i tem acti on="com cohga. pat hway. Return" text="Return"/>
</itemp

Pathway Configuration

The configuration of Pathway itself must be done via the Pathway application.

Go to the GIS Product Parameter screen

(2 Pathway PTHD 3.03 03/07/09

File Edit Wiew Tools Help

& System Administration (IT Only)

Group |3ys‘temndminis‘trator(ITOnly} v| Ohcons (3 List 1‘_| Properties Refresh | Close |

j% Conditions Parameters ]
]% References Parameters
]% Infringements Parameters
j% Rates Parameters
]@ Guery Parameters
]@ Receipting Parameters
{23 Gateway Conversions
]% Responsiblity Parameters
]% Customer Service
j% Victorian Valuations
j@ Workflow Parameters

]% Register Parameters

- ‘ Infomart

]* SOL Processing

jO ePathway

H- @ PaperClip Attachments

- Iﬁl Customer Profile Parameters
j% Inspection Parameters

]% Refund Parameters

@ Integration

Par: i i ance

3 it M it Par: ters
[+ DPID Parameters

[ $ External Accounts Receivable Paramete
£

E

]@ Fii ial Syst Par: ters
—]O GIS Parameters
GIS User Maintenance

iscellaneous Parameters
I’

From there edit the Generic COM GIS Interface
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Pathway PTHD 3.03 03/07/09

File Edit W¥iew Search Tools Help

& System Administration (IT Only)

— G5 Code —— Description
ADMAPG Autodesk Mapouide 5.0

ARCENG ArciGlS Desktop 9.2 SPS

ARCGIS ArciGlS 5.3

AR Archiew GIS VWersion 3.0a

ARCWIAT Customized Archiew 3.0

COMGIS Generic COM GIS Interface

DEASE Databaze

DOEDEF DOE Default Implemertation GIS Product
E&SIER EaziEnguirer 3.0

Modify

1 ePathway

0 PaperClip Attachments

ﬁ Customer Profile Parameters

% Inspection Parameters

% Refund Parameters
- Integration

System Parameter Maintenance
]@ Document Management Parameters
g MM DPID Parameters

]Q Financial System Parameters
—]O GIS Parameters

GIS Product Parameters
GIS User Maintenance

g- [=] Miscellaneous Parameters
|

E
E
- $ External Accounts Receivable Paramets
&
E

You need to set the GIS Layer and GIS Reference Field values for any items you wish to be able to send to Weave.

Also you need to set the window title and startup url in the Parameters. These two values are separated by a verticalbar (|), and the first
value, the window title, is the text at the start of the Internet Explorer window title which the link uses to locate a running Weave browser
window. The second part is the startup URL for Weave for use when there isn't already a Weave browser running, this is the URL that the
link will open in a new Internet Explorer browser window to start Weave.

Page 175



(2 Pathway PTHD 3.03 03/07/09

Copyright © 2022, Cohga Pty Ltd.

File

Edit

Grau)

Wiew Search Associated Tools

— 315 Code —— Description
2O APG [ Autodesk Mapouide 5.0
&R CEMG [AroiGlS Deskiop 9.2 SPS
ARCGIS ArciGlS 5.3
AR [ Archiewy GIS Wersion 3.0a
ARCWAT Customized Archiew 3.0
COMGIS Generic COM GIS Interface
DEASE Databaze
DOECEF DDE Default Implemertation GIS Produc
E&SIER EaziEnguirer 3.0

ePathway

0 PaperClip Attachments

. ﬁ Customer Profile Parameters

% Inspection Parameters

% Refund Parameters

@ Integration

System Parameter Maintenance

[j---@ Document Management Parameters

- DPID Parameters

- $ External Accounts Receivable Paramets
[]---Q Financial System Parameters

-4 GIs Parameters

GIS Product Parameters

GIS User Maintenance

Help

Close |

ance - E)X]

esh

GIS Code

GIS Name

Description

Active

Path for Executable
Path for GIS Database
Fath far Interface

DDE System
DDE Topic

Parameters

COMGIS

Generic COM GIS Interface
C:'Program Fil
CHPC.IH

Jgis

Launch.exe

html

Property

Title

Parcel
StrestiSuburb

|5 Reference Field
GIS_REF

|5 Layer
property

Cancel

[Mare | oK I

=] Miscellaneous Parameters

1] |

From there you need to configure the users to use Weave as the GIS link (it may be possible to do this globally rather than having to do it
individually for each user)
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2 Pathway PTHD 3.03 03/07/09
File Edit Wiew Tools Help

& System Administration (IT Only)

Group |System Administrator (ITOnly)  +| Olcons () List 1‘_| Properties Refresh | Close |

% Conditions Parameters ]
s, References Parameters
a Infringements Parameters
a| Rates Parameters
s, Query Parameters
| Receipting Parameters
Gateway Conversions
% Responsiblity Parameters
@ Customer Service
% Victorian Valuations
@ Workflow Parameters
% Register Parameters
‘ Informart
* SOL Processing
O ePathway
@ PaperClip Attachments
IE]I Customer Profile Parameters
% Inspection Parameters
% Refund Parameters
@ Integration

Par:

5 B o L

! DPID Parameters

= $ External Accounts Receivable Paramets

Y

Par

s
O GIS Parameters
GIS Product Parameters

GIS User Maintenance

=| Miscellaneous Parameters

(2 Pathway PTHD 3.03 03/07/09

File Edit W¥iew Search Associated Tools Help

& System Administration (IT Only)

Group | System Administrator (IT Only) List ‘l—l Properties Refresh |

o —
% Conditions Parameters
=

g E GIS User Maintenance

— User Identifier Active —GIS Access — GIS Product———————————————————— Auto Start GIS Procuct —

hCP Clayton Police {default) {default) -~
[10P (Cakleigh Police {default) {default) il
[1T13 Fokbert Fredericks {default) {default)
[1T15 Peter Austin {default) {default)
[1T21 [Sszenai Alizhek {default) {default)
[1T33 Steve Pritchard {default) {default)
1735 [Joe Reginato (default) {default)
1740 [Jordy Cuthbertzon {default) {default)
[1Ta7 Michael Peterson {default) {default)

] )

|= |= |= |= I= |= |= |= |=

Uszer Idertifier B3 |

’75earch Profile

System Parameter Maintenance

]\@ Document Management Parameters
Wl DPID Parameters
- $ External Accounts Receivable Paramets
]Q Financial System Parameters
O GIS Parameters
GIS Product Parameters
GIS User Maintenance

Z| Miscellaneous Parameters
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Pathway PTHD 3.03 03/07/09

File Edit W¥iew Search Associated Tools Help

& System Administration (IT Only)

Group | System Administrator (IT Only) I Properties Refresh |

5 Conditions Parameters

& GIS User Maintenance

— User Idertifier Active — GIS Access — GISProduct ———————————————————— Auto Start GIS Product
[Evank | [Evan Kavanagh - IT |Generic COM GIS Interface | [Auto Start v

User ldertifier |EVAHK »l [Evan Kavaragh - IT

(Search Profile

System Parameter Maintenance

]@ Document Management Parameters

Wl DPID Parameters
= $ External Accounts Receivable Paramets
j@ Financial System Parameters
[_30 GIS Parameters
GIS Product Parameters
GIS User Maintenance

Miscellaneous Parameters
|
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(2 Pathway PTHD 3.03 03/07/09

File Edit W¥iew Search Associated Tools Help
& System Administration (IT Only)

Group  |Systemn Administrator (IT Only) i 4 | Fropetties | Refresh |

& Conditions Para

’ 8| GIS User, Application Maintenance
B GIS User M;

[ Hser Identifig Lizer Identifier  [Ev.AnK | [Evan Kavvaragh - 1T i Sizirt 5 o
M Auto Start
— IS User Application Access Level —
[8BH | |Bookings Management Enquiry
il Customer Service Enquiry
Registers Enquiry
Animal Cortrol Enquiry
Applications Enquiry
Infrincements Enquiry
Licensing Enquiry
Property Administration Enquiry

Search Prof Rates Accounting Enquiry
Uszer Idertif

— User GIS Product Overrides
Path for Executable | C:iProgram FilesWi

Path for GIS Database |C:PC.INI
5 Path for Interface |C:

System Par COM Ohject | Object 1 b
@ Document Iy
- MM DPID Param:
$ External Ac
Q Financial Sy
O GIS Parameters

GIS Product Parameters

<R ===

Cancel |

Cancel

GIS User Maintenance

|E_E| Miscellaneous Parameters
|

Integrating with ProClaim

The Weave/ProClaim integration provides a two-way link between Weave and ProClaim. That is ProClaim can call out to Weave to display
information and Weave can call out to ProClaim to display information.

For additional information about using the newer Weave Hub integration please see this page Weave Hub - Third-party Application
Integration.

Client Workstation

The link between Weave and ProClaim requires the installation of components on each client computer that will be communicating between
Weave and ProClaim.

The following sections outline the installation and configuration of these components.

The latest version of the ProClaim integration requires Weave Hub to be installed on the client PC, see this page for information on installing
Weave Hub.

Once Weave Hub is installed on each client PC you need to install the ProClaim add-in for Weave Hub to add support for ProClaim to
Weave Hub.

The Proclaim Weave Hub add-in is installed via a .msi file and only provides the option to change the installation directory, which defaults to
C:\ Program Fi | es\ Cohga\ WeaveHub\ Pr ocl ai mi . The installer also creates some registry entries, to register the add-in with Weave
Hub.

In addition to the Weave Hub add-in, the installer also installs and registers a COM object that can be used by Proclaim to communicate with
Weave. The name of the COM object is WeaveHubPr ocl ai m MapAut omat i on and must be registered within Proclaim as the component

to call when communicating with a GIS, which is outlined at the bottom of this page. Like the Pathway and Trim integrations, the COM object
just sends messages to Weave Hub which will then forward them on to the browser.

Server

Configuration

Server

For Weave to communicate with ProClaim a number of parameters need to be specified, which can be set separately for different instances
of ProClaim.
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Firstly the proclaim namespace must be added to the config.xml file header (or a separate proclaim.xml file can be created and included into
config.xml)

<?xm version="1.0" encodi ng="UTF-8"?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: procl ai m="urn
com cohga. procl ai m#1. 0" >

</ config>

then the proclaim configuration must be setup to provide the connection information required for ProClaim and to tell Weave what entities to
allow the transfer for.

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: procl ai m="urn:
com cohga. procl ai m#1. 0" >

<proclaimconfig id="production">
<dat asour cename>DSN</ dat asour cenane>
<server >Server</server >
<dat abase>Dat abase</ dat abase>
<user nane>User nane</ user nane>
<passwor d>ENCSEMPKCCSFQTJBFMPABFJ EBZJ AKFCXGVE</ passwor d>
<f romrpWeave</fronp
<t o>Pr od ai nx/t 0>
<entity id="property"/>
<entity id="street"/>

</ procl ai mconfi g>

</ confi g>

In the above example the password has been encrypted using encr ypt 0sgi command.

Name

dataso
urcena
me

server

databa

se

from

userna
me

Description

The ODBC datasource (not an Weave data source) used to connect to the ProClaim database, possibly ‘ProClaim’ or ‘Protege’.
The value is determined by ProClaim, but you should be able to determine what it might be by looking at the ODBC
Administrator on a client PC, where there should be a datasource (either system or user) defined that points to the relevant
database.

The server that contains the ProClaim database, site specific machine name.

This is the host name of the server that is running the ProClaim database.

If using SQL Server this may require the instance name, for example SQLSERVER2008\SQLEXPRESS.
This is optional if the ODBC data source already specifies the server.

The name of the ProClaim database, possibly ‘ProClaim’ or ‘Protege’.
This is the name of a database that's running on the server specified by proclaim.server.
This is optional if the ODBC data source already specifies the database name.

The ProClaim source application id, possibly 'Weave' or "WEAVE'.
This is the application id that the Weave application is registered under in ProClaim.

The ProClaim destination application id.
This is the application id that the target ProClaim application is registered under in ProClaim.

The username to connect to the database.
This must be the userid of a valid account on the ProClaim database that has read access to the ProClaim configuration tables.
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passw  The password to connect to the database.
ord This is the password for the account specified by user nane.

entity Each entity tag is a link between Weave and ProClaim

The 'entity’ tags setup sources for data to send to ProClaim and targets for data sent from ProClaim.
When setting up a linkage in ProClaim to go from Weave to ProClaim the source entity should be set to the 'id" attribute of the entity tag.
When setting up a linkage in ProClaim to go from ProClaim to Weave the destination entity should be set to the 'id" attribute of the entity tag.

Client

Once the server has been configured the ProClaim action can be added to a toolbar in the client configuration. Note the change to "proclaim
2" below, it was previously just "proclaim".

<i tem acti on="com cohga. procl ai n2. Send" versi on="production"/>

You need to include the version to let the Weave to ProClaim link know which connection config to use. The version should match the id of a
procl ai m confi g tag.

Filtering identifiers

If you need to filter the values before sending them to ProClaim, because ProClaim uses different identifiers for the entity than Weave does,
then you can specify a filter when seting up the entities in the config details and add the definition for the filter. Note the addition of the new
xm ns: filter="urn:com cohga. sel ection.filter#1l. 0" namespace.

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: procl ai m="urn:
com cohga. procl ai m#1. 0" xm ns:filter="urn:com cohga. sel ecti on.
filter#l.0">

<proclaimconfig id="production">
<dat asour cenane>pr ocl ai nx/ dat asour cenane>
<server >SQLSERVER2008\ SQLEXPRESS</ ser ver >
<dat abase>Pr oPr od</ dat abase>
<user name>pr ocl ai nx/ user nanme>
<passwor d>ENCSEMPKCCSFQTJBFMPABFJ EBZJ AKFCXGVE</ passwor d>
<f r onPVEAVE</ f r o>
<t 0>CES</ t 0>
<entity id="property"” filter="proclai mproduction.property"/>
<entity id="street"/>
</ procl ai m confi g>

<filter:db id="proclai mproduction. property">
<dat asour ce>pr ocl ai nx/ dat asour ce>
<t abl e>GEMS LI NK</ t abl e>

<keycol um>PI D</ keycol um> <!-- colum used in spatial database --
>
<i dcol um>PRUPI </ i dcol um> <!-- colum required for proclaim-->
</filter:db>
</ confi g>

ProClaim

When registering the Weave application with ProClaim the Automation Component for Weave is WeaveHubPr ocl ai mand the Automation
Class is MapAut onat i on.
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There are two properties for the Weave application that should be set:

* AppWindowName
® The title of the browser window (matches the start of the actual window title) to locate a running Weave instance.

* URL
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® The URL to start Weave if it is not already running, that is if an Internet Explorer window matching the AppWindowName

isn't found

Only Direct Relation criteria type are currently supported.
Integrating with Trim

The Weave/Trim integration provides a two-way link between Weave and Trim. That is Trim can call out to Weave to display information

about a document and Weave can call out to Trim to display documentation associated with an entity.

For additional information about using the newer Weave Hub integration please see this page Weave Hub - Third-party Application

Integration.

Opening Weave from Trim
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Opening Trim from Weave
) ]

(j'Trim Client - Windows Internet Explorer
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Client Workstation

The link between Weave and Trim requires the installation of components on each client computer that will be communicating between
Weave and Trim.

The following sections outline the installation and configuration of these components.

HP CM 9.x

Installation of the client components is now supported via an msi installation package which can be downloaded as part of the Weave
Interop installer, available at http://downloads.cohga.com/weave/.

The Interop installer will copy the Weave/Trim client component packages to the i nt erop\t ri m directory at the installation location
specified when running the installer. Note that the Interop installer is intended to be use to install additional component required for a Weave
server to interact with Trim, beyond just the client components, and should generally be pointed to a Weave installation directory when it's
run, but if you just require the latest versions of the client installation packages you can point the installer to a temporary where you can then

copy the required installation packages from and then just delete the temporary directory.

There are two installation packages available, TrimSetup.msi, for 64-bit Windows, and TrimSetup32.msi, for 32-bit windows, which should
be copied to each client and installed. The installation requires no additional input from the user so can be automated using standard msi

processes.

HP RM 8.x

Downloads
WeaveTrimLinkNet8.dll - Component to link from Weave to HP RM 8.x

TrimWeavelink.exe - Executable to link from Trim to Weave
Installation

Two Trim specific files, WeaveTrimLinkNet8.dll and TrimWeaveLink.exe, must be copied to each client PC, along with the weave link
components (see WeaveLink for more information) and additionally WeaveTrimLinkNet8.dll must be registered.
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This should be performed using the RegAsm.exe application provided with Windows, e.g.

c:\ W ndows\ M crosof t. NET\ Framewor k\ v2. 0. 50727\ RegAsm exe

WeaveTri nmLi nkNet 8. dl | /codebase /nol ogo
c:\ W ndows\ M crosoft. NET\ Framewor k64\ v2. 0. 50727\ RegAsm exe

WeaveTri nmLi nkNet 8. dl | /codebase / nol ogo

Un-installation

The installation can be undone by using RegAsm.exe

c:\ W ndows\ M cr osoft. NET\ Framewor k\ v2. 0. 50727\ RegAsm exe

WeaveTri nmLi nkNet 8. dl | /unregi ster /nol ogo
c:\ W ndows\ M crosoft. NET\ Framewor k64\ v2. 0. 50727\ RegAsm exe

WeaveTrinmLi nkNet 8. dl | /unregi ster /nol ogo

TRIM

Downloads

WeaveTrimLink.dll - Component to link from Weave to Trim
TrimWeaveLink.exe - Executable to link from Trim to Weave

Installation

Two Trim specific files, WeaveTrimLink.dll and TrimWeaveLink.exe, must be copied to each client PC, along with the weave link
components (see WeaveLink for more information) and additionally WeaveTrimLink.dll must be registered.

This should be performed using the regsvr32.exe application provided with Windows, e.g.

regsvr32 "C: \Program Fi | es\ Wave\ WeaveTri mii nk. dl [ "

Un-installation

The installation can be undone by using regsvr32 with the “/u" parameter, e.qg.

regsvr32 /u "C:\Program Fi | es\ Wave\ WeaveTrinLink.dl "

Server

Installation

The bundles for the server should be installed using the Interop installer for the version of Weave that you are running, which is available
from http://downloads.cohga.com/weave/.

Configuration

Server

For Weave to communicate with Trim there needs to be a number of parameters specified which link the Weave entities to the database in
Trim.
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Firstly the trim namespace must be added to the config.xml file header (or a separate trim.xml file can be created and included into config.

xml)

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server.confi g#l.0" xmns:trim="urn:com
cohga. tri m#l. 0" >

</ confi g>

then the trim configuration must be setup to provide the connection information required for Trim and to tell Weave what entities to allow the
transfer for.

There can be more than one configuration for trim, for example, one for a production instance and one for a test instance, each identified by
theirid in the t ri m confi g item (which is pr oduct i on in the following example). Which configuration is used by the client is determined

when the Trim action is added to the client configuration (via the "version" attribute of the client configuration action).

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l.0" xmns:trim="urn:com
cohga. tri m#l. 0" >

<trimconfig id="production">
<entity id="property" field="field" dbid="41"/>
<entity id="roads" field="field" dbid="41"/>
</trimconfig>

</ config>

Name Description
id The entity that should be enabled

field The field in the Trim database that contains the id of the selected entity, # for the record number field

dbid The id of the database on Trim to use

filter An optional filter that will transform the Weave id's into a value suitable for Trim

Client

Once the server have been configured the Trim action can be added to a toolbar in the client configuration.

<item acti on="com cohga.tri m Send" versi on="production"/>

You need to include the ver si on attribute to let the Weave to Trim link know which Trim config to use, pr oduct i on in this example. The ve
r si on attribute should match theid ofatri m confi g tag.

Filtering identifiers

If you need to filter the values before sending them to Trim, because Trim uses different identifiers for the entity than Weave does, then you
can specify a filter when seting up the entities in the config details and add the definition for the filter. Note the addition of the new xnl ns:

filter="urn:com cohga. sel ection.filter#1l.0" namespace.
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<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server. config#l. 0" xm ns:trim="urn: com
cohga. trim#l. 0" xm ns:filter="urn:com cohga. selection.filter#1.0">

<trimconfig id="production">
<entity id="property"” field="field" dbid="41" filter="trim
property"/>
<entity id="roads" field="field" dbid="41"/>
</trimconfig>

<filter:db id="trimproperty">
<dat asour ce>nmai n</ dat asour ce>
<t abl e>GEMS_LI NK</ t abl e>

<keycol um>PI D</ keycol um> <!-- colum used in spatial database --
>
<i dcol um>PRUPI </ i dcol um> <!-- columm required for trim-->
</filter:db>
</ confi g>

Trim Configuration

To setup the link from Trim to Weave the Trim application must be configured with an external link to the TrimWeaveLink.exe program. This
program will use the WeaveLink API to interact with the Weave client performing any operations necessary to perform the link from Trim to

Weave.

This first screen shot shows the external link being set for the record type on trim. The next screen show shows the actual setting required.
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Record Type - Document |
General I fdenL I Adit | Defaults | WorkflowAction I Murbering I Electronic
Llger Fields I Farm External Link | fzcess Controls I Miotes I Active

" Use an external TRIM Fecord Addin Component
Ayl PR G

¥ Use External Links To an Executable
External Link [1]

I'W'eave - Properties

%!

Estemal Link [2]
| B

Esternal Link [3]

%!

contesrct

] I Canicel Help

The settings required for the link from Trim to Weave are the name of the executable, TrimWeaveLink.exe, plus the parameters to pass to
the executable.
Note the executable must have previously been copied to each PC, and the path where the executable was copies to should be used here.

There are four parameters that are specified for the executable:

1. The entity id, in this case 'property’, this is the id of the corresponding entity in Weave.

2. The value for the id to send, this is set as a marker using %#...% format, in this case it'll use the PRUPI field attached to the
document, this will be different depending upon what value you need to use from the underling trim document to uniquely identify
the corresponding entity in Weave.

3. Afilter to use to transform the identifiers sent from Trim to Weave before updating the selection in Weave, if no translation is
required then 2 quotes (denoting an empty filter) " should be used for this parameter, if this value is set then Weave will use a filter
that's been previously configured with this id to transform the identifiers to a value suitable for Weave.

4. The window title of the Weave client browser window, this is so that the link can find an existing Weave client before trying to start a
new one. This should match the start of the window title of the browser which will generally match the title set in the Weave client
configuration.

5. The startup URL, this is the url required to start a new Weave client session if one matching the window title can't be found.
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Define External Link

Caption 0k
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Canzel
Executable File
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" Program Files Directory
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" Windows Svstem Directony
= Maone
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' Fecord User Defined Fisld Yalue

| PRUPI =l

™ Unigue Recaord |dentifier

Cancel

Help

dili]

" TRIM DataSet Identifier

[~ Parameter walue must be non-blank for link to execute

Weavelink

€ Internet Explorer 10+
There is a new update to use with Internet Explorer 10 or later. This update should resolve issues with the WeaveLink component
when working with newer versions of Internet Explorer.

This link contains an updated version of the WeaveLinklmpl.exe component, along with the current version of the interop bundle for
the server.

Note that if you use this version you no longer need to set the X-UA-Compatible header as described in the note below.

# Downloading WeaveLink
The latest version of the WeaveLink components can be downloaded from WeaveLink_latest.zip.

A number of integration modules make use of WeavelLink, which is a set of Windows COM components that provides a means of controlling
an instance of the Weave client from a Windows application.

Weavelink is only supported on a client PC running Windows and also requires the use of Internet Explorer as the clients browser. The
Weave client can still be run with other browsers that may be installed on the client PC, but when a third part application tries to
communicate with Weave via WeaveLink it will start a new instance of Internet Explorer. Additionally, any buttons/tools within the Weave
client that use WeaveLink will not enable themselves when run within a browser other than Internet Explorer.
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Weavelink is supplied as three components, the first WeavelLi nk. dI | is the core component that provides the basic interfaces that
applications should use to communicate with Weave. This is what third party applications will be programmed against to communicate with
Weave.

The other two components are implementations of this interface, WeaveLi nkl npl . exe, for deployment within a a production environment
running a Weave server, and Weaveli nkDebug. exe, for deployment within a development environment without a running Weave server
(primarily for third party developers to develop/test against).

Use of the WeaveLink component also requires the installation of the client interop bundle on the server, com.cohga.client.interop.

Information relating to writing code using the WeaveLink COM API can be found on the page relating to Third Party Application Integration.
) There's a new Weave client launcher helper service available for situations where launching a Weave client via the WeaveLink COM
API causes the launching application to freeze.

This service is not required, and should only need to be installed in situations where there are issues with calling applications
freezing when calling Weave.

If it's installed on the client PC it will be used to start new instances of the Weave client by the WeaveLink COM API otherwise the
existing method will be used.

You must be using at least version 1.1 of the WeaveLinkimpl component to make use of the launcher helper service.

For IE9 and later you may need to include the following tag in the client config
<meta http-equi v="X-UA- Conpati bl e" content="1E=8"/>

Installation

The WeaveLink components, WeaveLink.dll and one of WeaveLinkimpl.exe or WeaveLinkDebug.exe, should be copied and registered on
each client PC that will be using an integration module that requires their use (which is generally any implementation that link Weave with a
desktop application).

To register WeavelLink.dll the regsvr32 program (supplied with Windows) should be used

regsvr32.exe /s "C \Program Fi | es\ Weave\ WeaveLi nk.dl "

To register WeaveLinklmpl.exe (and similarly WeaveLinkDebug.exe) the programs themselves perform the operation

"C:\ Program Fi | es\ Weave\ WeaveLi nkl npl . exe" /regserver

To install the optional launcher helper service

"C.\ Program Fi | es\ Weave\ WeavelLi nkServi ce. exe" -install

Uninstallation

To remove the components is a similar process

"C:\ Program Fi | es\ Weave\ WeavelLi nkl npl . exe" /unregserver

and

regsvr32.exe /u /s "C \Program Fi | es\ Wave\ WeavelLi nk.dl'| "

and

"C:.\ Program Fi | es\ Weave\ WeavelLi nkServi ce. exe" -uninstall
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Testing

To test that the WeaveLink components are installed and operating properly the Windows scripting host can be used by creating a small test

program.

Copy the following to a new text file called weavet est . vbs and change the two parameters, "Wave HTML Cient" and"http://host

name: 8080/ weave/ mai n. ht m' to those appropriate for your site.

) The first parameter is the title of the Internet Explorer window that has a running instance of the Weave client.
The second parameter is the URL to start Weave, if WeaveLink can't find an Internet Explorer instance with the windows title given

in the first parameter.

Dimlink

Set link = CreateObject("Wave. Li nk")

if not link is Nothing then
Dimclient

Set client = link.Cient("Wave HTM. Client"

8080/ weave/ mai n. ht ni")
if not client is nothing then
client.BringToFront
end if
end if

Then by double clicking on the weavet est . vbs file in Windows Explorer or running

"http://host nane:

wscri pt weavetest. vbs

at a command prompt you should see the Weave client started and brought to the front (or highlighted in some manner if that's not possible).
If you've registered WeaveLinkDebug.exe, rather than WeaveLinkimpl.exe, you'll see a small test form displayed rather than the Weave

client.

If you see and error message similar to the following then it means that WeaveLink.dll and/or WeaveLinklmpl.exe (or WeaveLinkDebug.exe)

has not been registered correctly.

Windows Script Host |

Script: Cidestquickiest, vbs
Lire: 2
Zhar; 1

Errors  #ctiver component can't create object: “weave,Link!
Code: S00A01AD
Source:  Microsoft YEScripk runkime errar

If you see the following error it probably indicates that the window title parameter is incorrect.

a2 )

OK
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The newest version of the WeaveLinkimpl.exe doesn't not stop the startup if the window title is incorrect.

Debugging

Once the components are correctly registered and they do not function correctly then the logged output from the WeaveLink components
(and most of the integration modules) can be viewed using the DebugView tool from Microsoft. The tool can be downloaded at Windows
Sysinternals.

Calling WeaveLink from a URL

Previously starting Weave from a URL a new browser window would be created, or at best the current window would be reused but the
session would be lost, but as of version 2.4 of the Weave interop bundle it's possible to open Weave using a URL and maintain the current
user session.

To accomplish this a new launch page has been created which utilises the WeaveLink component, so that your page doesn't have to.

The "launch" page make use of the WeaveLink component to perform the actual work, so WeaveLink.dll and WeaveLinkimpl.exe still need
to be installed on the client PC, but now rather than having to write javascript to talk to the WeaveLink COM API instead you can just open a
new URL.

The launch page contains the javascript required to interoperate with the WeaveLink component and uses parameters passed in the URL to
the launch page to determine what to do with the component.

The base URL of the launch page is / weave/ i nt erop/ | aunch. ht Ml and it requires at least three parameterstitl e, url and event.

Thetitl eandurl parameters are the same values that would be used when getting a client reference with the WeaveLink COM API
directly. That s, ti t | e should be set to the browser window title of the running Weave client instance, so that the WeaveLink component
can locate an all ready running Weave client instance. ur | should be set to the URL required to start a new client instance of a running one
can not be found using the t i t | e parameter. And, event should be set to the id of an interop action, for example com cohga.

Zoontear ch, com cohga. Set Locat i on or com cohga. Set Mar ker . The rest of the parameters in the launch URL will be passed to the
event as parameters to the event, so depending on the event being triggered different parameters will be required.

http://wath.|local : 8080/ weave/interop/launch. htm ?titl e=\Weave%
20Cient &url =http://wath.local : 8080/ weave/ mai n. ht M &vent =com cohga.
Set Locat i on&x=145. 124&y=- 32. 412&scal e=2000&mar ker =t r ue

It should be noted that there are already way to launch a Weave client using URL parameters that accomplish the same thing, for example
launching a client and performing a search to select an entity of interest, and for one off uses of Weave this can still work.

Where this method has an advantage is when there will be multiple interactions between your application and Weave. Using the above URL
as an example if your application shows a list of items to the user and you wish to have a link for each item that the user can use to show a
map of the item then you could do it using a standard Weave client link, but each client in your application will open a new browser window,
by using the launch URL the current Weave browser window will be used and the existing map will just pan across to the new location and
the users current ToC settings, active entity, selections, etc remain.

) Obviously opening the launch page will cause a new browser page or tab to be opened, but this window will close as soon as it's
either located the existing Weave browser instance or created a new one.
For an existing Weave instance this generally happens before the user even has a chance to register what's happening.
But, if there isn't an instance of the Weave client already running then this page may stay open for a few seconds, to account for this
the page display some text describing to the user what's happening.

Launching Weave

It's possible to open the Weave client with additional URL parameters to customise its startup.

Search
You can load the Weave client and ask it to perform a search immediately using the sear ch URL parameter.

The value of the parameter should be the id of the search to execute, and the rest of the URL parameters are the values that should be
passed to the search.

For example, given the following search definition

Example search configuration
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<search:attribute id="property.pid'>
<entity>property</entity>
<l abel >By PI D</| abel >
<dat asour ce>dat asour ce</ dat asour ce>
<t abl e>PROPERTY</ t abl e>
<key>Pl D</ key>
<parameter id="property_id">
<pr onpt Text >Property | D</pronpt Text >
<col um>PI D</ col unm>
</ par anet er >
</search:attribute>

The following URL will open the Weave client (using the client configured with the id ‘'main’) and execute the pr operty. pi d search to
locate the property with a Pl D of 1234

Example URL

http://server: 8080/ weave/ mai n. ht M ?sear ch=pr operty.
pi d&property i d=1234

This would operate exactly as if the user had started the client, switched to the By PI D query, typed in 1234 for the Property | Dand
clicked the New button.

Note that if the search had more parameters defined then the URL could contain more parameters. The search would be executed by
Weave in exactly the same way as if they user entered (or didn't enter) a value for each corresponding parameter when clicking New.

Additionally, you can include a m nScal e parameter, to ensure that the client does not zoom in past the minimum scale you specify as the
parameter.

Mapping

You can set the initial map extent, either by specifying an x and y location and a scal e, or by specifying m nx, m ny, maxx and maxy

values.
Additionally, by specifying a cr s parameter these values can be in a different coordinate system from the default projection of the client.

Also, it's possible with the x and y version to set a parameter, mar ker =t r ue, to specify that a marker should be placed at the X, y location.
Finally, with the mi nx, mi ny, maxx and maxy version you can also specify a mi nScal e to ensure that the map extent is not zoomed in too
far.

Example x, y URL

http://server: 8080/ weave/ mai n. ht m ?
x=339690&y=5818946&scal e=5000&mar ker =t r ue

Example extent URL

http://server: 8080/ weave/ mai n. ht m ?
m Nx=339680&maxx=339700&m ny=5818936&nmaxy=5818956&ni nScal e=5000

Note that the coordinates are assumed to be in the same projection as the map display, if they are different a cr s parameter can also be
included that specifies the EPSG projection code that the coordinates are provided in.
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http://server: 8080/ weave/ mai n. ht m ?x=137. 2&y=-34.5
&mar ker =t r ue&cr s=4326

Tile Caching
These instructions describe creating a TMS tile cache, they're not relate to using/creating tile caches in ArcGIS Server.

Weave supports the use of tile caches to improve map display performance on the client.

) Since tile caches are a client side mapping technology unless you have a corresponding server side map engine in Weave that
replicates the maps that you can get from the tile cache you will not be able to include the map layers from the tile cache in reports.

Since tile caches are pre-generated in a certain projection, using certain scales and covering a certain area, if you want to enable the use of
a tile cache in a client configuration then you will need to use the projection, scales and extent of the tile cache to configure the client.

Client Configuration

Map Engine
To change a map engine to be a tile cache you need to change the map engine type in a client configuration.

The map engine configuration in the client needs to have its 'type' set to 'tilecache’ to tell the Weave client that the map it is generating
comes from a tile cache rather than the Weave server (the default map engine type is 'weave' if it's not set explicitly).

A tile cache also need to know where to load the tiles from, which is done by setting one or more 'url' parameters that point to the base
directory on a web server that's serving the tiles.

You also need to set the 'layername’ of the directory under the ‘url’ that has the actual tiles, since a single web server can be serving multiple
tile caches.

There are also some options that may be set for a tile cache, one is the ‘format' option, which tells the Weave client what format the tile
images are stored in, and should be set to 'image/jpeg’, 'image/png’ or ‘image/gif' depending upon the source tiles. The other option that's
required is to set 'singleTile' to false, which tells the Weave client that it should generate the map from multiple smaller tile requests.

This gives us a simple map engine configuration of

<mapEngi ne i d="mapengi ne. aerial .tile">
<type>til ecache</type>
<url>http://til eserver.exanple.comtilecache></url >
<l ayer nane>aeri al </ | ayer name>
<options>
<f or mat >i mage/ j peg</f or mat >
<si ngl eTi | e>fal se</singl eTil e>
</ options>
</ mapEngi ne>

This is assuming that the tile images are available at

http://til eserver.exanpl e.confaeri al

and are stored in the TileCache format and are JPEG images.

Map Scales

A tile cache is generated at fixed scales and as such requires that the client configuration for the map view is told what the scales are (which
also means that the client can only view the map at those fixed scales).

To do this you need to ensure that you have a 'scales' setting set for the map view
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<vi ew i d="com cohga. htnl . cli ent. map. mapVi ew' >
<scal es>
<scal e>1000</ scal e>
<scal e>2000</ scal e>
<scal e>5000</ scal e>
<scal e>10000</ scal e>
<scal e>20000</ scal e>
<scal e>50000</ scal e>

<scal e>100000</ scal e>
</ scal es>

<mapEngi ne i d="nmapengi ne. aerial .tile">
<type>til ecache</type>
<url>http://til eserver.exanple.comtilecache></url >
<l ayer nane>aeri al </ | ayer nanme>
<opti ons>

<f or mat >i mage/ j peg</ f or mat >

</ opti ons>

</ mapEngi ne>

</ vi ew>

This is assuming that the tile cache has been generated with 7 levels at 1:1000, 1:2000, 1:5000, 1:10000, 1:20000, 1:50000 and 1:100000.

) It's also possible to use resolutions/resolution to set the scales (instead of including the scales), since tile caches are generally
created based on map units per pixel rather than map scale, so if you're using a pre-generated tile cache and you know the
resolution that the tile cache was generated at then you could use them instead. But if you're going to have Weave generate the tile
cache then you should use scales.

Extent

Tile caches are generated to cover a certain area, and the Weave client configuration needs to be told what this area is so that the tiles will
line up correctly.
To do this you need to ensure that the 'full' extent for the map matches the time cache.

Building a Tile Cache

Weave provides the tools to allow you to build a tile cache based on an existing server side map engine.

To build the tile cache you need to configure a client configuration to use a tile cache, as outlined in the section on Tile Caching, then use
the 'tilecache' command from the osgi console to get Weave to build the appropriate tiles.

When building a tile cache there is the extra configuration requirement that there must be a server side map engine available to generate the
tiles from, this can be any of the map engines supported by Weave.

To setup the link between the tile cache and the server side map engine you need to tell the client map engine what server map engine to
use and what layer within that map engine to turn on, this is done by adding a 'server' option

<mapengi ne i d="mapengi ne.aerial.tile">
<type>til ecache</type>
<url>http://til eserver.exanple.conftilecache/</url>
<l ayer nane>aeri al </ | ayer nanme>
<opti ons>
<f or mat >i mage/ j peg</ f or mat >
<si ngl eTi | e>fal se</singl eTil e>
<server>
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<mapengi ne>mapengi ne. r ast er </ mapengi ne>
<l ayer s>aeri al 2005</ | ayer s>
</ server>
</ options>

Where the mapengine is the id of the server side map engine and layers is a comma separated list of the layer ids in that map engine that
you want turned on.

The tilecache command

Configuring the tilecache command

Executing the tilecache command by itself at the osgi console will display the default setting that will be used to generate the cache

osgi > til ecache

--- TileCache ---

base ...\platform workspace\.til ecache
ext ent full

force fal se

f or mat j peg

netatile true

net asi ze 3

net abuf f er 10

To change any of the setting you use the tilecache command again, this tile with the 'set' command

osgi > til ecache set base z:\wwh\til ecache

£ Any changes made to these settings are kept in the osgi configuration area, so they should persist unless you clean out the
configuration directory or start Weave with the -Dosgi.clean parameter

Value Description

base The base directory where the files will be written to

extent Which extent, full, initial or limit, to use as the bounds for the tile cache
force Should existing files be overwritten when generating the cache

format What format, jpeg, png or gif, should the tiles be generated in

metatile ~ Should the tilecache command fetch a larger map from the map engine and split it up to make the tiles, which helps with performance when
generating the tile cache

metasize How much bigger should the map image request be, the tilecache command will request a map images that are metasize x metasize tiles from
the map engine

metabuff How many pixels extra around the meta tile should the tilecache command request the map image, which helps to ensure that there are no
er gaps between tiles

You will want to at least update the base setting to ensure that the tile are generated in a more appropriate location. Which would
generally be directly to a directory that's already being served out by a web server, otherwise the file will need to be copied to a web

server once generated

Running the tilecache command
Once the tilecache command has been configured and the client configuration is setup correctly you use the tilecache 'seed' command from
the osgi console to actually build the tiles.

At the simplest, if you only have a single map engine configured in the client configuration then you can just start the seed command with the
id of the client configuration as the only parameter

osgi > til ecache seed main
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But if you have multiple map engines in the client configuration then you also need to provide the name of the map engine

osgi > tilecache seed mai n mapengine.aerial.tile

Additionally you can override some of the default tilecache setting in the command

osgi > til ecache seed main mapengine.aerial.tile force=true

There are two additional parameters that the seed command understands, that aren't configurable by the tilecache set command, and they
are 'minlevel' and 'maxlevel'.

These two parameter allow you to set the levels of the tile cache that you want generated, this way you do not have to re-generate the entire
tile cache if only data at one scale has changed, so to only generate the second level

0sgi > til ecache seed nmain mapengi ne. aerial.tile minlevel =1 nmaxl evel =2

The minlevel defaults to 0 and the maxlevel defaults to the number of scales plus 1, since minlevel is inclusive and maxlevel is exclusive.

Spatial Editing Introduction

£ Editing ESRI GeoDatabases
Editing of ESRI GeoDatabases was not previously supported by the spatial editing extension.

If you are editing a database with Weave that has been enabled as a GeoDatabase then it is likely that the GeoDatabase metadata
managed by ArcGis is now out of sync and this can result in the inability to create new records with ArcGis.

There is a hotfix available for the 2.5.27, 2.5.28 and 2.5.29 releases of Weave that resolves the issue (currently only for SQL Server)
and should be applied as soon as possible, http://downloads.cohga.com/weave/.

The hotfix will stop the issue for occurring in the future but will not repair any feature datasets that are already out of sync, and
additionally the hotfix will now make it more likely that Weave will no longer be able to create new records (since Weave now follows
the same process as ArcGis when creating records).

To repair any feature datasets that have been edited with Weave they will need to be copied to a new feature dataset, the old
feature dataset deleted, and the new feature dataset renamed to replace the old broken feature dataset (as this will reset the
metadata for the feature dataset).

Update:

Postgis/Postgres and Oracle are not supported for editing an ESRI GeoDatabase at all, and in fact GeoDatabase enabling the
database may make them unavailable to Weave as a spatial engine completely.

The spatial editing extension for Weave provides a means to edit geometry and attributes for an entity.
Features:

® Simple to setup for basic operation
Configure the id, label and entity and Weave will do the rest.
® Customisable for advanced operation
Refine geometry setting and input parameters, and provide pre-defined lists of values for input.
® Supports editing on an entity with multiple spatial layers
A single entity that is composed of separate point, line and/or polygon tables is transparently handled by Weave.
® Creation and updating on an entity in the client can be initiated from URL parameters
The Weave client can be started with parameters in the URL to immediately begin the editing process for a specific entity for the
user.
® Auditing of editing operations
Custom auditing can be setup to write a new log records to a database table for each edit operation performed by a user.
® Snapping of geometry
Configurable snapping is available to help with drawing geometry.
® |18n support
All of the text/labels for the editing components can be customized for multiple languages or even just having the default text
changed.
® "|dentity" columns
It's possible to specify that an attribute for a new record is based on incrementing the previous highest value of the column, or that
the column will be automatically generated by the underlying database system.
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® Read-only columns
It's possible to specify that an attribute can be displayed but not changed (r eadonl y), can only be changed when the entity is
created (r eadonl yonupdat e) or can only be changed when an entity is updated (r eadonl yoncr eat e).

® Hidden columns
It's possible to specify attributes that aren't visible to the user but are still written when an edit is performed, using either a fixed
value or one of a number of supported functions.

® Formula columns
It's possible to specify a number of in-built formulas as the value for a column, including things like useri d(), datetinme(),
entity(), area() andl ength().These can be used for both the spatial and audit tables.

® Restrictions on the number and types of geometry
Geometry input can be constrained to indicate a minimum and maximum number of geometries that can be entered when creating
an entity and the types of geometries can be specified.

® Customization of client view
The display of the input panel can be customized via the configuration. Some things that can be customized are if text and/or icons
are display in buttons, which buttons are displayed (hiding the polygon button for example) and the locations of some of the buttons.

Limitations:

® Only attributes directly attached to the spatial table can be edited
Weave will only write to the spatial table when editing an entity, currently having some attributes written to the spatial table and
other attributes written to separate database tables is not supported. Audit tables may provide enough functionality to support the
required workflow though.

® Spatial mapper for entity must have <dynani c> set to true and <cache> set to false
But this is generally the case for any entity that can have its underlying data altered on the fly.

* A database table will require a primary key
If you're editing data in a database and are unable to edit the table, ensure that it has a primary key.

® Does not support ESRI GeoDatabase enabled databases
Once you've edited a table with Weave the objectid generation might get out of sync with ArcGIS and stop you from being able to
edit the table within ArcGIS. Non-geodatabase enabled databases are fine. Update: 2.5.27.14, 2.5.28.10 and 2.5.29.4 now support
GeoDatabases editing on SQL Server (other databases to be supported in the future). Note: Versioned, Archived and Edit Tracking
require special attention to setup in Weave, ensure you're familiar with these before attempting to editing them in Weave, and
Branch Versioning is not supported at all.

Installation

Currently, the Weave editing sub-system is provided as a single bundle, com cohga. spati al . edi t . This bundle must be copied to the we
ave\ pl at f or ml pl ugi ns directory and the server restarted for it to be available.

Requirements

Configuring Entities

Before you can edit an entity there are some criteria that need to be met.

The entity id must be unique within a spatial table. If an entity is composed of multiple spatial tables then it may be the case that the id may
not be unique across all of the tables. If for example the entity is composed of more than one geometry type and the underlying spatial
engine (e.g. ArcSDE, shapefiles) does not support different geometries in a single table, then the geometry would need to be spread over
more than one table. In this situation, the entity id would have to be the same in all of the spatial tables, but it must at least be unique within
each table. This is the only way that Weave can determine which row in the table that it needs to update as Weave determines which spatial
table to update based on the geometry type stored in the spatial table.

The editing of multiple spatial tables is only fully supported when a different geometry type is stored in each table. That is, if an entity is
linked to more than one spatial table then each spatial table should contain a different geometry type (point, line or polygon). This is so that
Weave knows which table to write the appropriate geometries to. For example, if you were to have an entity linked to two spatial tables, both
containing polygon geometry, then when an edit is submitted that contains a polygon, Weave would not know which table the geometry was
supposed to be added to or updated in.

In the case of an entity represented by multiple spatial tables, the schemas for the tables should all be the same. This is a requirement
because the same attribute values will be written to each table when an edit is submitted that contains different geometry types.

Spatial engines that do not differentiate between geometry types, (i.e. the spatial table stores "geometry" and not specifically points, lines or
polygons) are not currently supported in multi-table configurations. This is because in these cases, Weave cannot determine which table to
write the geometry to (they are supported in single table configurations). This may change in the future.

Additionally, the spatial mapping associated with any entities that are to be edited should be configured to be dynamic, see Spatial Mapper.

Configuration

Client Edit Plugin

Part of the client side editing sub-system is implemented as a 'plugin’ for the map view, so the first thing that needs to be done when
enabling the editing sub-system is to register the edit plugin with the map view in the client configuration.
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Adding edit plugin to client

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. config#l. 0" xmns:client="urn:com
cohga. htnl . client#1. 0">

<client:config id="edit">
<l-- nore config itens here -->

<vi ew i d="com cohga. ht ml . cl i ent. map. mapVi ew' >
<l abel >Map</ | abel >
<l ocati on>center</| ocati on>

<I-- Register the edit plugin with the map view -->
<plugin id="weave.edit"/>

<l-- map config itens here -->
</ vi ew>

<l-- nore config itens here -->
</client:config>

</ confi g>

The provides the edit sub-system with a hook into the map view so that it can provide access to the editing layer.

Client Edit View

When performing an edit a view panel is required to enter/change the attributes associated with the entity being edited. This view is provided
by the com cohga. cl i ent. panel . edi t view and so also needs to be added to the client configuration.

Adding edit view to client

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. config#l. 0" xmns:client="urn:com
cohga. htnml . client#1.0">

<client:config id="edit">
<!-- nore config itens here -->

<l-- Add the Edit panel to the client -->
<vi ew i d="com cohga. cli ent. panel .edi t">
<l abel >Edi t </ | abel >
<l ocati on>west </ | ocati on>
</ vi ew>

<vi ew i d="com cohga. html . cli ent. map. mapVi ew' >
<l abel >Map</ | abel >

<| ocati on>center</| ocati on>

<l-- Register the edit plugin with the map view -->
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<plugin id="weave.edit"/>

<lI-- nore config itens here -->
</ vi ew>

<l-- nore config itens here -->
</client:config>

</ config>

This view also provides the actions required to initiate editing and the tools required to perform the spatial edit operations.

Edit Entity
Create Entity Delete Entity
(=7 Edit
_dl:reaie g
D
Reset Form
DESCRIPTION:
MODIFIED:
CREATED: Attribute Input
USERID:

Submit Changes ~ Cancel Changes Create Geometry gpaple Shap

~~ = N A\ f{

l Change Settings

Modify Geometry Delete Geometry

Client panel buttons

name description

Create Insert a new entity.
Will be disabled if editing is in progress.

Update Change the currently selected entity.
Will be disabled if no entity is selected or if there is more than one entity selected or editing is in progress.

Delete Remove the currently selected entity.
Will be disabled if no entity is selected or if there is more than one entity selected or editing is in progress.

Page 199



Copyright © 2022, Cohga Pty Ltd.

Reset  Reset the form fields back to their original values.
Will be disabled if editing is not in progress.

Submit Complete the edit process and save the current changes.
Will be disabled when editing isn't in process or if the current state isn't value, for example if a polygon geometry is required but
hasn't been added yet.

Cancel Abort the edit process and abandon the current changes.
Will be disabled when editing isn't in process.

Modify = Modify an existing geometry.
Will be disabled if there is no geometry attached to the entity.

Point  Create a new point.
Will be disabled if the entity doesn't support point geometry or if it only supports a single point and there already is a point
attached to the entity.

Line Create a new line.
Will be disabled if the entity doesn't support line geometry or if it only supports a single point and there already is a line attached
to the entity.

Polyg  Create a new polygon.
on Will be disabled if the entity doesn't support polygon geometry or if it only supports a single polygon and there already is a
polygon attached to the entity.

Remo  Remove the currently selected geometry.
ve Will be disabled if there is a) no geometry enabled or, b) if the entity requires some geometry and this is the last piece of
geometry related to the entity.

Snap  Toggle the snapping function on and off.

Settin ~ Changes the snapping settings.
gs

Import  The import button allows the user to import geometry from another entity.

Customising the client edit view

There are a number of customisation options available to alter the display of the edit view

name ty de description
pe fa
ult

enableC boo true Should the 'Create’ button be displayed
reate lean

enableU boo true Should the 'Update' button be displayed
pdate lean

enableD boo true Should the 'Delete’ button be displayed
elete lean

enable boo true Should the 'Modify' button be displayed
Modify lean

enableP boo true Should the 'Point' button be displayed
oint lean

enableLi boo true Should the 'Line' button be displayed
ne lean

enableP boo true Should the 'Polygon' button be displayed
olygon lean

enableR boo true Should the 'Remove' button be displayed
emove lean

enableS boo true Should the 'Snapping' button be displayed
nap lean

enableS boo true Should the 'Settings' button be displayed
ettings lean

enablel boo true Should the 'Import' button be displayed
mport lean

showTe boo false Should the text label appear in the create, update, delete and reset buttons?

xt lean
This only applies to the default toolbar, if you replace the default toolbar with your own you'd need to set showText to the
appropriate value for each button, also note that this value defaults to true in that situation.

The default was changed from release 2.6.4, the default was previously true.
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This is removed from release 2.6.5, text will never be shown.
showlcon boo true Should the icon appear in the create, update, delete and reset buttons?
lean Note that this only applies to the default toolbar, if you replace the default toolbar with your own you'd need to set showlcon to the
appropriate value for each button.
Setting this to false will set showText to true if it is not explicitly set.
This is removed from release 2.6.5, icons will always be shown.
embedB boo false Should the 'Submit' and ‘Cancel' buttons be embedded in the form (or remain in the toolbar)

uttons lean
This is removed from release 2.6.4, the buttons will always be embedded in the input panel.

Button display based on showlcon and showText values

showText unset showText true  showText false

showlcon unset icons/no text icons/text icons/no text
showlcon true icons/no text icons/text icons/no text
showlcon false  no icons/text no icons/text icons/no text

Edit View with showText settof al se and showl con settotrue

=3 Edit

DESCRIPTION:

MODIFIED:

CREATED:

USERID:

ko 1@/ 4

Server Edit Configuration

Before an entity can be edited it must have at least one edit configuration associated with it. The edit configuration enables editing for the
particular entity and also allows for overriding the details about the way the user can edit the entity. Examples are what attributes the user
can edit and or how the attributes are presented to the user.

) You can have multiple edits associated with each entity. The user will be able to choose which edit to perform by selecting from a list.
Basic Server Edit Configuration

The most basic edit configuration interrogates the underlying spatial tables for the information it requires. (e.g. to determine what attributes
are associated with the entity or what spatial geometries, point, line or polygon, the user is allowed to create)
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Simple edit configuration example

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: edi t="urn: com
cohga. spati al . edi t #1. 0" >

<edit:config id="sinple.edit">

<entity>graffiti</entity>

<l abel >Graffiti</I|abel >

<description>Report graffiti for renpval </ description>
</edit:config>

</ confi g>

This provides a simple way to setup editing for an entity and allow the user to directly edit the attributes attached to the entity in the
underlying spatial table.

) The edit configuration has a publ i sh setting, which when set to f al se will stop the edit from appearing in the list of edits available
for an entity. The edit will still be available but can only be initiated via code or a URL parameter, this provides for the creation of
custom editing clients that do not have their edits listed in standard editing clients.

Default editing attributes

The basic edit configuration enables all attributes available for editing. Also, the basic configuration does not provide an option to customise
how the user will be able to edit those values, which will be determined by the underlying column type in the spatial table and be limited to
simple field types (e.g. text fields for string and numbers, calendar field for dates).

Default geometry requirements

The types of geometry the user will be able to create or edit will also be determined by the underlying spatial table. If the spatial table
contains polygons then the user will only be able to create polygons and they will not be able to create points or lines. If however the entity is
linked to two spatial tables, one containing polygons and the other containing points then the user will be able to edit both points and
polygons.

There is differentiation between spatial layers that contain single instance geometry and those that contain multi-instance geometry. That is,
if the spatial table contains multipolygons, as opposed to just polygons, then the user will be allowed to create more than one polygon shape
when editing the entity. When the spatial table contains polygons the user will be limited to a single polygon object. The same differentiation
applies to points or multipoints and lines or multilines.

The requirement for the user to create geometry is also determined by the underlying spatial table. If the spatial table allows nil geometry
then the user will not be forced to create a geometry when creating a new entity however if the spatial table doesn't allow nil geometries then
the user will be required to create a geometry before they will be able to complete the edit.

Customising Server Edit Configuration

If you need more control over the attributes and geometry for an edit then you need to override the values that the simple form is generating.

The things that you can override are the parameters that the user can edit, the maximum number of geometry items the user can create, the
required number of geometry items the user must create, and if the user can create, update and/or delete an enitity.

Basic custom edit configuration example

<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns: edi t="urn: com
cohga. spati al . edi t#1. 0" >

<edit:config id="customedit">

<entity>graffiti</entity>
<l abel >Grafitti</|abel >
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<descri pti on>Report graffiti for renpoval </description>
<geonetry>
<poi nt m ni nun¥"1" maxi num="1"/ >
</ geonetry>
<paraneter id="description">
<l abel >Descri pti on</ | abel >
<cont r ol Type>t ext ar ea</ control Type>
<col um>DESCRI PTI ON</ col uim>
</ par anet er >
</edit:config>

</ config>

Please note that the <column> value is case sensitive. "DESCRIPTION" is not the same as "Description”

=7 Edit
o

Description:

L 1@/ A

Custom geometry requirements

Unless explicitly set the types of geometry that a user can create for an entity, and also if the user can create an entity with no geometry, is
defined by the underlying spatial tables, if you wish to override this then you do so with the geonet r y settings.

The geonet ry settings determine the minimum and maximum number of each geometry type (point, linestring and polygon) that the user
can create, as well as the total number of geometry items (of any type) that the user can create.

This is done by specifying poi nt, | i nestri ng, pol ygon and/or geonet ry items, and for each one specify the mi ni numand maxi num
value for each. If no poi nt, | i nestri ng or pol ygon setting is specified then the user will not be able to create those geometry types,
unless geonet ry is specified in which case the user can create all geometry types.

Some examples of why you would want to set these values are (these assume that you can't change the underlying spatial table):

Spatial table allows nil geometry but you wish to enforce geometry creation
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<geonetry m ni mum="1"/>

or

<geonetry>
<pol ygon m ni num="1"/>
</ geonetry>

Spatial table allows multi part geometry but you wish to enforce creation of single part geometry

<geonetry maxi num="1"/>

or

<geonet ry>
<pol ygon maxi nun="1"/>
</ geonetry>

The spatial engine supports multiple geometry types in a single table, for example Oracle Spatial, and you wish to limit the geometry

<geonetry>
<pol ygon/ >
</ geonetry>

You want the user to specify 2 geometries, including 1 polygon and either a point or a line.

<geonetry m ni mum="2" maxi munme" 2" >
<pol ygon mi ni mun¥"1" maxi num="1"/>
<linestring/>
<poi nt/ >

</ geonetry>

You want the user to specify 2 geometries, including 1 polygon and either a point, line or polygon.

<geonetry m ni mum="2" maxi mume"2" >
<pol ygon mi ni nun="1"/>
<linestring/>
<poi nt/ >

</ geonetry>

You want the user to specify 1 or 2 geometries, including 1 polygon and optionally a point or line.
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<geonetry maxi mum="2">
<pol ygon m ni num="1"/>
<linestring/>
<poi nt/ >

</ geonetry>

You want the user to specify between 2 and four points.

<geonetry>
<poi nt m ni nun="2" maxi numE" 4"/ >
</ geonetry>

) As of version 0.38 it's possible to specify that multiple geometry types are supported, but only one should be used at a time. That is
if the user creates a polygon then they can only create more polygons, even if the edit supports lines. This is done by setting the
value for excl usi ve to t r ue in the main geonet r y tag.

Setting the geometry type to 'exclusive’

<geonetry maxi mum="2" excl usive="true">
<pol ygon/ >
<linestring/>
<poi nt/ >

</ geonetry>

£ f minimum is not specified it defaults to 0.
If maximum is not specified there will be no upper limit.

Restricting edit types

You can selectively disable a users ability to create, update or delete entities by setting cr eat e, updat e or del et e to false in the edit
config.

Create an edit where users can only create new entities

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn: com cohga. server. confi g#l. 0" xm ns:edit="urn:com
cohga. spati al . edi t #1. 0" >
<edit:config id="sinple.edit">
<entity>graffiti</entity>
<l abel >Graffiti</I|abel >
<descripti on>Report graffiti for renpval </description>
<updat e>f al se</ updat e>
<del et e>f al se</ del et e>
</edit:config>
</ config>
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If the default attribute editing setup isn't suitable you can directly specify the attributes that the user can edit and how they appear to the user.

) When any parameters are specified they will completely replace any parameters that may have been created by Weave

This is done by adding one or more par anet er items to the edit configuration, where each par anet er specified one input parameter. The
format of the par anet er items in an edit config are an extension of those available for search parameters.

Name

id

label
column
helptext
hidden

alignment

controltype

datatype

allownull
allowblank

allownew
values

defaultval
ue

dataset
labelcolu
mn

valuecolu
mn

uppercase
readonly

readonlyo
ninsert

readonlyo
nupdate

updatable

value

persisted
minvalue
maxvalue
minlength
maxlength

increment

Type

string
string
string
string
boolean

‘left', ‘center’, 'right', 'auto’

‘listbox’, 'checkbox', 'radiobutton’,

‘textbox’ or 'textarea’

‘any', 'date’, 'time', 'datetime’,
'integer’, 'string’

boolean
boolean

boolean

any

ref urn:com.cohga.server.data.

database#1.0:datadefinition

string

string

boolean
boolean

boolean

boolean

boolean

any

boolean
any

any
integer
integer

integer

Requir
ed

yes
yes
no
no
no

no

no

no

no
no

no

no

no

no

no

no
no

no
no

no
formula
or any
no

no

no

no

no

no

Def
ault

false
aut
‘text
box'

'stri
ng'

false
true

false

false
false

false

false

true

false

Description

A unique identifier for the parameter

The prompt text displayed when user input the parameter value

The name of the column within the table that this parameter references
Additional text to display for the parameter to explain how to use the parameter
Hides the parameter from the parameter Ul

How the items should appear in the Ul

The suggested type of Ul control to use when displaying the parameter

The data type for the parameter

Whether a null value is allowed for this parameter
Give the user the choice of an empty value in the listbox (as opposed to a null value)

Allow the user to enter values not in the listbox already

The default value of the parameter

Where to get the values for a listbox

Column in the datadefinition that supplies the label of the value to show the user

Column in the datadefinition that supplies the value of the value to use in the SQL

Should the value be converted to upper case in the generated SQL
Can the user change the value

Can the user change the value when a new entity is being created
Can the user change the value when an entity is being edited
Can the underlying value ever be changed once set (implied readonlyonupdate if set to

true)

A value to insert into the database, provides a means of creating values beyond what
the user enters (implied readonly if set

Should the value the user chooses for the field become the default value for the field?
The minimum value allowed for a field. Available from 2.5.28.

The maximum value allowed for a field. Available from 2.5.28.

The minimum length allowed for a field. Available from 2.5.28.

The maximum length allowed for a field. Available from 2.5.28.

The increment to use for fields that support it, the units are dependant upon the field
type. Available from 2.5.28 and currently only for time fields.

A few things to not about the properties that can be applied to parameters:

® col umn is optional, if not provided then the field will still appear, but an attempt to write the entered value into the underlying spatial
table will not be made. The user entered value can still be used by other means that will be covered later.

® The control t ype now supports 'textarea’ which isn't available for search fields, it provides a multi-line text input field.

® readonly, readonl yoni nsert andr eadonl yonupdat e aren't available for search field either, they're special markers that
allow you to alter the ability of the user to change the value in a field. These are client-side flags, and if set alters the display of the
field so that the user cannot change the value, the field is still displayed, just not editable.
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® updat abl e specifies that one a value is set it can't be changed, this is similar to r eadonl yonupdat e, and in fact r eadonl yonupd

at e will

be settot rue if updat abl e is set to false, but it also provides additional checks on the server to ensure that the value is

not updated.
® val ue can be used to set a value explicitly by directly supplying the value, or there are a number of formulas that are available.

entity() The name of the entity type being edited.

useri d() The current username.

i p() The current users IP address.

dat eti me() The current date/time.

oper ati on() The type of operation being performed will be one of the strings ‘create’, 'update’ or 'delete’.
next val () The value used for the column will be the previous largest value from the column plus one, the underlying
column must be numeric.

geonetry() A WKT (Well Known Text) representation of the geometry if available, otherwise nul | .

i d() The value for the key field for the spatial table will be used if available, otherwise nul | .

aut o() The value for the field is auto-generated by the database.

count () The number of geometry objects.

ar ea() The area of the geometry.

| engt h() The length of the geometry.

gui d() Generate a new globally unique id.

When geometry is being written to multiple spatial tables the count(), area() and length() functions will behave differently when used
in an edit config item versus an edit audit item.

The value

will only contain the count, area and length for the geometries that match the table that the geometry is being written to,

not the total, when used in an edit config item. But, when used in audit config item then count, area and length will be the total of all
the geometries (if there are more than one).

Custom parameter examples

Auditing changes

To record who created and who modifies an entity use:

Auditing changes example

<e

dit:config id="customedit">
<entity>graffiti</entity>
<l abel >Grafitti</|abel >
<descri pti on>Report graffiti for renpval </ description>
<geonetry>
<poi nt m ni nun="1" maxi num=" 1"/ >
</ geonetry>
<parameter id="description">
<l abel >Descri pti on</ | abel >
<control Type>t ext area</ control Type>
<col utMm>DESCRI PTI ON</ col um>
</ par anet er >
<!-- Hidden paraneters to record audit information -->
<paramet er id="createdby">
<hi dden>t r ue</ hi dden>
<col um>CREATEDBY</ col umm>
<val ue>userid() </ val ue>
<updat abl e>f al se</ updat abl e>
</ par anet er >
<par aneter id="createdon">
<hi dden>t r ue</ hi dden>
<col um>CREATEDON</ col umm>
<val ue>dat eti ne() </ val ue>
<updat abl e>f al se</ updat abl e>
</ par anet er >
<par aneter id="nodifiedby">
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<hi dden>t r ue</ hi dden>
<col utm>MODI FI EDBY</ col uim>
<val ue>userid() </ val ue>

</ par anet er >

<paraneter id="nodifiedon">
<hi dden>t r ue</ hi dden>
<col utm>MODI FI EDON</ col uim>
<val ue>dat eti ne() </ val ue>

</ par anet er >

</edit:config>

In this example the audit information is stored in the spatial table itself, so the table must already contain the CREATEDBY, CREATEDON, MODI
FI EDBY and MODI FI EDON fields and they need to be character fields for the 'by’ fields and timestamps for the ‘on’ fields.

Also, the about configuration assumes that there is an additional column that's used to identify the records, the id column, but that the
column is auto-generated by the database and is not user editable.

Setting an id field

Specifying an field as an id field to be created by using the maximum value from the column.

Id column example

<edit:config id="customedit">
<entity>graffiti</entity>
<l abel >Grafitti</|abel >
<descri pti on>Report graffiti for renpval </ description>
<geonetry>
<poi nt m ni nun="1" maxi num=" 1"/ >
</ geonetry>
<paraneter id="id">
<hi dden>t r ue</ hi dden>
<col um>I| D</ col um>
<val ue>nextval () </ val ue>
</ par anet er >
<paraneter id="description">
<l abel >Descri pti on</| abel >
<contr ol Type>t ext area</ control Type>
<col uMm>DESCRI PTI ON</ col umm>
</ par anet er >
</edit:config>

This example sets an id field that's hidden from the user and it's created from the existing values in the table. This is not an optimal solution
to generating new key values, and it would be much better to use the functionality provided by the underlying database (sequences, auto-
generate, identity, etc).

Drop down lists

Specifying that the value for a field is chosen from a list. Here we have a static list, status, included directly in the configuration, and a
dynamic list populated from a data definition, reporter.

Drop down list example

<edit:config id="customedit">
<entity>graffiti</entity>
<l abel >Grafitti</|abel >
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<descri pti on>Report graffiti for renpoval </description>
<geonetry>
<poi nt m ni mum="1" maxi mune"1"/>
</ geonetry>
<paraneter id="id">
<hi dden>t r ue</ hi dden>
<col um>I| D</ col utm>
<val ue>nextval () </ val ue>
</ par anet er >
<paraneter id="description">
<l abel >Descri pti on</ | abel >
<cont r ol Type>t ext ar ea</ control Type>
<col um>DESCRI PTI ON</ col uim>
</ par anet er >
<paraneter id="status">
<l abel >St at us</ | abel >
<control Type>l i st box</ cont r ol Type>
<col uiMm>STATUS</ col umm>
<def aul t Val ue>N</ def aul t Val ue>
<list value="N' | abel =" New'/ >
<list value="V"' |abel ="Verified"/>
<list value="S" | abel =" Schedul ed"/ >
<list value="R' | abel =" Renpved"/>
</ par anet er >
<paraneter id="reporter">
<| abel >Reporter</| abel >
<control Type>l i st -box</control Type>
<dat aSet >st af f </ dat aSet >
<al | owNewval ues>t rue</ al | owNewVal ues>
<col um>REPORTEDBY</ col urm>
</ par anet er >
</edit:config>

Check Boxes and Radio Buttons

Check box and radio button example

<edit:config id="customedit">
<entity>graffiti</entity>
<l abel >Grafitti</|abel >
<description>Report graffiti for renoval </ description>
<geonetry>
<poi nt m ni nun="1" maxi num=" 1"/ >
</ geonetry>
<paraneter id="id">
<hi dden>t r ue</ hi dden>
<col um>I| D</ col um>
<val ue>nextval () </ val ue>
</ par anet er >
<par anet er id="checkbox">
<l abel >Check Box</| abel >
<cont r ol Type>checkbox</control Type>
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<col um>CHECKBOX</ col unm>
<t rueVal ue>Y</trueVval ue>
<fal seval ue xsi:nil="true"/>
</ par anet er >
<par anet er id="radiobutton">
<l abel >Radi o Button</| abel >
<cont r ol Type>r adi obutt on</ control Type>
<col um>RADI OBUTTON/ col um>
<def aul t Val ue>val ue2</ def aul t Val ue>
<list>
<| abel >Label 1</ abel >
<val ue>val uel</ val ue>
</list>
<list>
<| abel >Label 2</1 abel >
<val ue>val ue2</ val ue>
</list>
<list>
<| abel >Label 3</I|abel >
<val ue>val ue3</ val ue>
</list>
</ par anet er >
</edit:config>

Writing to other tables

Currently only writing new records to a separate database table is supported, that is you can not currently update an existing record
in an external database table.

So far all attribute values entered by the user have been written directly to the underlying spatial table, but it's also possible to write values,
including those entered by the user and those available via value formulas, to another database table. This can be done by creating an audi t
edit configuration item and attaching it to an existing edit configuration item.

The audi t configuration specified a datasource and table to write the values to plus a list of parameters that correspond to the columns in

the table.
The columns can derive their values either from the values entered by the user as a parameter in the original edi t configuration or as a
formula using a val ue tag or as a hard coded value.

) Parameters in edi t configurations can be setup with or without a col umm attribute. If there is a col unm specified then the value will
be written to the corresponding column in the underlying spatial table, if there is no col unm specified then no value will be written
during this phase. However, the value the user enters for the parameter, in both cases, is available to be written as part of an audi t
configuration.

Writing audit information to a separate table

<edit:config id="customedit">
<entity>graffiti</entity>
<l abel >Grafitti</|abel >
<description>Report graffiti for renoval </ description>
<geonetry>
<poi nt m ni nun="1" maxi num="1"/ >
</ geonetry>
<paraneter id="id" hidden="true" |abel="1d" colum="ID" val ue="
auto()"/>
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<paraneter id="description" |abel="Description" control Type="
textarea"/>
</edit:config>

<edit:audit id="customaudit">
<nmode>cr eat e, updat e, del et e</ node> <! -- specify when audit records
are witten. create,update,delete is the default so this isn't really
needed here -->
<edi t>custom edi t </ edi t>
<dat asour ce>dat asour ce. mai n</ dat asour ce>
<t abl e>EDI T_AUDI T</ t abl e>
<paraneter colum="1D" value="id()"/>
<par anet er col um="DESC"' paraneter="description"/>
<paranet er col um="CEOM' val ue="geonetry()"/> <!-- at the nonent
this is text, not actual GCeonetry, in WKT format -->
<par anet er col um="USER" val ue="userid()"/>
<par anet er col um="MODI FI ED" val ue="datetime()"/>
</edit:audit>

Starting from a URL

The edit process can be started by including either a ‘create’ or an ‘edit' parameter as part of the url when starting the client

http://1 ocal host: 8080/ weave/ edit. htm ?creat e=cust om edi t

cr eat e will initiate the creation of a new entity, using the configuration specified by the value of the cr eat e parameter.

http://1 ocal host: 8080/ weave/ edit. htn ?edi t =custom edi t & d=1234

edi t will initiate the editing of an existing entity, using the configuration specified by the value of the edi t parameter and using the entity
identified by the i d parameter. Also, the client will zoom to the extent of the selected entity.

Both of these URL's also allow you to specify values to be used for the parameter in the edit.

http://1 ocal host: 8080/ weave/ edit. htm ?creat e=cust om
edi t &descri pti on=Type%20your ¥20descri pti on%20her e

Localisation

It's possible to localise the text used in the edit panels so they're displayed in the local language of the user, this localisation is performed
using the standard localisation mechanism outlined at Internationalisation and Localisation.

The edit panel provides a set of resource id's that it understands and if they're set for the users locale they will be used instead of the
defaults values.

id default

edit.create.text Create

edit.create.tooltip Create a new entity
edit.create.notify Entity successfully created
edit.update.text Update
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edit.delete.tooltip
edit.delete.notify
edit.delete.text
edit.delete.tooltip
edit.delete.notify
edit.submit.text
edit.submit.tooltip
edit.cancel.text
edit.cancel.tooltip
edit.polygon.text
edit.polygon.tooltip
edit.line.text
edit.line.tooltip
edit.point.text
edit.point.tooltip
edit.modify.text
edit.modify.tooltip
edit.remove.text
edit.remove.tooltip
edit.reset.text
edit.reset.tooltip
edit.import.text

edit.import.tooltip

edit.import.error.tooManyGeometries
edit.import.error.tooManyPoints
edit.import.error.tooManyLinestrings

edit.import.error.tooManyPolygons

The following resources item can be used to replace the text for all of the items

<client:

Edit the selected entity
Entity successfully edited
Delete

Delete the selected entity
Entity successfully deleted
Submit

Submit changes

Cancel

Cancel changes

Polygon

Add a polygon

Line

Add a line

Point

Add a point

Modify

Click on an item to modify it

Remove

Remove the currently selected item

Reset
Reset the form fields

Import

Import geometry from another entity

There are too many geometries in the source
There are too many points in the source
There are too many lines in the source

There are too many polygons in the source

resour ces>

<cr eat e>
<t ext >Cr eat e</ t ext >
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<tooltip>Create a new entity</tooltip>
<notify>Entity successfully created</notify>

</ create>
<updat e>
<t ext >Updat e</ t ext >

<tooltip>Edit the selected entity</tooltip>
<notify>Entity successfully edited</notify>

</ updat e>
<del et e>
<t ext >Del et e</ t ext >
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<tooltip>Del ete the selected entity</tooltip>
<notify>Entity successfully del eted</notify>
</ del et e>
<submi t >
<t ext >Submi t </t ext >
<tool ti p>Submit changes</tooltip>
</ submi t >
<cancel >
<t ext >Cancel </t ext >
<t ool ti p>Cancel changes</tooltip>
</ cancel >
<pol ygon>
<t ext >Pol ygon</t ext >
<tool ti p>Add a pol ygon</tooltip>
</ pol ygon>
<line>
<t ext >Li ne</text>
<tool ti p>Add a l|ine</tooltip>
</line>
<poi nt >
<t ext >Poi nt </t ext >
<tooltip>Add a point</tooltip>
</ poi nt >
<modi fy>
<t ext >Modi fy</t ext >
<tooltip>Click on an itemto nodify it<

</ nodi fy>
<r enove>
<t ext >Renove</t ext >
<tool ti p>Renpbve the currently selected itenx

</renove>
<reset >
<t ext >Reset </t ext >
<toolti p>Reset the formfields</tooltip>
</reset>
<i nport>
<t ext >l nport </text>
<tooltip>lnport geonetry from another entity<

<error>
<t ooManyCeonet ri es>There are too nmany

geonetries in the source</tooManyCGeonetri es>

<t ooManyPoi nt s>There are too many

points in the source</tooManyPoi nt s>

<t ooManyLi nestrings>There are too

many lines in the source</tooManyLi nestrings>

<t ooManyPol ygons>There are too many

pol ygons in the source</tooManyPol ygons>

</edit>

</error>
</inport>

</client:resources>
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) It's possible, as of version 0.38 of the edit bundle to specify when, on create, update and/or delete, the audit record is written by
specifying a 'mode’ value in the audit config as a comma separated list of those three values. e.g <node>cr eat e</ node> would

just write an audit record when an new entity is created.

The default, if not specified, is <nbde>cr eat e, updat e, del et e</ node>.

Create New Button
As of release 2.5.21 there is an additional button that can be added to a tool bar or status bar to immediately initiate the creation of a new
object.

There's not much to it, it's just a button that can be added to a toolbar and when click immediately starts the creation of a new spatial object
of a specific type, and is configured with the type of object to create so you don't have to switch the active entity.

It either takes and entity, in which case the default edit for the entity is used,

<item action="weave. edit.createNew' entity="grafitti"/>

or it takes an entity and a specific edit, in which can that edit will be used,

<item action="weave.edit.createNew' entity="graffiti" edit="grafitti
edit"/>

Overriding Edited Table

It's possible to override the table that Weave will update when the user submits an edit, rather than just using the table associated with the
entity in the spatial mapper. This helps when working with views that can't be updated but the table that underlies the view can be.

To tell Weave to update a different table than the one specified in the spatial mapper you need to set a spat i al Engi ne, t abl e and key in
the edit config.

<edit:config id="edit.view >

<entity>graffiti</entity> <!-- this entity is backed by a DB view
that can't be edited directly -->

<spati al Engi ne>or acl e</ spati al Engi ne> <! -- set the spatial engine
that contains the table that should be edited instead, could be the
same as the spatial mapper, but might not be -->

<t abl e>GRAFI TTI </t abl e> <! -- set the nane of the table in the
spatial engine that should be edited instead, this should be
different than the spatial mapper, since that's the whol e point of
this -->

<key>Q D</ key> <! -- set the columm that uniquely identifies the
rows in the table that should be used instead, generally this would
be the sane as the spatial mapper -->

<l abel >Grafitti</|abel >

<descripti on>Report graffiti for renpval </description>

<geonetry>

<poi nt m ni num="1" maxi num=" 1"/ >

</ geonetry>

<paraneter id="id" hidden="true" |abel="1d" colum="1D" val ue="
auto()"/>

<paraneter id="description" |abel="Description" control Type="
textarea"/>
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</edit:config>

Non-spatial Editing Introduction

The non-spatial editing bundle supports three types of editing

1. Standalone tables
®* These tables have no link to any entities and the user will be able to access all rows, with the ability to create, update and
delete rows.
® These will generally be lookup tables, but could also be used for creating, updating and deleting non-spatial entities.
® They will be presented to the user as a grid.
® |[nitially editing of the values for an individual record will be done in a separate window, with a form showing the values to
edit, rather than being performed directly within the grid because of limitations in the current grid editing capabilities in Ext
3.4, specifically relating to cascading parameters (list parameters where the list content depends on values being set in
other fields).
® There can be two types of client configurations for this editor:
® One that provides the user with a list box so they can choose what edit to perform, for editing lookup tables.
® And another where the editor displayed in the view is pre-set (via a config option) and the view will then only
display rows for that edit.
2. Related tables
®* These are tables that are related to an entity in a one to many relationships.
The content for display will change based on the currently selected entity.
They will be presented to the user as a grid.
These are tables that can contain zero or more rows that relate to the currently selected entity (spatial or non-spatial).
There can be two types of configuration for this editor:
® One that provides the user with a list box so they can choose what edit to perform if there is more than one editor
configured for the current entity.
® And another where the editor displayed in the view is pre-set (via a config option) and the view will then only
display the rows for that edit that are associated with the currently selected entity. This would be used to create a
more customised editing client, where for example there a number of tabs available that each corresponds to
editing a different part of the current entity.

3. Entity tables

®* These are tables that are related to a entity in a one to one relationship.

® They will be presented to the user as a form.

® These are tables that can contain zero or one rows that relate to the currently selected entity (spatial or non-spatial).

® To the user there will be no difference if there exists a corresponding row or not, beyond the fact that if there is a
corresponding row that the content of that row will be displayed, as opposed to empty (or default) values being displayed if
the corresponding row does not exist. Other than that the user will have the option to change the values and submit the
results. On the server if the corresponding row exists it will be updated, if it does not exist it will be created.

® When the source entity is a spatial entity this type of editor will be a related non-spatial (this should NOT be the table
underlying the spatial entity itself, unless you know what you're doing, and if you're using ArcSDE they almost certainly
should NOT be, because of versioning) that can be linked to the entity via a one-to-one attribute join. If the entity is a spatial
entity and direct create, update and delete operation are required then the spatial editing bundle should be used.

® When the source entity is a non-spatial entity this type of editor can be either a related non-spatial table or a table that
directly represents the entity. Since there is no concept of an non-spatial entity specific table in Weave that corresponds to
the spatial table (or layer) for a spatial entity practically there is no difference between a related non-spatial table and a
table that directly represents the entity.

There is also the option to create an entity specific edit panel that combines entity and related edits, generally representing a single entity
table and one or more related tables.

Configuration

Client
Simple grid editing

There are a number of client panels available, the first and simplest is the "simple edit grid", this provides a panel similar to the data grid, in
that it shows a grid of records and a list box to allow switching between different "editors".

From there the user can select and edit a single row.

The only config options for the simple grid panel are ent i t y, to restrict the panel to only showing "related" editors associated with the
indicated entity.

t ype to restrict the panel to only showing editors of the specified type (“table" and "related" are the available options, more on those later).
Finally edi t is also available to restrict the display to a single specific edit config, or to refine the edits included when one of the other
options is used.

If none of entity,type oredit are specified then the result would be the same as if t ype were setto "rel at ed".

Example simple editor grid showing only 'table' type editors
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<vi ew i d="editor. panel . sinplegrid">
<l abel >Tabl es</| abel >
<l ocati on>center</location>
<t ype>t abl e</ type>

</ vi ew>

Example simple editor grid showing only 'related’ type editors

<vi ew i d="edi tor. panel . si npl egri d">
<l abel >Tabl es</| abel >
<l ocati on>center</location>
<type>rel at ed</type>

</ vi ew>

Example simple editor grid showing only editors associated with the 'property' entity

<vi ew i d="edi tor. panel . si npl egrid">
<l abel >Pr operty</I| abel >
<l ocati on>center</| ocati on>
<entity>property</entity>

</ vi ew>

Example simple editor grid showing only the 'edit.property’ editor

<vi ew i d="edi tor. panel . sinpl egrid">
<l abel >Edi t </ | abel >
<l ocati on>center</I|ocation>
<edit>edit. property</edit>

</ vi ew>

Example simple editor grid showing only a subset of available editors

<vi ew i d="editor. panel . sinplegrid">
<l abel >Edi t </ | abel >
<l ocati on>center</| ocati on>
<edit>edit.property. owners</edit>
<edit>edit. property. occupiers</edit>
<edit>edit.property.notices</edit>
</ vi ew>
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Example combined editor based on a single edit configuration, that allows viewing and

editing records on the fly

<vi ew i d="edi t or. panel . conbi nedgri d">
<l abel >Property Owners</| abel >
<| ocati on>east </l ocati on>
<edi t>edit. property. owners</edit>
<l abel Al'i gn>l eft</| abel Al'i gn>
<enabl eCr eat e>t rue</ enabl eCr eat e>
<enabl eDel et e>t r ue</ enabl eDel et e>
</ vi ew>

Simple entity editing

In addition to the simple editor grid there is also the editor panel, this panel is intended to support editing of an entity editor in a form (along
with additional related editors)

Example entity editor form

<vi ew i d="editor. panel ">
<| abel >Edi t </ | abel >
<l ocati on>center</I|ocation>
<edit>edit.property</edit>
</ vi ew>

In it's simplest form above the view presents a form for a single edit (the panel can only be setup to edit a single entity). In addition to this
you can also specify additional edit tag to add more forms or grids to the view, e.g.

Extended entity editor form

<vi ew i d="edi tor. panel ">
<l abel >Edi t </ | abel >
<l ocati on>center</I|ocation>
<edit>edit.property</edit>
<edit>edit.property_owners</edit>
</ vi ew>

In this example the edit.property_owners editor is a related editor config for the property entity (the edit.property editor is an entity editor
config for properties), and so the editor panel will display the property form then the property owners grid.

Server

To have something to edit a server editor config must be created, and currently there are three different types of edits that you can configure
(as previously mentioned).

Direct Table Editing

The most basic edit you can create is a 'table' edit, which directly represents a single table where the users can edit all rows in the table.

Example table editor config
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<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="urn: com cohga. server. confi g#1. 0"
xm ns: edi tor="urn: com cohga. server. edi tor#1. 0" >

<editor:table id="lutAction">
<| abel >Acti on</| abel >
<dat asour ce>or a_pr od</ dat asour ce>
<t abl e>| ut Acti on</t abl e>
<key>Acti on_| D</ key>
</editor:table>

</ confi g>

In this example we've created a table editor and the user will be able to select it from the list using the name 'Action’. The table the editor will
be updating is the 'lutAction’ table in the 'ora-prod' database, and the table must have a column called 'Action_ID' that contains the unique
keys for the rows in the table.

Note that you don't need to specify the key column if the table contains a single primary key column, Weave will determine that and use that
column to identify rows.

By default the editor in the client will display all columns for the user, and allow then to edit all columns (except the key column). You can
specify which columns you want to expose by adding ‘parameter’ tags to the editor config (in a similar manner to the spatial editing
configuration, and the attribute search configuration), this also allows you to explicitly specify how you want Weave to expose the column to
the user, for example if you need to set a list of values that the user can enter for a particular column since Weave will just create a basic
representation of the columns if they're not explicitly specified.

Note, you can create a default configuration for a table from the osgi console using the 'editor' command, e.g.
osgi> editor conf ora_prod lutAction

will produce something like:

lutAction example conf

<editor:table id="lutAction">

<l abel >Lut Acti on</| abel >

<dat asour ce>or a_pr od</ dat asour ce>

<t abl e>| ut Acti on</t abl e>

<paraneter id="action_id" |abel="Action" colum="Action_|D"
dat aType="i nteger" aut ogenerated="true" hidden="true"/>

<par amet er id="enablingprovision_id" |abel="
Enabl i ngProvi si on" col um="Enabl i ngProvi si on_| D' dataType="i nteger"/>

<paraneter id="order" |abel ="Order" colum="Oder" dataType="
i nteger"/>

<paraneter id="action" |abel ="Action" colum="Action"/>

<paraneter id="landstatus id" |abel="LandStatus" col unm="
LandStatus_ | D' dataType="integer"/>

<paraneter id="casetype_id" |abel ="CaseType" col um="
CaseType_| D' dataType="integer"/>

<parameter id="interesttype_id" |abel="InterestType" col um="
I nterest Type_|I D' dataType="integer"/>

<paraneter id="coment" |abel ="Comment" col um="Coment"/ >

<paraneter id="shorttitle" |abel="ShortTitle" col um="
ShortTitle"/>

<paraneter id="options" |abel="0ptions">

<parameter id="prinmarypl aceofresidence" |abel ="

Pri maryPl aceOf Resi dence"” col utm="Pri maryPl ace(f Resi dence" dataType="
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bool ean" control Type="check-box"/>
<par anet er id="whol eproperty"” | abel ="Wol eProperty”
col umm="\Whol eProperty" dataType="bool ean" control Type="check-box"/>
<paraneter id="nottobelicensed" |abel ="
Not ToBeLi censed" col unm="Not ToBelLi censed" dataType="bool ean"
control Type="check-box"/ >
<par amet er id="pernmanentworks" | abel =" Per manent Wr ks"
col umm="Per manent Wr ks" dat aType="bool ean" control Type="check-box"/>
</ par anet er >
</editor:table>

which you can cut and paste into your config file and update to reflect the changes you'd like, for example changing the landstatus_id so that
it selects the value from a list.

Looking up land status

<paraneter id="landstatus_ id" |abel="Land Status" colum="
LandStatus_| D' dataType="integer">
<dat aset >l andst at us</ dat aset >
<val uecol umm>| andst at us_i d</ val uecol um>
<l abel col um>| andst at us</ | abel col umm>
<pagesi ze>0</ pagesi ze>
</ par anet er >

It's also possible to have Weave generate the parameters and just override those that you want to change in the config, rather than having to
specify each and every parameter if you just want to change one, by setting ‘parameters' to true in the config.

<editor:table id="lutAction">
<l abel >Lut Acti on</ | abel >
<dat asour ce>or a_pr od</ dat asour ce>
<t abl e>l ut Acti on</t abl e>
<par anet er s>t r ue</ par anet er s>
<paraneter id="l|andstatus id" |abel="Land Status" colum="
LandStatus_ | D' dataType="integer">
<dat aset >l andst at us</ dat aset >
<val uecol um>| andst at us_i d</ val uecol um>
<l abel col um>| andst at us</ | abel col unm>
<pagesi ze>0</ pagesi ze>
</ par anet er >
</editor:tabl e>

Entity Table Editing

You can also define an editor that represents a non-spatial entity

Sample Entity Editor Config

<?xm version="1.0" encodi ng="UTF-8""?>

<config xm ns="ur n: com cohga. server. confi g#l1. 0"
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xm ns: edi tor="urn: com cohga. server. edi tor#1. 0" >

<editor:entity id="tbl Docunent">
<entity>docunents</entity>
<l abel >Docunent </ | abel >
<dat asour ce>or a_pr od</ dat asour ce>
<t abl e>t bl Docunent s</t abl e>
<key>Docunent _| D</ key>
</editor:entity>

</ config>

Here we're setting up an entity editing configuration, you can still use the ‘editor conf' command to generate the base configuration, but then
you need to change the type from 'table’ to ‘entity’ and set the 'entity’ attribute to the name of the entity that the table rows represent.

Related Table Editing

The final type of editor is the related table editor, this allows you to edit rows in a table that related in a one-to-many relationship to an entity.

Related Table Editor

<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="ur n: com cohga. server. confi g#l1. 0"
xm ns: editor="urn: com cohga. server. edi tor#1. 0" >

<editor:related id="tblIncidents">
<entity>docunents</entity>
<| abel >l nci dent </ | abel >
<dat asour ce>or a_pr od</ dat asour ce>
<t abl e>t bl I nci dent s</t abl e>
<key>| nci dent _| D</ key>
<entitykey>Docunent | D</entitykey>
</editor:rel ated>

</ config>

This is a simple related table editor. In this example we're editing Incident records that are related to the Document entity. We need to define
two keys for a related table, one that uniquely identifies the row to be edited, the 'key" attribute, which is optional and will be set if there's a
single column primary key on the table, but there's also the 'entitykey' column, this column should contain the values that link the records in
this table to the rows in the parent entity table.

ﬂ Note that if you manually specify the parameters for a related editor you must specify the value for the entitykey parameter as the
formula entitykey(), plus you should also set it as readonly on update and hidden.

This will ensure that when the record is written the value for the column that links to the parent entity will have the correct value, i.e.
the key value of the selected parent entity.

Once the user selects an entity they will be able to edit all related records that contain the same 'entitykey' value as the selected entities key
value.

Autogenerated values

Some parameters are autogenerated by the database and for some databases nothing needs to be configured for this to happen (aside from
specifying that the column is autogenerated), but some databases require additional information in some circumstances, for example, Oracle
and Postgres use something they call Sequences to generate a sequence of values, which is where the value to be inserted into the
database column comes from. If you're trying to create a record that contains a column with a value that's supposed to be generated based
on a sequence then you need to specify the name of the sequence that the database should use when creating the record, which can be
done by setting the sequence attribute for the parameter.
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Setting a sequence for a parameter

<par aneter name="id" colum="ASSET | D' autogenerated="true" sequence="
ASSET | D SEQ' hi dden="true"/>

Enabling and Disabling create, update and/or delete
As of Weave 2.6.5, or version 1.23.5 of the com cohga. server. edi t or plugin, it's possible to declare that a particular edit configuration
supports, or does not support, create, update and/or delete operations.

By default, all three operations are allowed for a given edit configuration, but you can disable create, update and/or delete for a specific edit
by setting the cr eat abl e, updat abl e, or del et abl e flags (you can also use cr eat e, updat e and del et e which are equivalent

settings).

Disabling creation and deletion for a given edit config

<?xm version="1.0" encodi ng="UTF-8"7?>

<config xm ns="ur n: com cohga. server. confi g#l1. 0"
xm ns: edi tor="urn: com cohga. server. edi t or#1. 0" >

<editor:related id="tbllncidents">
<entity>docunments</entity>
<l abel >l nci dent </ | abel >
<dat asour ce>or a_pr od</ dat asour ce>
<t abl e>t bl I nci dent s</t abl e>
<key>| nci dent _| D</ key>
<entitykey>Docunent | D</entitykey>
<cr eat abl e>f al se</ creat abl e>
<del et abl e>f al se</ del et abl e>
</editor:rel ated>

</ config>

Weave Console
The Weave console (or osgi console) is a command prompt available for interacting with the Weave server.

The console is available directly, if Weave is started using st ar t up. crd (on Windows) or st ar t up. sh (on Linux), or it is available via t el
net if Weave is started as a background service (i.e. a Windows service or a Linux daemon). If you have the Admin Ul installed it is also

available via the Console shortcut.

OSGi console when Weave is manually started on Windows (startup.cmd)
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com.cohga.server.dms . provider.db: BundleEvent STARTED <com.cohga.zlf4j.LogTrackjh

erCustomizer? [com.cohga.s1f4j.LogTrackerCustomizerPhelbffdl

Added script source from bundleentruy: 7216 . fuwkl1B8981911922/client/csssactionsAsicon

s.cggigcum.cuhga.client.weaue.ClientResuurceHanager) [weave—dynamic—source—huild

e1r—

com.cohga.client.dms.upload: BundleEvent STARTED <com.cohga.slf4j.LoglrackerCus

tomizer?> [com.cohga.zlf4j.LogTrackerCustomizerPbelbffdl

com.cohga.server.dms .upload.core: ServiceEvent REGISTERED <com.cohga.zlf4j.LogT

rackerCustomizer? [com.cohga.zlf4j.LogTrackerCustomizerBoelaffdl

com.cohga.server.dms .upload.core: BundleEvent STARTED <com.cohga.s1f4j.LogTrack

erCustomizer? [com.cohga.s1lf4j.LogTrackerCustomizerPhelbffdl

com.cohga.server.dns..storage .db:  ServiceEvent REGISTERED <com.cohga.slf4j.LogTry

ackerCustomizer> [com.cohga.zlf4j.LogTrackerCustomizerfbelbffd]l

com.cohga.server.dms.storage..db:  BundleEvent STARTED <com.cohga.zlf4j.Loglracke

rCustomizer?> [com.cohga.zlf4j.LogTrackerCustomizer@belbffdl

com.cohga.server.geocode .arcyis: ServiceEvent REGISTERED <com.cohga.zlf4j.LogTr

ackerCustomizer? [com.cohga.slfd4j.LogTrackerCustomizerPoelbffdl

com.cohga.server.geocode..arcgis:  BundleEvent STARTED <com.cohga.s1f4j.LogTracke

rCustomizer?* [com.cohga.slf4j.LogTrackerCustomizer@Phelbffdl

org.eclipse.osgiz  BundleEvent STARTED <com.cohga.slf4j.LogTrackerCustomizer> [c

om.cohga.s1f4j.LogTrackerCustomizerBoel6f £fdl

org.eclipse.osgiz  FrameworkEvent STARTED <com.cohga.slf4j.LogTrackerCustomizer
[com.cohga.z1f4j.LogTrackerCustomizer@oeloffdl

org.eclipze.osgis  FrameworkEvent STARTLEUVEL CHANGED <com.cohga.zlf4j.LogTracker

Customizer? [com.cohga.slfd4j.LogTrackerCustomizerBoelaffdl

2014—10-28 16:37:-48_228:-INF0:weave :Franework started

2014-10-28 16:37:48_.229:IHF0-weave:leave Bridge Servlet initiali=zed

2@%3—%@623 %gég?:49.326:INFG:qus.Hhstractﬂunnectur:Etarted SelectChannelConnect

orfA._0_.0._0:

lusgi} -

OSGi console via Telnet when running as a service on Windows (telnet localhost 9001)

Telnet localhost

e —
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OSGi console when manually started on Linux (startup.sh)
File Edit View Search Terminal Help

Console accessed via the Admin Ul

[ console

05Qi> s
Framework is launched.

tate Bundle
CTIVE sgi_3.9.1.v20138814-1242
Fragments , 912, 654
ACTIVE org.slfaj .7.5.281608129
Fragments
ACTIVE o, cohga.client .weave_3.9.19.r25
ACTIVE .cohga.client.weave.main_ 3. 54.r25
ACTIVE com. cohga.client .weave. help 1.2.4.r25
ACTIVE .cohga.client.weave.help.content 1.6.8.r25
ACTIVE com. cohga. client .weave.snap 2.3.10.r25
ACTIVE .cohga.client.weave.coordzoom 1.6.169.r25
ACTIVE com. cohga.client.weave.themes.grey 2.0.2.r25
ACTIVE .cohga.client.weave.themes.olive 2.6.8.r25
ACTIVE com. cohga. client .weave.themes.collapse 1.8.8
ACTIVE .cohga.client.quicksearch 2.8.8.r25
ACTIVE com. cohga.client.redline 2.22.17.r25
ACTIVE .cohga.client.redline.buffer 1.3.5.r
ACTIVE .cohga.client.redline.export_2.2.2.r2
ACTIVE com.cohga.client.redline.export.kml 1

[l =~ e I B WU

ACTIVE com.cohga.client.search.adhoc_2.8.2.
ACTIVE com.cohga.client.bookmarks 1.3,15.r2

£3 Providing telnet access presents security implications as no username or password is required to connect so telnet may not be
enabled by default. If it is not enabled then it will need to be manually enabled in order to provide access.

Summary of useful console commands

Useful console commands

Command Description
start Starts a bundle given an ID or symbolic name
stop Stops a bundle given an ID or symbolic name
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install Adds a bundle given a URL for the current instance

uninstall Removes a bundle given a URL for the current instance

update Updates a bundle given a URL for the current instance

active Lists all active bundles in the current instance

headers List the headers for a bundle given an ID or symbolic name

ss Lists a short status of all the bundles registered in the current instance

services <filter> Lists services given the proper filter

diag Runs diagnostics on a bundle given an ID or symbolic name
dump Generates a Weave support dump

ustorage Work with information persisted for users

storage Work with information persisted for the system

) There are many other OSGi commands available. To get a list of all the commands, just type 'help' at the OSGi prompt ( e.g. 0sgi>
help ) in the Weave console.

Note that starting and stopping bundles (the st art and st op commands above) can also be done via the Admin Ul using the Bundles
shortcut.

Id T MName Version Status

0 org.eclipse.osgl 3.9.1.v20130814-1242 ACTIVE =
1 ofg . sidj 1.7.5.20180128 ACTIVE

2 com.cohga.client.weave 3.9.19.r25 ACTIVE

3 com.cohga clienlweaave main 3.39.54.r23 ACTIVE

4 com.cohga.client.weave.help 1.2.4.125 ACTIVE

3 com_cohga.client. weave halp.conient 1.0.0.r25 ACTIVE

& com.cohga client.weave snap 2.3.10.r25 ACTIVE

T com_cohga.clientweave coordzoom 1.6.108.r23 ACTIVE

8 com.cohga. client.weave themes.grey 2.0.2.r25 ACTIVE

] com.cohga.client.weave. themes_olive 2.0.0.r25 ACTIVE

10 com.cohga.client.weave themes.collapse 1.0.0 RESOLVED

11 com.cohga.client.quicksearch 2.0.8.r25 ACTIVE

12 com.cohga,client redline 22217025 ACTIVE

13 com.cohga.clantredline. buffer 1.3.5.125 ACTIVE

14 com.cohga, client redline.export 2.2.2.125 ACTIVE -

% INSTALLED | &% RESOLVED | % STARTING | 4 ACTIVE | q @ Filter: _

Start the selected bundie

Enabling telnet access

If Weave was installed as a service in Windows without telnet access and you want to enable it then you need to edit the ser vi ce\ conf\ wr
apper . conf file.

Telnet access is enabled by setting the osgi . consol e property to the port number that you want to provide telnet access on.

The wr apper . conf file may already contain a line, that is commented out with a #, that can be edited to provide telnet access, e.g.

# set the console port for telneting into Wave.
# wrapper.java. addi ti onal . 20=- Dosgi . consol e=<port >
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Removing the # at the start of the second line and replacing <por t > with the port number will enable telnet access on that port.

Alternatively the line may already be enabled, in which case you should already be able to telnet to Weave on the port number listed by <por
t>

wr apper.java. addi ti onal . 20=- Dosgi . consol e=9001

The default value for the telnet port is 9001, but can be changed during installation.

If the wr apper . conf file does not contain the osgi . consol e line at all then it should be added, paying special attention to the number

just before the equals sign, to make sure it is one more than the highest value used in any other additional settings. e.g. 20 in the above
examples.

After this line has been added or changed in wr apper . conf you will need to restart Weave to enable the telnet access.
Once that is done you should be able to telnet directly into Weave and access the osgi console. e.g.

C.> telnet |ocal host 9001
osgi >

When you have finished accessing the osgi console use the di sconnect command to close the connection.

osgi > di sconnect
Di sconnect from console? (y/n; default=y) y

Connection to host |ost.

C >

£3 Do not use cl ose when connected to the osgi console via telnet as this command will shutdown Weave!

) You may not have telnet installed on the server or client PC. The following link contains information on how to Install Telnet Client

UTF-8 and Internationalization

By default Windows may not correctly display UTF-8 characters in the OSGi console.

To fix this you need to change the default font for the Command Prompt to a true type font (for example Consolas or Lucinda Console) and
then execute chcp 65001

This should be done before running startup.cmd, from the same command prompt window where you just entered the chcp command.
Alternatively you could edit the startup.cmd file to include the chcp 65001 command and set the command prompt as the default (this has
been done in recent releases of Weave).

Weave Metadata Commands

The metadata commands

The Weave OSGi console provides three commands that provide information about things that Weave interacts with, namely data sources,
spatial engines and map engines.

By using the dbnd (DataBase MetaData), mend (Map Engine MetaData) and spd (SPatial engine MetaData) commands you can see what
databases, map engines and spatial engines Weave is connected to and find out information about the items within those connections.

When used by themselves these commands list the registered datasources, map engines and spatial engines.

osgi > dbnd
Dat asour ce
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dat asour ce. dbf

dat asour ce. manni ngham
dat asour ce. sql server
dns. docunent s

st or age

syst em dat asour ce

osgi > nmend

Map Engi ne
mapengi ne. edi t
mapengi ne. over vi ew
mapengi ne. r ast er
mapengi ne. raster. agsi0
mapengi ne. raster. arci ns
mapengi ne. sel ecti on
mapengi ne. sel ectiond d
mapengi ne. upl oad
mapengi ne. vect or

osgi > spnd

Spati al Engine

spati al engi ne. edi t. shapefile
spati al engi ne. manni ngham
spati al engi ne. oracl e

spati al engi ne. postgi s

spati al engi ne. sql server
spati al engi ne. wf s

Each metadata command also has sub-commands that perform specific actions, and the latest detailed syntax of each command can seen
by typing 'help' at the OSGi prompt.

dbmd - The database metadata command

The dbnd command has the following sub-commands:

® |ist - Listall the available datasources (the default if no sub-command is given) or list the tables that are contained within a
datasource

® desc - Describes a table contained within a datasource

® conf - Generate a data definition XML template based on a table.

memd - The map engine metadata command

The mend command has the following sub-commands:

® |ist - Lists the available map engines

® desc - Describes a map engine

® toc - Generates a ToC model XML template based on a map engine
® reset - Clears metadata for a map engine (only available in 2.5.26).

spmd - The spatial engine metadata command
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The spmd command has the following sub-commands:

® | i st - List all the available datasources (the default if no sub-command is given) or list the spatial layers that are contained within a
spatial engine

desc - Describe a spatial layer contained within a spatial engine

crs - List the coordinate reference systems of each spatial layer or a single spatial layer in a spatial engine

count - Counts the number of rows in a spatial layer

conf - Produces sample configuration XML files for a spatial engine.

Server Status

The Weave server status page is available at the following location:
http://<server>: <port >/ weave/ server/ st at us
It includes a range of different details about the internals of the running server.

The status page provides links to various monitoring pages at the top and at the bottom provides 2 additional links to export the data
contained in the page to an xml file.
One link exports the current page content and the other exports the detail from all of the monitoring pages.

ArcGIS Connections
For connections to ArcGIS Server that have pooling enabled this page shows details about the connections Weave has created.

Column Description

Map Engine  The id of the ArcGIS Server map engine

Created Total number of connection Weave has opened to ArcGIS Server
Destroyed Total number of connections Weave has closed to ArcGIS Server
Existing How many connection Weave currently has open to ArcGIS Server

Max. Existing The maximum number of connections Weave has open to ArcGIS Server at one time

Borrowed Total number of times a connection has been taken from the pool to be used

Returned Total number of times a connection has been returned to the pool after use

Invalidated Total number of times a connection has been invalidated, usually because of an error when being used
In Use How many connections are currently borrowed from the pool

Max. In Use  The maximum number of connections borrowed from a pool at one time

User Details
Gives a brief overview of a users usage of the server.

Column Description
User The userid of the user
Request Count The total number of requests the users browser has made to the server

Last Request The date and time of the last request made by the users browser

Request Details
Gives a brief overview of the different requests that the users browsers have made to the server

Column  Description
Request  The id of the request

Count The total number of requests of this type the users browser has made to the server

Pending Requests
Gives a overview of what requests are currently being performed by the server

Column  Description

Page 227



Copyright © 2022, Cohga Pty Ltd.

User The userid of the user who made the request
Request = The id of the request
P The IP address of the users browser

Age The number of milliseconds since the request was submitted from the users browser

Hourly Response
Provides an historical overview of how many requests are made and how long responses are taking broken down by how many hours ago
the request was made.

This is particularly useful to determine if the server is currently experiencing performance issues, as it provides clear evidence if recent
responses are taking longer than responses from previous hours.

Each column in the table, except for the first, provides a count of the number of requests and the average response time in milliseconds, for
a one hour period, starting from the hour immediately preceding the time that the page was generated and covering one hour intervals for 24
hours after that.

Response History
Provides an historical overview of how many requests are made and how long responses are taking covering periods ranging from the
previous minute up to the previous week (up to a maximum of 50,000 requests).

This is particularly useful to determine if the server is currently experiencing performance issues, as it provides clear evidence if recent
responses are taking longer than usual.

Each column in the table, except for the first, provides a count of the number of requests and the average response time in milliseconds, for
a particular period starting from when the request was made. That is, the first data column provides the count and average time for the
previous minute, the second data column provides the count and average time for the previous 5 minutes, up to the last data column with
provides the count and average time for the previous 7 days. But there's a maximum of 50,000 data points that are collected, so if you
exceed that number within a period less than 7 days then the columns after that time will only show a total of 50,000 and the average for
those.

Quantile Distribution
Provides a breakdown of response times, grouping the data so that there is an equal (or as equal as possible) request count in each group.

In this view the total number of requests are divided by 4 and the minimum and maximum response times gathered, starting from fastest to

slowest, until enough samples (i.e the total divided by 4) are collected to determine the the minimum and maximum response times for that

group. That is, based on the number of requests, the first row will display the minimum and maximum response times for the fastest 25% of
the requests, the second row for the next 25% of the requests, up to the last row that shows the response time range for the slowest 25% of
the requests. So that in this grouping the data is broken down so that the requests count between collection are equal.

This lists the minimum and maximum response times in a way that can provide a guide to the distribution of response times.

Equal Distribution
Provides a breakdown of response times, grouping data so that there is equal (or as equal as possible) time period between each groups
minimum and maximum response times.

In this view the minimum and maximum response times are broken up into four equal length periods, then the number of requests that took
that long to respond are totaled for each period, showing the Count, and the number of requests that fall into that group out of the total
requests made are shown in the Percent. So that in this grouping the data is broken down so that the time periods between collection are
equal.

This lists the minimum and maximum response times in a way that can provide a guide to the distribution of response times.

Hourly Requests
Provides an overview of how many requests are made during each hour of the day. This is a running total that accumulates as long as the
server is running. Each row in the table represents a 1 hour period starting from midnight.

Weekly Requests

Provides an overview of how many requests are made during each hour of the day for each day of the week. This is a running total that
accumulates as long as the server is running. Each row in the table represents a 1 hour period starting from midnight for each day of the
week.

Response Distribution
Provides a quick overview of the distribution of response times.

Column Description
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Response Time The range, in seconds, that the row covers
Count The total number of requests that occurred within the response time range
Percent The total number of requests that have been handled within the maximum response range

A "graphical" representation of the distribution

Note that the Percent column is cumulative as you go down the rows. That is the second row shows the percent of total requests that were
handled in 10 seconds or under, not the percentage of total requests that were handled within 5 to 10 seconds, and the third row shows the
percent of requests handled in 15 seconds or under, not those handled between 10 and 15 seconds.

Timing Summary

This is a detailed breakdown of the timing for a whole range of different components. The first column provides a Label that indicates what is
being timed, which can include things like the response times when communicating with other systems, the response times for a particular
user, browser or IP address. Most of these are internal measurements and not intended for general consumption.

A detailed explanation of hat the various columns in the table represent can be found at http://jamonapi.sourceforge.net/

Bundle Status
Provides an overview of the state of the OSGi bundles that make up the Weave instance.

Config Items

Provides an overview of the configuration items that the Weave instance currently has registered. Note that this provides no guarantee that
the configured item is correct and working, just that the configuration (usually from a config.xml file) has been read an registered with the
system.

Indexes
Provides an overview and some tools to operate on the Quick Search indexes that have been configured for Weave. This is the same stuff
provided by the OSGi command prompt with iti s, ir and i b commands.

JDBC Connections
For connections to databases that have pooling enabled this page shows details about the connections Weave has created.

Column Description

Datasource The id of the datasource

Created Total number of connection Weave has opened to the database
Destroyed Total number of connections Weave has closed to the database
Existing How many connection Weave currently has open to the database

Max. Existing The maximum number connections Weave has open to the database at one time

Borrowed Total number of times a connection has been taken from the pool to be used
Returned Total number of times a connection has been returned to the pool after use
In Use How many connections are currently borrowed from the pool

Max. InUse  The maximum number of connection borrowed from a pool at one time

Administration Tool

Accessing the Administration Tool

The Weave Administration Tool is a web-based application which allows you, as the Weave Administrator, to view and edit Weave
configuration files. The Administration Tool is accessed via this URL:

<host name or | P address>: <port>/weave/adm n. ht m
(where Weave itselfis run at: ht t p: / / <host name or | P address>/weave/ main. htmnl)
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15 Weave Adir L.

c O & https://demo.cohga.com/weave/adminhim|

The Tools

The tools available through the Administration Tool are described in the following sections:

Bookmark Manager Tool
Bundles Tool

Config Tool

Console Tool

Data Source SQL Tool
Data Sources Tool
File System Tool
Indexes Tool

Log Tool

Map Engines Tool
Notepad Tool

Server Health Tool
Server Status Tool
Spatial Engines Tool
Support Tool

Most of the tools available through the Administration Tool are also available through the Weave Console. However, unlike the Weave
Console, the Administration Tool is always available and not reliant on you having access to the server Weave is installed on (the Weave
server). If you are able to run a telnet session to the Weave server, you will get the same access as what you get via the Console window in
the Administration Tool.

Customising the Admin Tool Windows

In some of the windows in the Admin Tool you can add/remove columns by clicking on the column heading and selecting/deselecting column
names from the list displayed as shown below.

Status Message 4

0K WIS map engine mapengine main is connected T Sor Ascending

0K spatial engine postgis is registerad 4 Son Descending

0K datasource gis is connecled

Bookmark Manager Tool

Page 230



Copyright © 2022, Cohga Pty Ltd.

This tool is available for versions of Weave from 2.5.29.

The Bookmark Manager Tool opens a window that allows you to manage Bookmarks. This tool provides the same functions as the Client
Action Book Manager provides through the button on the Weave client toolbar.

User

This displays the list of Bookmarks created by the user you are currently logged in as.

Finnacie Cr
Anoihier Bookmark
Test far FJ

Fred

My Home

Published

This displays the list of Bookmark that have been published. These Bookmarks can be edited or deleted. This tool also displays the number
of times the Bookmark has been used and when it was last executed.

/" Bookmark Manager
[IE- 8 Published [~ =100

Name Category Group Created Executed
Publish this EM Finance OTinr2019
Pinnace Cr Demo 0626/2019
Test for PJ Front Desk Assets 062672019
Lights to remove Projects Works 062172019

Cameo Crt 052712019
Another BM Ipswich 062672019
fred 052772019

Shared

This displays the list of Bookmark that have been shared. These Bookmarks can be opened or deleted. This tool also displays the number of
times the Bookmark has been used and when it was last executed.
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n Bookmark Manager

PR red |

Description Id Created Executed

Shared test 1 1540300007 4-45a0-8600-050841406185  2019-07-01 2019-07-01
Test 2019-07-1% b1 Gath-2adb-4008-9511-560074a05553 20190719 2019-07-29
Share Another One T32fodT-ee60-4007-ab80-0cBCTCC3085 2019-07-01 2019-07-29

Bundles Tool

The Bundles Tool lists all bundles in the Weave installation, where bundles are small packets of code that together make up the Weave
system. This tool gives the version of the bundle and the status of the bundle. It is useful for managing bundles if you are running
customised bundles or have been provided a replacement bundle.

& Bundles

=

Mame Version Status

org.eclipse. osgi 3.9.1.v20130814-1242 ACTIVE
org.sif4j 1.7.5.20160129 ACTIVE
com.cohga. client weave 3.10.22.r25 ACTIVE
com.cohga.client weave. main 3.46.56.r25 ACTIVE
earm cohga. client weave help 124525 ACTIVE
com.cohga.client weave help. content 1.0.0.201502181933 ACTIVE
com.cohga.client weave snap 2.3.10.125 ACTIVE
com.cohga.client weave. coordzoom 1.7.109.r25 ACTIVE
com.cohga.client weave themes grey 2.0.2r25 ACTIVE

W S = @ th = W k) = O

com.cohga. clisnt weave themes olive 2.0.00r25 ACTIVE

com.cohga. client weave themes collapse 1.0.0 ACTIVE

com.cohga.client.quicksearch 2.0.8.r25 ACTIVE
com.cohga.client redline 222172 ACTIVE

% Installed | % Resolved | ® Starting | & Active | Fiter _

The Installed, Resolved, Starting and Active buttons on the bottom of the window can be used to restrict the display to bundles of a specific S
tatus. You can also narrow down the list of bundles displayed by using the Filter box.

Use the Refresh button to get the latest list of bundles if any have been added to the Weave installation folder.
The Play and Stop buttons are used to start or stop the selected bundle.
There are six possible states for a bundle as shown in the Status column:

® Installed means the bundle has been copied to the correct location (the . . \ weave\ pl at f or Ml pl ugi ns directory) and OSGi
knows about it, but it hasn't been started yet, either because it hasn't been added to conf i g. i ni file or because there's something
preventing it from starting (e.g. a missing dependency).

Resolved means the bundle has been installed and has all it needs to be used, it is ready to be started.

Starting means the bundle is in the process of getting up and running (and should be available soon).

Active means the bundle has been resolved and started.

Fragment bundles extend the functionality of other bundles and cannot be started.
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® Lazy bundles are started automatically when/if they're needed.

Bundles that are listed in the confi g. i ni file (inthe ..\ weave\ pl at f or m confi gur at i on folder) will start when Weave starts.

Config Tool

The Config Tool opens a window that allows you to view and edit configuration items for Weave.

Configuration Items List

The configuration items are listed in groups, based on their function, and are listed in the left panel. The individual items are listed in the right
panel.

Type T Id T

# Client o GroLp
+ Dot ad_port_mapreport A4 Portrait Map Report
+ Edit busstops Bus Stops
counciltreas Council Trees
S hansenraads Council Rioads
+ General miain
+ Interoperability M ApEnging. main
mapenging seleclicn
+ Map Engine e
mapper postgis
* Report planningzones Plarming Zones
+ Sgarch persigis
+ Security prop_layer Propesty
Lo Mmedin apengine main
+ Spatial Engine
~ bussiops
busstops Bus Siops

EEaa

In the left panel, use the Group/Ungroup, Expand, Collapse and Refresh buttons on the bottom of the window to change the appearance of
the list.

BEEA

The right panel shows the items from the group after you have expanded one/all groups and highlighted an item. The right panel has the
same Group/Ungroup, Expand, Collapse and Refresh buttons to change the appearance of the list of items. It has the extra option of the Filtel
text box so you can restrict the items listed based on your filter text. This is useful where you have many reports, searches, entities, etc.
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Type T Id T
+ Client = Mo Group

+ Diata counciltrees Council Trees -

counciltrees

+ Edit
+ Entities councilirees Council Trees :
councllirees
+ General _
- gis
+ Interoperability _
councilirees ~
i Mep Engine counciltreas maptips R

+ Report
+ Search

+ Security

Editing Configuration Items

This tool is available for versions of Weave from 2.5.20.

If you click on an item from the left side, in the Type column, the items that have been configured will be listed in the right side in the Id colum
n. If you click on one of these items, the Open button in the bottom right becomes active and pressing it allows you to view the contents of
the configuration file for that item.

Pressing the Open button or double clicking the item name will open the XML file that contains the details about that item. From here you'll
be able to edit anything in that particular file, not just the item that you originally selected. The editor is simply a means to access the file.
From here:

® The window that opens is a simple editor and it gives you the option of editing anything in that file.
® The following buttons help with your editing (they have shortcuts using Function Keys):
® Comment - This button toggles the commenting around the current element and can be used as a quick way to disable
/enable some XML.
® Validate - Checks the XML syntax of the content, warning you if there are XML related issues with the content, which need
to be fixed (saving also performs an XML validation before the content is written to disk, so you don't need to manually
validate before saving the file).
® Format - Adjusts the formatting in the content to tidy up the XML.
® The following Shortcuts are also available:
® Fullscreen (F9) - Maximises the size of the editing window.
® Find (Ctl-F) - Finds the occurrence of text within the editing window. You will first need to click into the editing window
otherwise this will run a 'Find' in the browser window, and not the editing window.
® Next (Ctl-G) - Finds the next occurrence of the search text in the editing window. You will first need to click into the editing
window otherwise this will run a 'Next' in the browser window, and not the editing window.
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‘ search.attribute]councilirees
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Console Tool

The Console Tool opens the OSGi console and allows you to run OSGi and Weave commands. This is similar to the Weave server console
window that is available when Weave is not running as a service but has been started by manually running the c:
\ <weave_f ol der >\ st art up. cnd file on the Weave server.

e.g.ss
to display the installed status of bundles (short status).

Framework is launched.

State Bundle
ACTIVE org.eclipse.osgi_3.9.1.v28138814-1242
Fragments=628, 631, 657
ACTIVE org.slfd4j 1.7.5.28168129
Fragments=283
ACTIVE com.cohga.client.weave_3.18.22.r25
ACTIVE .cohga.client.weave.main_3.46.56.r25
ACTIVE .cohga.client.weave.help 1.2.4.r25
ACTIVE .cohga.client.weave.help.content_1.0.08.281582181933
ACTIVE .cohga.client.weave.snap_2.3.18.r25
ACTIVE .cohga.client.weave.coordzoom 1.7.189.r25
ACTIVE .cohga.client.weave.themes . grey 2.8.2.r25
.cohga.client.weave.themes.olive_2.8.8.r25
.cohga. nt.weave.themes.collapse_1.8.8
ACTIVE com.cohga.client.quicksearch_2.8.8.r25
ACTIVE com.cohga.client.redline_2.22.17.r25
ACTIVE com.cohga.client.redline . buffer_1.3.5.r25
ACTIVE com.cohga.client.redline.export_2.2.4.r25
ACTIVE com.cohga.client.redline.export.kml 1.2.3
ACTIVE com.cohga.client.search.adhoc_2.8.2.r25
ACTIVE com.cohga.client.bookmarks 1.3.15.r25

i ba

(n)

o )

~

4
5
6
7
B

285888¢¢8

n

Refer to other pages in the Weave Administration Guide for details about the Weave Console and Weave Metadata Commands.
Data Source SQL Tool

The Data Source SQL Tool allows you to run SQL statements to query data in the datasource(s) (which are listed in the Data Sources Tool)
to ensure that your query is correct and will return the correct results.
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e.g. sel ect * from <dat abase. schena. t abl enanme>

select * fromgis.assetlife. asset

W Data Source SQOL

asset_id asset_code sequence_no | asset_type_coi asset_name fame_number | number_on_pl ow

BUOOOD41 MaMN BU Templestow.. 1888 33G4
BUOODOO42 MaM BU Donc Rover... 1670 34 ET {
BUDOODA3 MaN BU Zerbes Res 2944 34C10

BUODOD44 MaM BU Bulleen Par... 1696 32B9

BUO0004S MaMN BU Bullean Par... 1700 32B9

BUDOODAE MaN BU Colman Par.. 10386 35 KT

BLIO0OOAT MaN BU Boronia Gry... 1840 4BFT

RLInonnda NaM  Rll Sehramms 2950  33F12

Using the Data Source SQL Tool for Debugging

This tool is useful if you're not getting the results you were expecting in a search, data grid, etc. Use it to run the SQL command that is being
sent to Weave (and has been constructed from the content of your XML files) and then check the results of this query.

To get the SQL that is being sent to Weave, open your Weave log file (e.g. C: \ weave\ | ogs\ weave. | 0g), search for "Nat i veSQL" in the
file and copy the SQL command that follows this search term (remember to search from the bottom of the log file and search for the
"previous" occurrence if you're looking for the last instance of the term "Nat i veSQL"). And enter the values for parameters if they do not

appear in the log file. An example of this is shown below:

From weave. | og file:

16: 18: 54, 397 DEBUG [ qt p228750133-114] com cohga. server. search.

dat abase.internal.attribute. Attri buteSearchProvider "NativeSQ.:
SELECT DI STI NCT nmann. zones. ogc_fid FROM mann. zones WHERE (rmann. zones.
zone_code = ?)"

16: 18: 54, 402 DEBUG [ qt p228750133-114] com cohga. server. search.

dat abase.internal . attribute. BaseSear chProvi der "Result=[263, 134,
119, 247, 112, 264, 282, 118]"

The same query applied in the Data Source SQL Tool:
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¥ Data Source SQL

Datasource

gis SELECT DISTINCT mann.zones. oge_fid FROM mann zones WHERE
(mann.zones. zone_code = MUZ')

Data Sources Tool

The Data Sources Tool lists the registered Data Sources. If you click on an item from the Datasource list in the left panel, the list of tables in
that Data Source will be displayed in the right panel.

[ Data Sources

Datasource Name Catalog Schema

gis asset assetlife
asset_assel_group assellife
asset_component assellife
asset_gis assetlife
asset_group assetlife
asset_inspection assetlife

assallife

Nullable

If you click on one item (i.e. table or view) from this list, the columns from that table will be displayed in the Columns section in the bottom
panel of the window. If you click on the Rows tab, the first 10 records from that table will be displayed (as a sample of all the records in the
table).
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¥ Data Sources

Datasource Name Catalog Schema

gis wilcfire mann

yvw_hydrants mann
YV _Sewer_pipe mann
yvw_water_pipe mann
yvwsewened mann

Zones fanmn

Zone_num rone_code mun_num

6050 PPRZ
6050 PPRZ
6050 FPRZ
T160 PUZ1
i R17

{ [4 | Page - of49 | Displaying 1- 10 of 484

From Weave 2.5.22, it is possible to filter on Name, Catalog or Schema to reduce the entries returned in the right panel thus making it easier
to find the entry you are interested in. The example below shows a filter on Name.

Datazource Namye Catalag Schema
datasource. dbf bushfirepran mann
gis busroutes mann

busstops mann

Catalog

Digits Nullable Default

File System Tool
The File System Tool opens a window that displays the current file system and allows you to create folders and files using the buttons along

the bottom of the window. It uses the Weave installation folder as its starting point. The folders and files you see through this tool are what
you would see if using Windows Explorer (or its equivalent for other operating systems) on the Weave server.
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§" File System

Name Last Modified

birt bir 20160714 10:07:00
interop 2016-07-14 10:07:02

jetty jetty 2016-07-14 10:07:03
jre jre 2016-07-14 10:07:03
logs logs 2016-07-15 08:30:07
platiom B platiom 2016-07-15 09:13:14
service service 2016-07-14 10-07:10
tools 2016-07-14 10:07:10
webapps 2016-07-14 10:07:10

' _installationinformation 2016-07-14 11:11:27
'y automatic_installation_script 2016-05-16 10:23: 34
5 birt.cmd 2016-05-16 10:22:42
B jetty.ini 2016-05-16 10:22:42
B jetty.xml 2016-05-16 10:22:42
 licence txt 2015-05-14 17:33:44

B oD enn

taals
webapps

Indexes Tool

This tool is available for versions of Weave from 2.5.20.

The Indexes Tool opens a window that shows you the status of indexes used in your Weave installation. It also allows you to build/rebuild
and test these indexes.

The Indexes window displays the id of the index, the entity that it uses, the number of records in the index and the modification time of the
index.

E Indexes

Id Entity Count Modified

idi_busstops busstops 600 2016-07-14 14:32:00
idx_proplayer prop_layer 46,587  2016-07-08 14:10:50

£ 2
Build Index Tester

Building an Index

To build or rebuild an index, select the index from the list and press the Build button. The index is built in the background and you will get a
message stating that the index is in the process of being built. Press the Refresh button to get an update on the index build time and date.

Testing an Index
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To test an index, press the Index Tester button. The testing window is displayed and lets you enter search text or an entity id. You can also
specify which index you want to search or it will, by default, use all indexes. Search results will begin to appear as you type in the Text or Enti
ty Id text fields.

When testing your search through the Index Tester keep in mind that it is not exactly the same as the search that takes place through the Qui
ck Search tool in the Weave client. When accessing the index through the Quick Search tool, the tool adds characters to the search string to
ensure the best search result. So in order to mimic the Quick Search tool, you will need to add the wildcard (*) or fuzzy (~) characters to your
search string as or when needed. The examples below show the results from an index test with simple text followed by those that equate to
what is done in the Quick Search tool.

1. Exact string search

Index Tester

What to Search for

Text: cara

Indexes o Search

Index

Entity Entity Id

® Exact search returns no matching results.

2. Character substitution string search
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Index Tester

What to Search for

Text: I cara'|

Indexes to Search

Index:

Score Index Entity Entity Id

1.00 idx. proplayer prop_layer 32693

Plan No.: LP43090 pid: 32693
Address: § Carawatha Rd DONCASTER

1.00 idx proplayer  prop_layer

Plan No.: PS545734 pid: 103806
Address: 26 Carawatha Rd DONCASTER

1.00 idx. proplayer prop_layer

Plan No.: LP43090 pid: 32828
Address: 12 Carawatha Rd DONCASTER

® The * (asterisk) character is used to represent a number of characters. Adding a wildcard character suffix returns records that start
with the search string

3. Approximate string match search

Index Tester

What to Search for

Text: | cara-]

Indexes to Search
Index:

Score Index E ntity Entity Id

264 idx proplayer  prop_layer 3e32

Plan No.: LPT0092 pid: 31632
Address: 4 Tara Crt DONCASTER

264 idx.proplayer  prop_layer 31339

Plan No.: LPT0092 pid: 31339
Address: 8§ Tara Cit DOMNCASTER

2.64 ide proplayer  prop_laver 31432

Plan No.: LPT0092 pid: 31432
Address: 7 Tara Crt DONCASTER

® The ~ (tilde) character is used for approximate string matching (also know as fuzzy string searching). It is the technique of finding
strings that match a pattern approximately (rather than exactly). It returns records that "sound like" the search string.

o For more details on creating and using indexes refer to this page in the Weave System Administrator Guides.

Log Tool
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The Log Tool opens a window that displays Weave’s logging messages. The four buttons along the bottom left of the window, Debug. Info, W
arn, Error, control the level of error messages that are displayed in the window. These messages are also written to the Weave log files
stored in the c: \ <weave_f ol der >\ | ogs folder.

Timestamp Messsage
ZUTE-UT-TS USISES 1,969 HegIStennyg map engine mapengine man [fmann_oemo)

2016-07-15 09:58:51.993  Registered selection transformer for busstops

2016-07-15 09:58:52 152  Updating GeoTools service com.cohga server spatial. geotools-1468540731051-48
2016-07-15 09:58:52 320  Updated GeoTools service com.cohga server. spatial geotools-1468540731051-48
2016-07-15 09:58:53.104  No additional zipnship content exists at Clweave_2 5 20 PR'\platform\workspace\zipnship
2016-07-15 09:58:53.233  Registering spatial upload service

2016-07-15 09:58:53.284 "Moo custom request executor provider registrations found - using default: [org.glassfish.je...
2016-07-15 09:58:53.412 It does not look like we are running as a service, the restart command will not be available
2016-07-15 09:58:53.698  Updating config properties

2016-07-15 09:58:54.016  Updated config properiies

2016-07-15 09:58:54.016  Configuration update triggered

2016-07-15 09:58:54.047  Configuration update properties are available, processing configuration

2016-07-15 09:58:54. 438  Included file config/demo/client_snippets_xml does not look like a proper config file, perfor. ..
2016-07-15 09:58:54.321  "No custom request executor provider registrations found - using default: [org.glassfish je._.
2016-07-15 09:58:55.263 0 items created, 0 items updated and 0 items deleted

B Debug | % Info | % Warmn | ® Error B Aulo-Refresh u

Map Engines Tool

The Map Engines Tool lists the registered Map Engines sources. If you click on an item from the Map Engine list in the left panel, the list of
layers in that Map Engine will be displayed in the right panel. The Map Engine tab on the bottom of the window gives you details of that
engine; the Layer tab gives you details about the Map Layer that's highlighted in the top right panel.

This tool also has a Reset button (only available in 2.5.26). This tells Weave to clear any cached information it may have on a back-end
map service and is useful when you change the service and need Weave to take note of the update.

® Map Engines

Map Engine Id Label

mapengine. main Property Property
Property Pending Propery Pending
House Numbers House Numbers

Council Roads Council Roads
Council Roads labels Council Roads labels

CRS
EPSG:28355

CRS i Min Y Max X Max ¥

EPS5G:4326 . -37.8274 145.293 -37.7011
EPSG:28355 5811950 349526 5825580
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Notepad Tool

The Notepad Tool opens a text editor that can be used for keeping notes on your Weave configuration. This can be useful for sharing notes
if you have more than one Weave System Administrator or for recording notes for yourself. The notes are stored on the Weave server.

& Notepad
[FO DO LIST:

1. Add new parks search
2. Add Selection Identify tool and test
L

Server Health Tool

This tool is available for versions of Weave from 2.5.20.

The Server Health Tool opens a window that shows you the status of the components of your Weave installation - Data Sources, Map
Engines and Spatial Engines.

The Status column can be:

® OK =The item is working as expected.
* WARN = The item is not currently available, but it's not necessarily failed yet.
® CRITICAL = The item has failed and is not currently available.

L Server Health

Message

datasource gis is connected
WIS map engine mapengine.main is connected
spatial engine postgis is registered

Sample Server Health Output
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As an example of how the item status works imagine that we have an attribute search that requires a database connection before it can be
used. During startup Weave reads the current configuration and processes both the attribute search and the database connection that it
relies upon at the same time. The attribute search can not be said to be available until it knows that the database it's associated with is alive
and accepting connections, but database connections can take a number of seconds to become available. During this period both the
attribute search and the database connection will have a status of WARN, since we don't know if there's a problem establishing the
database connection or if it's just taking time to establish the connection.

If the database connection is eventually successfully established then the new connection will be registered with Weave and the database's
connection status will change to OK. Additionally, since the attribute search has been waiting on the database connection to be established
before it can be registered, it now changes its status to OK and is also registered with the system.

If however the database connection fails, either because the database is down or because the connection was not configured correctly, then
the database's connection status will change to CRITICAL and the database connection will not be registered with Weave. At this stage the
attribute search will still be listed as WARN, because it's still waiting on the database connection to be available, however the attribute
search is setup with a timeout to ensure that if it waits too long for the database connection then it to will change to CRITICAL.

If the problem with the database was a temporary one and the database comes back on-line, then the status of the database connection
should change to OK and attribute search should detect the availability of the database connection that it's relying upon and also change to
OK. And if the database goes down again, the database connection status will change to CRITICAL and it will be unregistered, the attribute
report will detect the loss of its database connection and change to WARN until it times out and then will switch to CRITICAL too, unless the
database comes back on-line within the timeout period.

Server Status Tool

This tool is available for versions of Weave from 2.5.20.

The Server Status Tool displays details about the internals of the Weave server by a number of different measures. This tool is useful for
monitoring the performance of your Weave installation.

-

Server Status

ArcGIS Connections Map Engine Created Destroyed Existing Max. Existing
Bundle Status

Config ltems

Equal Distribution

Hourly Requesis

Hourly Response

JOBC Connections

Layer Times

Map Times

Pending Requests
Quantile Distribution
Request Details
Response Distribution
Response History
User Details

Weekly Requests

There are a number of items that are reported and these are listed in the left panel of the window, click on one of these items and the
monitoring details are shown in the right panel. The items that are reported are briefly explained below, for more details on the values
reported refer to the Server Status page.

® ArcGIS Connections
® Shows details about the connections Weave has created for connections to ArcGIS Server that have pooling enabled.
Refer to this page for more details.

® Bundle Status
® Provides an overview of the state of the OSGi bundles that make up the Weave instance.

® Config ltems
® Provides an overview of the configuration items that the Weave instance currently has registered.
® |fanitem is listed here, it does not guarantee that the configured item is correct and working, just that the configuration
(usually from a confi g. xm file) has been read and registered with the system.

Page 244



Copyright © 2022, Cohga Pty Ltd.

® |tems are listed alphabetically by Id with upper case listed before lower case characters.

® Equal Distribution
® Provides a breakdown of response times (in milliseconds), grouping data so that there is equal (or as equal as possible)
time period between each group's minimum and maximum response times. Refer to this page for more details.

® Hourly Requests
® Provides an overview of how many requests are made during each hour of the day. Refer to this page for more details.

® Hourly Response
® Provides an historical overview of how many requests are made and how long responses are taking broken down by how
many hours ago the request was made. Refer to this page for more details.

® JDBC Connections
® Shows details about the connections Weave has created for connections to databases that have pooling enabled. Refer to
this page for more details.

® Map Times
® Shows the average response time (in milliseconds) for a request sent to a Map Engine to generate a map image.

® Layer Times
® Shows the average response time (in milliseconds) for a request sent to a Map Engine to generate a map image for the
Map Engine that contains this layer. Note that this is not how long it takes to draw the individual layer, rather it's how long
the entire map image, including all layers, takes to draw, it's basically averaging the Map Times value against the layers.

® Pending Requests
® Gives a overview of what requests are currently being performed by the server. Refer to this page for more details.

® Quantile Distribution
® Provides a breakdown of response times, grouping the data so that there is an equal (or as equal as possible) request
count in each group. Refer to this page for more details.

® Request Details
® Gives a brief overview of the different requests that the users' browsers have made to the server. Refer to this page for
more details.

® Response Distribution
® Provides a quick overview of the distribution of response times (in seconds). Refer to this page for more details.

® Response History
® Provides an historical overview of how many requests are made and how long responses are taking for periods ranging
from the previous minute up to the previous week (up to a maximum of 50,000 requests). Refer to this page for more details.

® User Details
® Gives a brief overview of a user's usage of the server. Refer to this page for more details.

®* Weekly Requests
® Provides an overview of how many requests are made during each hour of the day for each day of the week. Refer to this p
age for more details.

Some of the values are reset when the Weave server is restarted and some are persisted across restarts.

This tool provides similar details to those that can be accessed through a browser at: htt p: / / <ser ver >: <port >/ weave/ server
/ st at us. More information on the Server Status web page can be found on the Server Status page.

Spatial Engines Tool
The Spatial Engines Tool lists the registered Spatial Engines. If you click on an item from the Spatial Engine list in the left panel, the list of
layers in that Spatial Engine will be displayed in the right panel. If you click on one item (i.e. layer) from this list, the columns from that layer

will be displayed in the Columns section in the bottom section of the window. If you click on the Rows tab, the first 10 records from that layer
will be displayed (as a sample of all the features in the layer).
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= Spatial Engines

Spatial Engine Name

postgis warrandyte_herntage contrib

wildfire
yww_hydrants
YVW_Sewer_pipe
yww_water_pipe
ywwsewered

ZONEs

Columns

MName Mullable Default

age_fid i false
shape true
Zone_num trug
status true
zone_code true
LN _Mim true

amd_num trug

Support Tool

The Support Tool generates a zip file of relevant files from the Weave server. The file is stored in the Downloads area on your Weave
server. This file can be sent with your Weave Support Request to Cohga Support ( support@cohga.com ) if you are having a Weave issue
that you can not resolve.

System Metrics

As of version 2.6.4 Weave supports metrics, which are counters, gauges and histograms that can be used to monitor the performance of the
Weave server.

The metrics can be published to one of four different metrics “databases”, Prometheus, InfluxDB, Datadog and JAMon, or not published at all
(which removes the overhead of collecting the metrics if you don't intend to use them).

Long Term Monitoring

Prometheus, InfluxDB and Datadog provide long term monitoring because they use a database and the metrics are stored in the database
so they are not lost after a service or system restart.

These tools provide basic graphing, but are primarily for collecting the metrics over a long period; another tool would be used to display and

monitor that information, for example Grafana https://grafana.com/. A basic dashboard for Grafana that uses Prometheus is available for imp
ort to Grafana from here.

Short Term Monitoring

JAMon does short term monitoring but not monitoring of your system over the long term. The monitoring is described as short term because
once the Weave services are restarted, the metrics will be lost as they are cleared after a restart.

The JAMon metrics registry is for sites that don't have one of the proper metrics registries but want to be able to at least see what the
metrics are doing. If you want to make use the metrics to their full potential, you should use one of the other registries.

Installation

If you perform an upgrade to 2.6.4 from a previous 2.6 release then the metrics will not be installed.

You need to perform a clean install of 2.6.4 and choose to install one of the metrics database providers during installation from the available
Extensions, or, after you upgrade to 2.6.4 re-run the 2.6.4 installer (not the updater), uncheck the Main Components and then choose the
metrics database provider you wish to utilise from the available Extensions.

) There may be an issue with the installer and you should also click on the System Metrics check box to ensure all the components
are installed.

) Atthe moment you can only expose the metrics to a single metrics database, even if you manually install more than one of the
available extensions.
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#F 1zPack - Installation of Weave 4 — O X

Select Installation Packages Weave

Business Integration Framework

i select the packs you want to install:
() Note: Grayed packs are required.

o= [| Main Components 0 bytes ol
¢ [a] Extensions 0 bytes
o [ | Document Management System 145.29 KB
o [ | Geocoding 29.04 KB
[l vehicle Tracking 62.79 KB =
? System Metrics 577.02 KB
[v] System Metrics Core 40.12 KB
[ ]JAMon 525.83 KB
Datadog 536.9 KB —
[ ] InfluxDB 536.57 KB |
Cn il £n1_ac 1wen il
The selected package has the following dependencies and/or excludes
Description
Export system metrics to an external metrics database
Total space required: 1,012.69 KB
Available space: 13.34 GB

(Made with 12P ack - http:jfizpack. orgl)

| @Erevious || E'-l}ﬂext || @Quit |

Configuration

JAMon

JAMon is an internal metrics database that stores the metrics and makes them available via the existing Weave server status page (under
the Timing Summary page). JAMon requires no configuration.

Prometheus

Out of the box, the Prometheus database requires no configuration to start it working, and it then presents the available metrics for collection
from the / weave/ net ri cs URL. To utilise the metrics you need to point your Prometheus server to access that URL to periodically collect
the metrics from the Weave server.

) 'f you're going to use a security.xml file from a previous version of Weave it may not include an entry for the Prometheus /metrics
endpoint, if this is the case add the following entry to the filternvocationDefinitionSource property in the filterChainProxy, after
PATTERN_TYPE_APACHE_ANT but before /**=httpSessionContextIntegrationFilter,logoutFilter,...

Imetrics=#NONE#

Other configuration options:

® descriptions
® Should meter descriptions be sent to Prometheus? Defaultis t r ue, set to f al se to minimise the amount of data sent on
each scrape
* step
® The step size to use in computing windowed statistics like max. The default is 1 minute. To get the most out of these
statistics, align the step interval to be close to your scrape interval.
® The formats accepted are based on the ISO-8601 duration format PnDTnHnMh. nS with days considered to be exactly 24

hours, e.g

Page 247


https://cohgawiki.atlassian.net/wiki/x/iYYx

Copyright © 2022, Cohga Pty Ltd.

"PT20.345S" -- parses as "20.345 seconds"

"PT15M" -- parses as "15 minutes" (where a minute is 60 seconds)
"PT10H" -- parses as "10 hours" (where an hour is 3600 seconds)
"P2D" -- parses as "2 days" (where a day is 24 hours or 86400 seconds)
"P2DT3H4M" -- parses as "2 days, 3 hours and 4 minutes"

Datadog

Datadog must at least be configured to provide an api Key and appl i cat i onKey, but it also supports a number of other configuration
options.

<confi g xm ns="urn: com cohga. server. confi g#l1. 0"
xm ns: dat adog="ur n: com cohga. server. netri c. dat adog#1. 0" >

<dat adog: confi g>
<api Key>I NCLUDE_YOUR_API _KEY_HERE</ api Key>
<appl i cati onKey>l NCLUDE_YOUR_APPLI CATI ON_KEY_HERE<
[ appl i cati onKey>
</ dat adog: confi g>

</ config>

Other configuration options:

® hostTag
® The tag that will be mapped to "host" when shipping metrics to datadog, default is no tag
® uri
® URL to push metrics to, default is ht t ps: // app. dat adoghg. com
® descriptions
® Should meter descriptions be sent to Datadog? Default is t r ue, set to f al se to minimise the amount of data sent on each
scrape
® step
® The step size (reporting frequency) to use. The default is 1 minute.
® The formats accepted are based on the ISO-8601 duration format PnDTnHnMh. nS with days considered to be exactly 24
hours, e.g
"PT20.345S" -- parses as "20.345 seconds"
"PT15M" -- parses as "15 minutes" (where a minute is 60 seconds)
"PT10H" -- parses as "10 hours" (where an hour is 3600 seconds)
"P2D" -- parses as "2 days" (where a day is 24 hours or 86400 seconds)
"P2DT3H4M" -- parses as "2 days, 3 hours and 4 minutes"

® enabled
® |f publishing is enabled. Defaultis t r ue.
® numThreads
® The number of threads to use with the scheduler. The default is 2 threads.
® connectTimeout
® The connection timeout for requests to the backend. The default is 1 second.
® readTimeout
® The read timeout for requests to the backend. The default is 10 seconds.
® batchSize
® The number of measurements per request to use for the backend. If more measurements are found, then multiple requests
will be made. The default is 10,000.

InfluxDB

InfluxDB must be configured to at least provide a user Name and passwor d. InfluxDB also supports a number of other configuration options.

<config xm ns="urn: com cohga. server. confi g#l1. 0"
xm ns:infl ux="urn: com cohga. server. netric.influxdb#1.0">

<i nfl ux:config>
<user Nanme>| NCLUDE_YOUR_USERNAME KEY_ HERE</ enabl ed>
<passwor d>| NCLUDE_YOUR_PASSWORD KEY HERE</ passwor d>
</influx:config>
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</ config>

Other configuration options:

* db
® The db to send metrics to. Defaults to "mydb".
® consistency
® Sets the write consistency for each point. The Influx default is ‘one’. Must be one of 'any', 'one’, ‘quorum’, or ‘all'. Only
available for InfluxEnterprise clusters.
® retentionPolicy
® Influx writes to the DEFAULT retention policy if one is not specified.
® retentionDuration
® Time period for which influx should retain data in the current database (e.g. 2h, 52w).
® retentionReplicationFactor
®* How many copies of the data are stored in the cluster. Must be 1 for a single node instance.
® retentionShardDuration
® The time range covered by a shard group (e.g. 2h, 52w).
® uri
® The URI for the Influx backend. The defaultis htt p: / /1 ocal host : 8086
® compressed
® if metrics publish batches should be GZIP compressed, default is t r ue.
® autoCreateDb
* if Micrometer should check if db exists before attempting to publish metrics to it, creating it if it does not exist.
® step
® The step size (reporting frequency) to use. The default is 1 minute.
® The formats accepted are based on the ISO-8601 duration format PnDTnHnMh. nS with days considered to be exactly 24
hours, e.g
"PT20.345S" -- parses as "20.345 seconds"
"PT15M" -- parses as "15 minutes" (where a minute is 60 seconds)
"PT10H" -- parses as "10 hours" (where an hour is 3600 seconds)
"P2D" -- parses as "2 days" (where a day is 24 hours or 86400 seconds)
"P2DT3H4M" -- parses as "2 days, 3 hours and 4 minutes"

® enabled
® |f publishing is enabled. Defaultis t r ue.
®* numThreads
® The number of threads to use with the scheduler. The default is 2 threads.
¢ connectTimeout
® The connection timeout for requests to the backend. The default is 1 second.
® readTimeout
® The read timeout for requests to the backend. The default is 10 seconds.
® batchSize
® The number of measurements per request to use for the backend. If more measurements are found, then multiple requests
will be made. The default is 10,000.

Reverse Proxy
If there is a reverse proxy used in front of the Weave server then additional configuration must be setup for Weave to tell it that there is a

reverse proxy. This is so that Weave can process the various headers provided by the proxy to determine the information required about the
actual user rather than the proxy server (IP Address, HTTP vs HTTPS, etc).

Jetty 9

The default installation of Weave includes the Jetty 9 Web Application Server and “running” Weave involves running Jetty and Jetty then
runs the Weave application, weave. war . So enabling reverse proxy support for a default Weave instance means enabling reverse proxy
support for Jetty 9.

To enable reverse proxy support for Jetty 9 you should edit the file .\ weave\j etty_base\etc\jetty. xnl and add the following lines to
the ht t pConf i g item (before the closing </ New> tag).

<Cal | nanme="addCustom zer">
<Ar g><New cl ass="org. eclipse.jetty.server.
For war dedRequest Cust om zer "/ ></ Arg>
</Call>

e.g.
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<New i d="htt pConfig" class="org.eclipse.jetty.server.

Ht t pConfi guration">

<Set name="secureSchene"><Property name="jetty. httpConfi g.
secur eSchene" defaul t="https" /></Set>

<Set nanme="securePort"><Property name="jetty. httpConfig.
securePort" deprecated="jetty.secure.port" default="8443" /></Set>

<l-- nore settings here that have been excluded for brevity -->

<Set name="responseCooki eConpl i ance"><Cal | class="org. ecli pse.
jetty. http. Cooki eConpliance" name="val ueO " ><Ar g><Property nane="
jetty. httpConfig.responseCooki eConpliance" defaul t="RFC6265"/></ Ar g><
/ Cal | ></ Set >

<Set nanme="nul ti Part For nDat aConpl i ance"><Cal | cl ass="org.
eclipse.jetty.server. Ml tiPartFornmDataConpl i ance" name="val ue"
><Arg><Property nane="jetty. httpConfig. nultiPart FornDataConpliance"
def aul t =" RFC7578"/ ></ Ar g></ Cal | ></ Set >

<Cal | nane="addCustomi zer">

<Ar g><New cl ass="org. eclipse.jetty. server.

For war dedRequest Cust omi zer "/ ></ Ar g>

</ Call>

</ New>

The Jetty forward request customizer relies upon the X-Forwarded-Host and X-Forwarded-Proto headers to be set correctly in the
reverse proxy

Docker

When Weave is run as a Docker container it does the reverse of the default installation. Rather than running Weave within Jetty it runs Jetty
within Weave (by including additional Jetty related plugins in the ..\ weave\ pl at f or ml pl ugi ns directory) and this configuration (out of the
box) does not use the same configuration files used when running Weave embedded in Jetty. So to make it easier to perform the
configuration of the embedded Jetty plugins to correctly parse the required reverse proxy headers, Weave provides a custom plugin to
perform the required changes. Currently this has to be enabled manually by you but that may change in the future.

To configure Weave to enable the reverse proxy customizer you should set the system property or g. ecl i pse. equi nox. http.jetty.
cust om zer. cl ass to the value com cohga. j et t y8. Rever seProxyCust omi zer (note jetty8 is correct, the embedded version of
Jetty is Jetty 8, not Jetty 9).

Other

If you're running Weave embedded within a different Web Application Server (i.e. not Jetty 9), you will have to examine the documentation
for that Web Application Server to determine if/how it can be configured to correctly parse the proxy headers sent by the reverse proxy.
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